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Abstract

In recent years, focus has been placed on the development of key exchange protocols that could
serve as post-quantum successors to existing cryptographic infrastructure. Some of these potential
successors are based on the action of the class group of an order of an imaginary quadratic field
on the set of [F},-rational elliptic curves defined over [F,,. These protocols are thought to have the
potential to become a suitable alternative to lattice-based protocols currently being standardized
by NIST, the National Institute of Standards and Technology, which is holding a competition call-
ing for the submission of new post-quantum cryptosystem candidates. In this thesis, I examine a
promising post-quantum key exchange protocol, CSIDH, and a constant-time variant of the cryp-
tosystem, CSIDH-CT, which has been developed to defend against a range of side-channel attacks
to which CSIDH may be vulnerable. In order to compare the performance of CSIDH and CSIDH-
CT, I present a programmatic implementation of each, along with the data resulting from testing
them, reaching conclusions about their comparative performance in terms of computation time.
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Chapter 1

Introduction



1.1 History of Public Key Cryptography

The security of cryptographic primitives relies on the assumption that certain mathematical
problems are difficult to solve. Specifically, that they cannot be solved in polynomial time. Many
prevalent cryptosystems today, such as RSA and Elliptic Curve Cryptography, base their security
on either integer factorization or the discrete-log problem. However, these problems are not suit-
able for the post-quantum age, as there are quantum algorithms allowing for these problems to be
solved in polynomial time [3].

Elliptic Curve Cryptography (ECC), one of the leading forms of public-key cryptography for
security applications today, is an example of a cryptosystem relying on the hardness of computing
discrete logarithms. The main scheme underlying ECC is Diffie-Hellman, which involves comput-
ing a shared secret point on an elliptic curve. It is particularly versatile because it allows for keys
to be reused multiple times without compromising security, and it allows for a non-interactive key
exchange. These traits are greatly responsible for its recent popularity, and it is desired that they
be present in a successor.

As mentioned, the classically hard problem underlying ECC, the discrete log problem, is
not considered hard for quantum computers [3]. There are polynomial-time quantum algorithms
which, if implemented using a large-scale quantum computer, would pose a significant threat to
existing cryptographic protocols, including ECC. While large-scale quantum computers currently
do not exist, it is still necessary to start working on a post-quantum successor today. It will take
decades to update existing infrastructure with new standards, and there’s no time to waste in doing
so0, as current messages are already at stake. Any messages encrypted using current standards are
susceptible to “harvest and decrypt attacks,” in which an attacker stores current communications
for the future, where they will presumably have access to an efficient quantum computer [4]. The
need to quickly develop post-quantum cryptography has led the National Institute of Standards and
Technology (NIST) to hold a competition for candidates, which was first announced in 2016 [4].

One submission to the NIST competition was based on isogeny-based cryptography, which re-
lies on the computation of isogenies between elliptic curves over finite fields [1]. The first isogeny-
based cryptosystem was proposed in 1997 by Stolbonov [5] [6], but it was not publicly known until
2006 [7]. The scheme uses the free and transitive action of the class group Cl(Q) for an imaginary
quadratic order O on the F,~-isomorphism classes of ordinary elliptic curves over [F,,» with en-
domorphism ring isomorphic to O. The scheme turned out to be too inefficient for practical use.
[8].

Another scheme was proposed by Luca De Feo, David Jao, and Jérdme Plit as a potentially
quantum-resistant public-key cryptosystems based on the difficulty of finding isogenies between
supersingular elliptic curves [9]. The scheme was an analogue of the Diffie-Hellman key ex-
change, using isogenies of supersingular elliptic curves. It was called Supersingular Isogeny
Diffie-Hellman (SIDH), and a protocol based on SIDH was submitted to the NIST competition.
In 2022, a theoretical and practical break made it possible to break instances of cryptographic size
in an hour, and the scheme was withdrawn from the competition. This created the need for an
alternative cryptographic scheme based on isogenies that avoids these problems [10].



1.2 CSIDH

In 2018, the core idea of Couveignes’ scheme was reimagined by Castryck et al. to use su-
persingular instead of ordinary curves, promising to overcome the efficiency issues in the original
scheme [1]. Given a prime p and a supersingular curve F over I, the IF,-rational endomorphism
ring of E over [, satisfies

End, = O,

where O is an order in the quadratic field Q (/—p). This fact is used to construct the group action
underlying the protocol that ended up being called CSIDH: Commutative Supersingular Isogeny
Diffie-Hellman. CSIDH can be more efficiently computed than Couveignes’ original scheme, and
thus allows for a faster key exchange, being a more promising post-quantum alternative to ECC.

Since the introduction of CSIDH, much work has been done in continuing its development.
Later in 2018, a paper published by Michael Meyer, Fabio Campos, and Steffen Reith [2] offers
an analysis of side-channel attacks that could be performed against an implementation of CSIDH.
The paper presents a “constant-time” implementation of CSIDH, the computation time of which
is claimed to be independent of the private key. This implementation is presented as a potential
mitigation to the potential side-channel attacks mentioned in the paper.

1.3 Overview of Thesis

The goal of this thesis is to better understand how the performance of the “constant-time”
variant of CSIDH proposed in [2] compares to standard CSIDH, presented in [1]. To do so, I have
written implementations of both CSIDH and constant-time CSIDH, referred to as CSIDH-CT, in
Python using the SageMath library, and I have measured the performance of each implementation
for various values of the parameters.

This thesis is organized as follows. Chapter 2 is an overview of the mathematical background
required to understand CSIDH, including sections on elliptic curves and the ideal class group.
Chapter 3 gives an overview of the CSIDH protocol, including its security and the hard problem
underlying it. The protocol and its parameters are defined, and the CSIDH group action is pre-
sented in the form of pseudo-code. The same is then done for CSIDH-CT. Chapter 4 explains the
methodology of the tests performed on these implementations, including a link to the repository
containing the code itself. The code used to compute the group action for each implementation is
compared. Finally, an explanation of the tests is given, the resulting data is presented, and a section
containing extra tables and graphs resulting from the computations is provided for further analysis.



Chapter 2

Mathematical Background



2.1 Elliptic Curves

Most material in this section can be understood by referring to chapters 1-6 of Washington’s
book on elliptic curves [11]. More information on the representation of End,(E) and its relation-
ship to Q (,/—p) can be found in the original paper on CSIDH written by Castryck et al. [1].
Another resource is Joseph Silverman’s book on elliptic curves [12].

2.1.1 Basic theory

Let £ be a curve over a field K with char(K) = p # 2,3. E is said to be an elliptic curve over
K when it can be represented by an equation of the form

v =23+ Az + B

with coefficients in K, where the discriminant A = —16(4A3 + 27B?) = 0. This equation is then
said to be the simplified Weierstrass form of . When £ can be written in the form

v =2+ A’ + o

it is called a Montgomery curve, and this equation is referred to as the Montgomery form of the
curve.

The set of rational points of F over K, denoted E(K), forms a commutative group under the
operation of point addition. For two points P and () on F, the point P+ () is defined geometrically
as follows: the line passing through P and () intersects £ at a third point R. If P = (), the line is
taken to be the one tangent to P on the curve. The reflection of R across the z-axis is defined to be
the sum of P and (). This operation is well-defined when F is considered in the projective plane,
where the point at infinity, denoted O, is the identity element of the group.

For a positive integer n # p, the n-torsion of the curve F is defined as the set of points

En]:={P € E(K) :nP =0},
defining n P as the sum of P with itself n times, with 0P = O. It is known that, when p { n,
En| =2 Z/nZ & Z/nZ, [11]
and when p > 0 and p | n such that n = p"n/, then
En|2Z/WZ&Z/0'7 or Z/nZ & Z/n'Z.

A curve F is called ordinary if E[p| = Z/pZ, and supersingular if E'[p] = 0, denoting the group
of one element. An equivalent definition of supersingularity relevant for defining the CSIDH group
action is stated in terms of the properties of the Frobenius endomorphism, which will be discussed
in the next section.

An isogeny between two elliptic curves E; and Es is a morphism of algebraic varieties

¢2E1—>E2

that is also a group homomorphism. Remarkably, isogenies preserve both the algebraic and ge-
ometric structure of an elliptic curve, making them useful in the development of cryptographic
primitives.



2.1.2 Endomorphisms of an elliptic curve

An endomorphism of an elliptic curve F is an isogeny between the curve and itself, i.e. a map
of the form
o: FE— F.

For the remainder of this paper, let & be an elliptic curve defined over the finite field IF,, with
p > 5 being a prime. The ring of endomorphisms of F rational over I, also referred to as its
[F,-rational endomorphisms, is denoted End,(E).

A special endomorphism defined for every elliptic curve is derived from the map defined by

m:F, = F,
x> b,

where E denotes the algebraic closure of IF,,. The map is referred to as the Frobenius map for [,

7 acts on the points of E(F,) through the Frobenius map on E, which is defined by

m(z,y) = (2F,97), 7(0) = O.

A very important fact about the Frobenius endomorphism 7 is that it satisfies the characteristic
equation
™ —tn+p=0

in End,(E), where ¢ € Z is the trace of Frobenius [11, p.92].
An important fact about the Frobenius trace is its involvement in an equivalent condition for
the supersingularity of an elliptic curve. £ is supersingular if and only if ¢ = 0, such that

™ +p=0.
This means that 7 = £./—p. Furthermore, End,(£) is an order O in the quadratic field k¥ =
O®;,Q0=Q (\ /12 — 4p>, which means that in the case of supersingularity, it holds that
End,(E) = Q (/=) = Q (V=p) = Q(27).

This is therefore another equivalent condition for the supersingularity of E.

2.2 The Ideal Class Group

The class group of a quadratic number field acts on its orders in a way that is used in CSIDH.
The material from this section can be found in Castryck’s original paper [1], or in the paper on
constant-time CSIDH by Meyer et al. [2]. Any necessary background on algebraic number theory
is covered in Marcus’ book Number Fields [13].



2.2.1 Fractional ideals and the class group

Let K be anumber field, i.e. a finite-dimensional field extension of the field of rational numbers
Q, and let Ok denote its ring of integers, i.e. the maximal order of K. Let O be an order of K, i.e.
a submodule of Ok that is also a subring and contains a Q-basis of K.

A fractional ideal a of O is a finitely-generated O-submodule of the form «/, where [ is an
O-ideal and o € K*. A fractional ideal a is invertible if some b = a~! exists such that ab = O.
All principal ideals O are clearly invertible, as o € K™ ensures this.

The set of all invertible fractional ideals of O forms a commutative group /() under ideal
multiplication. Furthermore, it has a subgroup P(O), which is defined as the set of all principal
fractional ideals of O and is normal, since /(Q) is commutative. The class group of O is then
defined as

cl(0) :=1(0)/P(O).

Every class [a] € cl(K) can be represented by an integer.

2.2.2 The class group action

An action of a group GG on a set X is a map assigning to each ¢ € G and x € X an element
g-x € X, satisfying two conditions: that forall z € X, e - x = z, where ¢ is the identity of GG; and
that (gh) -z =g - (h-x) forall g,h € G and all x € X. A group action is said to be transitive if
for all x,y € X there exists some g € G such that g - © = y. Finally, the action is said to be free if
only the identity fixes any point, i.e. g - * = x requires that g = e for any z € X.

In the case of an order O of an imaginary quadratic field, it is known that the class group cl(O)
acts freely and transitively on the set

g, (0, )

defined as the set of isomorphism classes of elliptic curves E over F,, with End(E) = O and the
Frobenius map of £ being equal to 7. This will be explained in more detail later in this section.

Regarding such curves, an important result holds: for any curve £/, and a finite I,-rational
subgroup G < E/F,, there is an elliptic curve £'/F, and an isogeny ¢ : £ — E’ which is
separable, meaning ¢ can be expressed in terms of rational functions over F,, such thatker(¢) = G.
This result guarantees that any subgroup of an elliptic curve E defines a unique isogeny to another
curve in the same class, which is necessary to ensure that the CSIDH protocol, which will be
discussed in detail later, is well-defined [2].

Now, recall that, for a supersingular curve F, it holds that

™ = —D,

where 7 is the Frobenius endomorphism. Given that K = Q (/—p) = Q (), it holds that O
always contains 7, and thus Z[r] as well, the order generated by the Frobenius endomorphism.
Any invertible ideal a of O splits into a product of O-ideals of the form (7O)"a, such that one
can define F/a, along with the isogeny ¢, : £ — FE/a. This is done by first constructing ¢, as
an isogeny with £ as its domain and (), ker(«) as its kernel, defining £//a as the image. This
is possible due to the separability of ¢, [1]. This, along with the previous results, leads to the
conclusion that the group action on the set of elliptic IF,-rational elliptic curves with coordinates



contained in O and endomorphisms generated by 7 is well defined. Specifically, we have the group
action

cl(0) x &, (O, 7) — EL(O, )
([a], E) — E/a.

When discussing the action of an ideal class [a] on a curve £, producing E/a, it will be denoted
axE=[a] = E/a.



Chapter 3

Fault Injection Attacks and Constant-Time
CSIDH
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3.1 The CSIDH protocol

In this section, the logic of the CSIDH key exchange protocol will be introduced, and pseudo-
code will be provided. The information in this section can be found in the paper by Castryck et al.
from 2018 [1].

3.1.1 Introduction and security overview

The underlying math behind CSIDH is explained in the previous chapter, where the action of
the ideal class group of an imaginary quadratic order generated by 47 on the set of [F,-rational
elliptic curves is shown to be well-defined. This group action, while it is relatively simple to
compute, is quite computationally difficult to reverse, making it ideal for a cryptographic setting.

For a field k£ and a prime ¢ { char(k), the k-rational /-isogeny graph G, is defined as having
all the elliptic curves defined over k as its vertices, and having a directed edge (F1, F») for each
k-rational /-isogeny from E to F5. The supersingular isogeny path problem, stated simply, is to
find a walk through the graph G/, , for a given £. This is the hard problem underlying the CSIDH
group action [1].

When £, and E, are supersingular, the isogeny graph is an expander graph, meaning random
walks mix quickly [1]. However, since only I,-rational isogenies are considered, only a smaller
subset of the graph is used, and its properties are not fully understood. It might not be fully
connected, as demonstrated by an example of such a graph, which is given in Figure 3.1.

There is no known quantum algorithm with a speed advantage over classical algorithms, and
while the best possible classical algorithms run in subexponential but superpolynomial time. Thus,
it is thought that the ability to solve the problem—and thus to break a cryptographic protocol like
CSIDH-will not be improved in the near future, and that such systems will remain secure against
classical and quantum attacks [1].
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3.1.2 CSIDH key exchange

The CSIDH group action is applied in practice in the form of a non-interactive key exchange
between two parties, which will be referred to as Alice and Bob. It will be assumed that both Alice
and Bob are able to compute the CSIDH group action on an arbitrary curve. Specifically, given an
ideal A and a curve F, each party is able to compute the action of an ideal class [4] on the curve
E, producing the curve E4 = E/A = [A]FE, for an ideal A.

When the protocol is established, a security parameter n is selected as the number of small
primes [; to generate, which are selected such that the quantity p = 4/, - - - [,, — 1 is prime. To do
this, the first n odd primes are selected tobe [y, . . ., [,,, and if p is not prime, then [,, is defined as the
(n+1)th odd prime and then, if necessary, the (n+2)th, etc., until p is prime. Since p =3 mod 4,
the curve Ey : y* = x* + x defined over I, is supersingular, so it has F,-rational endomorphism
ring O = Z|r|, where 7 is defined to be the Frobenius map.

Alice and Bob each have a private key (eq,...,e,), where each e; is an integer selected
randomly from a range {—m, ..., m} for a chosen integer m. In the standard implementation
of CSIDH outlined in [1], m = 5 is taken. The integers e; represent the ideal class [A] =
[LSY] -+ [Ler] = [LS - -+ LE] € cl(O), where L; = (I;, 7 — 1). Each party has a public key equal
to the Montgomery coefficient A € F,, and B € [, of the curves E4 = [A]Ey : y* = 2® + Az +
and Ep = [B]E, : y* = 2® + Bx? + x respectively, obtained by applying the action of [A] or [B]
to the curve Ej, where A and B are the ideals resulting from each party applying their respective
private exponents e; to the ideals L; and computing their product.

Alice and Bob compute their respective key pairs ([A4], A) and ([B], B). They then send one
another their public keys A and B. Alice verifies that the curve Ep : y?> = 2° + Ba? + xis a
valid curve in Ell,(O, 7) and then applies the action of her secret key [.A] to the curve to compute
the shared secret [A|Ep = [A|[B]Ey = E4p. Bob performs a similar computation using Alice’s
public and his private key. Since [A][B]Ey = [B][A]Ep, Alice and Bob compute the same shared
secret, and can then use it for symmetric encryption. The key exchange is thus complete.

3.1.3 Outline of CSIDH implementation

An implementation of CSIDH involves applying the action of the ideal classes corresponding
to the exponents in the private key in succession, resulting in the computation of the private curve
of A or B respectively. This process is outlined in the following pseudo-code, which is given in
[1]. Note that, in the figure, the integer m is referred to as as B, and the Montgomery coefficient
is denoted a instead of A. This is consistent with the notation used in [1].



12

Algorithm 1: Evaluating the class group action.

@ R W N

© 9

10
11
12

Input :a € F, such that E, : y*> = 2° + az® + z is supersingular, and a list
of integers (e1,...,en) with e; € {—B, ..., B} for all i < n.
Output: a’ € [y, the curve parameter of the resulting curve E,.

while some e; # 0 do
Sample a random z € FF),.
Set s +1ifz®+ax’+zrisa square in [y, else s ¢« —1.
Let S = {i | sign(e;) = s}.
if S = then
L Go to line 2.

P=(x:1), k< [l,csti; P+ [(p+1)/k]P.
foreach i € S do
K + [k/{;]P.
if K # oo then
Compute a degree-¢; isogeny ¢ : E, — E, with ker(p) = (K).
L a+a', P+ p(P), k<« kjt;, e; + e; — s.

Figure 3.2: Pseudo-code for an implementation of the CSIDH key exchange, from [1]
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3.2 Fault Injection Attacks

3.2.1 Introduction

A fault injection attack is a method by which an attacker intentionally introduces errors into a
hardware system in order to manipulate an “honest” party into revealing information about (oth-
erwise secure) encryption [2]. In a paper by Michael Meyer, Favio Campos, and Steffen Reith,
potential avenues by which fault injection attacks could be performed against an implementation
of CSIDH and ways of mitigating them are discussed. The authors present recommendations for
how to mitigate the potential attacks, including modifications to the key generation process and the
group action.

The paper discusses three main leakage scenarios, all of which are considered in the variant of
CSIDH presented by Meyer et al.

The first scenario is a timing leakage, i.e. a situation in which private information about the pri-
vate key could be leaked by analyzing how much time it takes for the group action to be computed.
In this case, an adversary could eliminate many possible keys with a great degree of certainty,
challenging the security of CSIDH. The authors use as an example of timing leakage the fact that
the key (5,5,5,...,5) results in a longer group action computation than the key (0,0,0,...,0),
which requires no computations at all. If the key were one of these two tuples, an attacker would be
able to determine which one it is by analyzing the time taken to compute the group action. While
this is a stark example, it makes the point that the time taken to compute the group action depends
on the key used, making a means of preventing such an attack desirable. In order to prevent the
timing leakage scenario, the running time for the CSIDH group action should be independent of
the private key entirely [2].

Next, the second scenario is one in which the attacker can gather information about the private
key through power analysis. In this scenario, it is assumed that an adversary is capable of mea-
suring the power consumption of the algorithm, and through this determine the memory blocks
which represent point multiplication and isogeny computation. As a result of this, they would be
able to separate the operations from one another. This allows them to determine which private key
elements are of the same sign, as they are applied together. Such information could greatly de-
crease the size of the key space which would have to be considered, making it significantly easier
to determine the shared secret by brute force. [2].

Finally, the third scenario is that of a cache timing attack. This is a type of side-channel attack
in which an attack gains information about a system by measuring the amount of time taken by
the algorithm to access data in the cache. The authors do not go into much detail about this kind
of attack, and they state that their implementation already includes existing measures against such
attacks [2].

3.2.2 Mitigations of the Attacks

Meyer et al. then go on to suggest various changes to CSIDH in order to mitigate the side
channel attacks mentioned in the paper. The main mitigations mentioned are changing the scheme
so that all integers in the exponent vector are positive, and implementing “dummy isogenies” to
ensure the time taken to compute the group action is independent of the private key.
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In order to prevent keys in which the sign distribution is unbalanced, in which case it would
be possible to shrink the key space through time leakage and power analysis as discussed in the
previous section, it is advised by the authors that purely non-negative keys be used. This would
involve changing the range from which exponents are selected from [—m, m] to [0, 2m], e.g. that
[—5, 5] should become [0, 10] in standard CSIDH. They warn that this would increase the runtime
of CSIDH significantly, but that it would protect against these kinds of attacks. This version of the
cryptosystem is technically equivalent to the original CSIDH, as the original keys with exponents
e; € [—5,5] can be shifted by +5 to equal an equivalent key in the new system, and vice versa.
When discussing constant-time CSIDH, m will refer to the upper bound of the range [0, m| instead
of that of [—m, m].

Next, the authors describe the use of dummy isogenies, which perform the same computations
as normal isogenies, but do not actually affect the curve parameters. The computation of a dummy
1sogeny involves performing the standard isogeny computation, but instead of keeping the resulting
curve, discarding it. More detail on this process is given in the pseudo-code presented later in
Figure 3.3.

In order to ensure that the running time is not dependent on the private key, a constant number
of isogenies of each degree /; should be computed. However, only e; isogenies of degree [; should
be applied to the curve for each small prime /; used to generate p, so m — e¢; dummy isogenies
must be computed, where m = 10 is standard. This results in a variant of CSIDH that may be
referred to as “constant-time,” as the time taken to compute the group action is not dependent on
the private key, since the same number of isogenies of each degree is always computed. Note that
the implementation is not truly constant-time, as there is randomness in how the group action is
applied, but this is not relevant to the attacks considered by Meyer et al.

The pseudo-code for the CSIDH group action including positive signs and dummy isogenies,
again provided by Meyer et al., is provided below, in order to elucidate the process by which this
mitigation would be implemented. The notation in this figure is similar to that of Figure 3.2.
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Algorithm 2: Constant-time evaluation of the class group action in

CSIDH-512.
Input :a € F, such that E, : y* = ° + az? + z is supersingular, and a list
of integers (e1,...,e,) with e; € {0,1,..,10} for all i < n.
Output: a’ € F,, the curve parameter of the resulting curve E,/.

1 Initialize k =4, e = (e1,...,e,) and f = (fi,..., fn), where f; =10 — e,.
2 while some e; # 0 or f; # 0 do
3 Sample random values = € F, until we have some x where 22 L ax® + 1 is
a square in [Fyp.
4 Set P=(x:1), P+ [k]P,S={i|ei #0or fi #0}.
5 foreach i € S do
6 Let m =[],cq =i bi-
7 Set K + [m]P.
8 if K # oo then
9 if e; # 0 then
10 Compute a degree-f; isogeny ¢ : E, — E,» with ker(¢) = (K).
11 a+a', P+ p(P), e + e —1
12 else
13 Compute a degree-f; dummy isogeny:
14 a<+a, P« [(;]P, fi + fi— 1.
15 if e, =0 and f; =0 then
16 | Set k k- 4.

Figure 3.3: Pseudo-code for an implementation of the “constant-time” CSIDH group action, from

(2]
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4.1 Implementation

To compare the efficiency of standard CSIDH with the constant-time variant proposed by
Meyer et al., I have written an implementation of each, with the goal of running tests to compare
their time consumption. Included in the testing and comparison is the generation of exponential
approximations for the time complexity of each implementation, measured against the number n
of small primes /; used to compute the prime p defining the base field IF,, over which the group
action is computed.

4.1.1 Notes on Implementation

The implementations of CSIDH and constant-time CSIDH, which will be referred to as CSIDH-
CT, were written in Python using the SageMath package. Both programs share the same methods
for parameter generation, and make use of methods to convert to and from the Weierstrass form of
the curve, i.e. converting from the standard Weierstrass form

v =23 +ax+b

to the equation used for Montgomery curves, where the public key is the coefficient A, given by
an equation of the form

y? = 2° + Az’ + z.
Minor changes to the key generation method are made between CSIDH and CSIDH-CT, in order
to account for the values of e; being entirely positive in CSIDH-CT.

The most major changes between the two implementations is in the method used to compute
the group action. In both implementations, a while True loop is used to apply each isogeny individ-
ually. The main difference is that, in CSIDH-CT, the computation of dummy isogenies is included,
and the computations of real and dummy isogenies are performed within the same loop to defend
against power analysis attacks. More details on the implementation of each protocol are offered in
the following subsection.

All code referenced in this section is available in the GitHub repository corresponding to
this thesis: https://github.com/quaternyan/csidh—analysis, which I maintain.
Whenever I refer to a file or directory, it is referring to the contents of this repository.

4.1.2 Implementations of CSIDH and CSIDH-CT

My implementation of standard CSIDH is labeled ‘csidh.py’, and is based on pseudo-code
listed in 3.2. The isogenies are applied in a loop, with positive and negative exponents being
applied to the curve in separate iterations until no isogenies remain to be applied.

The implementation is contained in the ‘CSIDH’ class. Its “__init__” method takes a single
input, the value of n, and defines the parameters of the curve, including the array of small primes
‘I_primes’, the prime ‘p’, the object ‘F’ representing [F,,, and the key tuples for Alice and Bob
respectively. These keys are generated by the ‘gen_key’ method, which takes in the parameter
defining the exponent range, m, which is hard-coded as 5.

The code for the group action itself very closely follows the pseudo-code presented in Figure
3.2. The exponents are stored in the list ‘e_list’, and a ‘while True’ loop computes the isogenies as
depicted in the pseudo-code.
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The first major difference with CSIDH-CT is that all exponents are positive, as shown in Figure
3.3. This changes the structure of the code leading up to the loop applying isogenies, making the
set S in Figure 3.2 containing indices corresponding to exponents with the same sign unnecessary.
Furthermore, since dummy isogenies must be applied in the same loop in order to mitigate the
potential power analysis attacks mentioned in Section 3.2.1. This requires, in addition to the list
of exponents ‘e_list’, a list of “dummy exponents” to decrease when dummy isogenies are applied,
which is the function of the ‘f_list’. This is done so that e; + f; = m = 10 for each index 7 in the
list.

The loop used to used to apply the isogenies corresponding to each exponent in CSIDH is as
follows. For definitions of the dummy points, see the pseudo-code in Figure 3.2.

# Apply isogeny corresponding to each 1_prime power to compute E_B
for i in S:

assert k % 1_primes[i] == 0

R = (k // l_primes[i]) * Q

if R.is_zero():

continue
phi = E.isogeny (R)
E = phi.codomain ()
Q = phi(Q)
assert k % 1l_primes[i] == 0
k =k // 1l _primes[i]
e_list[i] -= s
if s == -1:

E = E.quadratic_twist ()
return self.convert_from Weierstrass (E)

For comparison, the following code is used for the isogeny loop in ‘csidh_ct.py’ for CSIDH-CT.

# Apply real and/or dummy isogenies in the same loop
i1f not K.is_zero():
if e_list[i] != O:
phi = E.isogeny (K)
E = phi.codomain ()
P phi (P)
Discard = 1_primes[i]*P
e_list[i] -=1
else:
phi = E.isogeny (K)
Discard = phi.codomain ()
Discard = phi (P)

P = 1_primes[i]«P
f list[i] —-=1
if e 1ist[i] == 0 and f 1list[i] ==

k =k » 1 _primes[i]
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# Convert back from Weierstrass form
return self.convert_ from Weierstrass (E)

4.2 Tests and Results

4.2.1 Overview of testing methodology

The goal of testing my implementations of CSIDH and CSIDH-CT is to compare their per-
formance in terms of time efficiency. It is known that the CSIDH-CT group action takes longer
to compute due to the presence of dummy isogenies, and I am interested in knowing how much
longer it takes for my implementation.

The main test performed is ‘performance_comparison.py’, which is in the ‘Tests’ directory. It
tests the running time of the CSIDH group action for the ‘csidh.py’ and ‘csidh_ct.py’ programs for
various values of n, labeled ‘N’ in the program, which is the number of primes used to compute p
in the definition of the protocol. It does so by going through a list of n-values, labeled ‘N_values’,
testing both CSIDH and CSIDH-CT for each value a number of times, then averaging the results
together for each protocol and each value of N to ensure accuracy. The result of the test is two sets
of values, containing the average running time for CSIDH and CSIDH-CT respectively for each
value of N tested. This data is then used to generate an exponential approximation of the running
time for each group action wrt the value of N, which is finally plotted along with the data itself.

The program allows for the values ‘ivl’, ‘itr’, ‘N_start’, and ‘N_stop’ to be set by the user, which
correspond to the interval between values of n tested, the number of iterations averaged together
for each, the first value of V to test, and the final value of /V to test, respectively. The default
number of iterations is set to 30 so that the Central Limit Theorem applies, meaning that, for a
given value of NV, the resulting set of running times for either of the protocols corresponding to
that value can be expected to follow a normal distribution. This allows for a rigorous comparison
of the running times with results that are very unlikely to be biased by randomness.

4.2.2 Comparison of performance

The test program was run with ‘N_start=5", ‘N _stop=100’, ‘ivl=5" and ‘itr=30’, resulting in the
generation of data for values of N equal to all multiples of 5 between 5 and 100. This is comparable
to the size of the primes used in current implementations of CSIDH, which range from n = 74 to
n = 101. The data from this test can be seen below.
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Performance Comparison: CSIDH vs CSIDH_CT

14 + —e— CSIDH

CSIDH_CT /
124 CSIDH exp fit: y = 0.095 # exp(0.039 * x) i
——- CSIDH_CT exp fit: y = 0.346 * exp(0.037 * x) /
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Average Group Action Time (seconds)

T
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Minimum Number of Primes (N)

Figure 4.1: Results of the performance test on CSIDH and CSIDH-CT for N = 5to N = 100,
averaged over 30 iterations of each.

As reflected by the plot, the exponential growth of CSIDH and CSIDH-CT are about the same.
However, CSIDH-CT, labeled ‘CSIDH_CT’ in the plot, takes about % ~ 3.6 times longer to
compute the group action than CSIDH does. This is consistent with the fact that making all private
key exponents positive and performing dummy isogenies significantly increases the time taken to
compute the group action [2].

It can also be seen in the data that there is an anomaly at N = 95, where both the CSIDH
and CSIDH-CT running times fall significantly below the exponential model of their growth. This
may indicate that the properties of the class group corresponding to N = 95 make it significantly
easier to compute, and the fact that a proportional gap is present in the results for both CSIDH and
CSIDH-CT indicates that it is not likely a result of using dummy isogenies or positive exponents.
It may be fruitful to investigate this anomaly in greater detail in future work, in order to determine
which class groups offer easier computation.

In addition to this plot, data was collected for all values of N considered to correspond to
the levels of security proposed by NIST. These values are N = 74, N = 85, and N = 101,
approximately corresponding to NIST security level 1, level 2, and level 3 respectively [1]. Each
of these values was computed with 50 iterations averaged together, resulting in the following table.

NIST Level | N (min # of primes) | CSIDH Avg Time (s) | CSIDH-CT Avg Time (s)
Level 1 74 1.88773 5.63833
Level 2 85 2.61493 7.89714
Level 3 101 10.99087 32.68741

Table 4.1: Performance Comparison of CSIDH and CSIDH_CT at NIST Levels 1, 2, and 3
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As can be seen from the table, CSIDH-CT once again takes over 3 times as long to perform the
group action. This is consistent with the data displayed in the plot resulting from the main test.

4.3 Additional Data

In order to generate the plot displayed in Figure 4.1, a large amount of data for CSIDH and
CSIDH-CT was computed. The data is included in the following tables, which represent the results
of testing performed on my implementations of the two protocols.

N | CSIDH Avg Time (s) | CSIDH-CT Avg Time (s)
5 0.01918 0.05184
10 0.04755 0.14231
15 0.07760 0.24653
20 0.12868 0.38055
25 0.18109 0.55686
30 0.24779 0.76210
35 0.31278 1.04565
40 0.43853 1.39165
45 0.51520 1.67299
50 0.65324 2.21943
55 0.82678 2.63936
60 1.08940 3.33496
65 1.28569 4.02046
70 1.57513 4.68912
75 1.81827 5.78858
80 2.28715 6.91097
85 2.61493 7.89714
90 3.04169 9.43396
95 3.16423 10.12073
100 5.04018 14.02915

Table 4.2: Combined Average Times for CSIDH and CSIDH-CT from n = 5 to n = 100, with
intervals of 5, each value representing an average over 30 iterations with a given value of n.

To further illuminate the process of producing a single average time from 30 iterations, and to
show how much variance exists for a given value of n for CSIDH and CSIDH-CT respectively,
the following tables contain data for a few single values of n. Specifically, for n = 20, n = 40,
n = 60, n = 80, and n = 100, a range which represents the bulk of the data collected. Note
that the individual times are stored in more significant figures than the average times, such that the
averages have high accuracy.



Iteration CSIDH Time (s) CSIDH-CT Time (s)

1 0.134120345115661620 | 0.441130876541137700
2 0.115742206573486330 | 0.373944878578186040
3 0.120429515838623050 | 0.424205780029296900
4 0.105661273002624510 | 0.370450615882873540
5 0.189961910247802730 | 0.375123500823974600
6 0.134049296379089360 | 0.366574287414550800
7 0.122961759567260740 | 0.361855626106262200
8 0.102064371109008790 | 0.371255755424499510
9 0.103600621223449710 | 0.359922289848327640
10 0.125799417495727540 | 0.373545765876770000
11 0.113211989402771000 | 0.364358901977539060
12 0.105194568634033200 | 0.364394664764404300
13 0.120184421539306640 | 0.364479422569274900
14 0.200868129730224600 | 0.365383744239807130
15 0.118139028549194340 | 0.366848707199096700
16 0.109076261520385740 | 0.362341523170471200
17 0.116776347160339360 | 0.364195108413696300
18 0.098758816719055180 | 0.373784780502319340
19 0.197428464889526370 | 0.374407529830932600
20 0.128149271011352540 | 0.352147817611694340
21 0.120160579681396480 | 0.362357378005981450
22 0.143779754638671880 | 0.423596620559692400
23 0.196123123168945300 | 0.362093448638916000
24 0.124801278114318850 | 0.417828559875488280
25 0.138739705085754400 | 0.373302459716796900
26 0.114483594894409180 | 0.423043608665466300
27 0.116398692131042480 | 0.364571094512939450
28 0.121268033981323240 | 0.421978354454040500
29 0.120241761207580570 | 0.369580030441284200
30 0.102315306663513180 | 0.427866458892822270

Table 4.3: Individual iteration times for n = 20
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Iteration CSIDH Time (s) CSIDH-CT Time (s)

1 0.413218498229980470 | 1.294372200965881300
2 0.444556474685668950 | 1.319734692573547400
3 0.397571206092834500 | 1.426985502243042000
4 0.420539975166320800 | 1.439398288726806600
5 0.501547098159790000 | 1.586625814437866200
6 0.401395916938781740 | 1.604522943496704000
7 0.478752970695495600 | 1.498658657073974600
8 0.436891317367553700 | 1.548980116844177200
9 0.397192001342773440 | 1.412002921104431200
10 0.394228696823120100 | 1.357637286186218300
11 0.395265579223632800 | 1.410754442214965800
12 0.371790885925292970 | 1.424215912818908700
13 0.433698177337646500 | 1.395554065704345700
14 0.471700668334960940 | 1.318419575691223100
15 0.413240075111389160 | 1.306871771812439000
16 0.533102869987487800 | 1.375724434852600000
17 0.397401452064514160 | 1.400605916976928700
18 0.547206521034240700 | 1.398145675659179700
19 0.454171419143676760 | 1.388642430305481000
20 0.511899948120117200 | 1.300016403198242200
21 0.419301986694335940 | 1.302551507949829000
22 0.425954103469848630 | 1.394007563591003400
23 0.386811017990112300 | 1.388738512992858900
24 0.374574780464172360 | 1.380706310272216800
25 0.502562880516052200 | 1.395047426223754900
26 0.381205439567565900 | 1.296916246414184600
27 0.478703975677490230 | 1.297587156295776400
28 0.459436178207397460 | 1.303907155990600600
29 0.505125403404235800 | 1.390746235847473100
30 0.406909346580505370 | 1.391284942626953100

Table 4.4: Individual iteration times for n = 40
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Iteration

CSIDH Time (s)

CSIDH-CT Time (s)

[

O 0 1 O N B~ W

1.102036237716674800
1.012094378471374500
0.975169062614440900
1.226460456848144500
1.218529343605041500
0.993739962577819800
1.111643671989441000
1.080459594726562500
1.196164846420288000
1.043657779693603500
0.979645252227783200
1.074415087699890100
1.204210162162780800
1.226502537727356000
0.937474489212036100
1.035789370536804200
1.237427711486816400
1.199827790260315000
0.970144510269165000
1.001343369483947800
1.088916063308715800
1.009963870048523000
1.039611458778381300
1.045464158058166500
1.280127406120300300
1.166763544082641600
0.943779587745666500
1.076067209243774400
1.063079953193664600
1.141636967658996600

3.326190471649170000
3.347107887268066400
3.350012898445129400
3.329605340957641600
3.328133344650268600
3.329089999198913600
3.343518376350403000
3.325138568878174000
3.312317967414856000
3.334645509719848600
3.339659094810486000
3.339296936988830600
3.345960855484009000
3.331100702285766600
3.337764143943786600
3.330418109893799000
3.345390319824218800
3.330029129981994600
3.326116681098938000
3.317159056663513000
3.331795096397400000
3.339965820312500000
3.339375495910644500
3.338224530220031700
3.319593310356140000
3.351613879203796400
3.338709950447082500
3.334973692893982000
3.348597526550293000
3.337410569190979000

Table 4.5: Individual iteration times for n = 60
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Iteration CSIDH Time (s) CSIDH-CT Time (s)

1 2.387087583541870000 | 7.046096682548523000
2 2.076478123664856000 | 7.026163339614868000
3 2.026831030845642000 | 6.732890129089355500
4 2.432551264762878400 | 7.033457756042480500
5 2.436481833457946800 | 7.013224244117737000
6 2.320936799049377400 | 7.049929022789001500
7 2.202043890953064000 | 6.707639098167419000
8 2.485967397689819300 | 6.737827181816101000
9 2.495973348617553700 | 6.701441287994385000
10 2.396632671356201000 | 7.045970320701599000
11 1.937731266021728500 | 7.027782201766968000
12 2.195520520210266000 | 7.049672007560730000
13 2.477446079254150400 | 6.715247869491577000
14 2.392145752906799300 | 6.728513598442078000
15 2.241334915161133000 | 7.052767157554626500
16 1.980015158653259300 | 7.032373309135437000
17 2.392193436622619600 | 7.027636051177978500
18 2.567704319953918500 | 6.815943837165832500
19 2.178929209709167500 | 6.711654067039490000
20 2.057440280914306600 | 7.024302721023560000
21 2.457152128219604500 | 7.028144955635071000
22 2.366315960884094200 | 6.730992317199707000
23 2.293629288673401000 | 6.708661317825317000
24 2.134127616882324000 | 7.023148894309998000
25 2.074648857116699000 | 7.034745931625366000
26 2.468082547187805000 | 7.030208468437195000
27 2.452095866203308000 | 6.695259571075439500
28 2.091017842292785600 | 6.709697365760803000
29 2.163532972335815400 | 7.056498765945435000
30 2.432315707206726000 | 7.031317710876465000

Table 4.6: Individual iteration times for n = &0
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Iteration CSIDH Time (s) CSIDH-CT Time (s)

1 5.078094124794006000 | 13.450518012046814000
2 5.043377399444580000 | 13.484892249107360000
3 5.284787535667419000 | 13.515259385108948000
4 4.975950360298157000 | 13.468243241310120000
5 5.109407663345337000 | 13.442924022674560000
6 4.991971254348755000 | 13.416416168212890000
7 5.187807798385620000 | 13.491970658302307000
8 5.045115590095520000 | 13.485083580017090000
9 4.990854859352112000 | 13.475697040557861000
10 4.947780489921570000 | 13.425153017044067000
11 5.144143223762512000 | 13.562234163284302000
12 4.954221129417419000 | 13.493811249732971000
13 5.032445788383484000 | 13.429169654846191000
14 5.286386966705322000 | 13.460463285446167000
15 4.023810982704163000 | 13.502463698387146000
16 5.232809782028198000 | 13.423568606376648000
17 4.695528864860535000 | 13.445865273475647000
18 4.835403323173523000 | 13.465720057487488000
19 5.024602651596069000 | 13.449262022972107000
20 5.182280182838440000 | 12.748421669006348000
21 5.363870024681091000 | 14.226853251457214000
22 5.068773269653320000 | 15.333666086196900000
23 5.074607014656067000 | 14.604440689086914000
24 5.064419269561768000 | 15.313353300094604000
25 5.256307125091553000 | 15.889300107955933000
26 5.517276048660278000 | 16.106909394264220000
27 4.938627123832703000 | 14.741169452667236000
28 4.991465210914612000 | 14.732825040817260000
29 4.950374007225037000 | 15.685684561729431000
30 4.912905335426331000 | 15.603052616119385000

Table 4.7: Individual iteration times for n = 100
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The following graphs are histogram plots of the data for each of these four values of n, includ-
ing the mean standard deviation corresponding to each, along with a bell curve approximation of
the resulting normal distribution. The goal, like with the previous tables, is to offer insight into the
distribution of times for both CSIDH and CSIDH-CT, and to compare them.

In these graphs, the vertical axis, “density,” represents the normalized proportion of the data
that falls within a given range or is expected to be at a certain value. This is necessary so that
the area under the histogram and the bell curve are equal to 1, such that the data can directly be
compared to a continuous probability distribution.
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Figure 4.2: Comparison of distributions for n = 20.
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Figure 4.3: Comparison of distributions for n = 40.
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Figure 4.4: Comparison of distributions for n = 60.

CSIDH-CT times (n = 80)
Mean = 6.910974, Std = 0.156235
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Figure 4.5: Comparison of distributions for n = 80.
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Figure 4.6: Comparison of distributions for n = 100.
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