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Abstract

Cyber-attacks have been on the rise and more and more organizations today are realizing
that security is vital for success. Enterprise security architecture can be used to align security
architecture with organizational goals to build effective and efficient security architectures.
Although past research has established the need for enterprise security architecture, there has yet
to be an established career path for the enterprise security architect. This thesis examines the
concepts and importance of enterprise architecture and enterprise security architecture, and
discusses the multiple roles of the enterprise security architect. This thesis also includes a
proposal of a career path for the enterprise security architect with the hope that it will serve as a
basis for future development of the career path of the enterprise security architect and increase

interest in the career and field.
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Chapter 1: Introduction

Apple, Sony, CitiBank, Google, Facebook, and NBC: all impressive companies but what
do these organizations have in common? They are all victims of recent cyber-attacks ("Recent
Cyber Attacks," n.d.).

Cyber-attacks have been on the rise and although more and more organizations today are
realizing that security is vital for success, focusing only on the technology of security will not
create effective and efficient security architecture for the organization (Sherwood, Clark, &
Lynas, 2005; Shen, Lin, & Rohm, 2009, p. 9). Security technology usually does not consider the
organization’s business operating models (Shen, Lin, & Rohm, 2009, p. 9). Enterprise
architecture (EA) aligns a business’s strategic vision with its information technology (Daniel,
2007). Employing an enterprise security architect (ESA), who understands both the concepts of
EA as well as the security architecture (SA), can provide secure solutions and services that can
help improve, or even build, the security of the enterprise. However, some organizations do not
consider the enterprise security architect position as part of the main architectural team; some do
not even have enterprise security architects. In the (ISC)? (International Information Systems
Security Certification Consortium) staffing survey, it took 36% of organizations three to six
months to fill an open security position (Holland, Balaouras, & McKee, 2012). One of the reasons
for this is that there is a lack of knowledge available about the career of enterprise security
architects and enterprise security architecture, overall.

This thesis aims to describe the job of the enterprise security architect and establish a
clear path for the enterprise security architect in hopes that there will be more knowledge about

and interest in the position, ultimately helping to decrease the growing number of cyber-attacks.



Chapter 2: What is Enterprise Architecture?

Although the history of enterprise architecture can be traced back to almost thirty years
ago, the concept of EA is still is an emerging trend that is the key to enable the enterprise and add
value to the organization. The initial idea of EA was to fix two problems: organizations spending
too much money to build complex IT systems and poor alignment of expensive, complex IT
systems with business need. There was a growing distrust between business and technology
departments. Both claimed not to understand each other and as a result, the organizations reacted
to changes in the business environment too slowly and inadequately (Cameron, 2011). Despite
having two initial purposes for EA, there is still no single, accepted definition. For the purpose of
clarifying the concept of enterprise architecture, several prominent definitions follow below. The
first group of definitions refers to EA being explained as a business process and the second group

of definitions refers to EA being explained as a noun.

According to Gartner:
“Enterprise architecture is the process of translating business vision and strategy into
effective enterprise change by creating, communicating and improving the key
requirements, principles and models that describe the enterprise's future state and enable
its evolution. The scope of the enterprise architecture includes the people, processes,
information and technology of the enterprise, and their relationships to one another and to
the external environment. Enterprise architects compose holistic solutions that address
the business challenges of the enterprise and support the governance needed to implement
them,” (Lapkin et al., 2008). In this definition, Gartner explains EA as a strategy and

mainly focuses on where an organization is going and how it is going to get there.



The Federation of Enterprise Architecture Professional Organizations (FEAPQO) defines EA as:
“a well-defined process for conducting the enterprise-wide analysis, design, planning,
and implementation needed for successful execution of strategy. Enterprise Architecture
applies architecture principles to analyze the components, the structure and connectivity
of different parts and layers of the enterprise and identify their relationships to each other
and to the strategy of the organization," (Federation of Enterprise Architecture
Professional Organizations, n.d., p. 2). Again, EA is described as a process in FEAPO’s

definition and focuses on strategy planning and implementation.

Carla Pereira and Pedro Sousa define EA as:
“Enterprise Architecture is a framework or ‘blueprint’ for how the organization achieves
the current and future business objectives,” (Pereira & Sousa, 2004).

Likewise, The Institute or Enterprise Architecture Developments defines EA as:
“...a complete expression of the enterprise; a master plan which ‘acts as a collaboration
force’ between aspects of business planning such as goals, visions, strategies and
governance principles; aspects of business operations such as business terms,
organization structures, processes and data; aspects of automation such as information
systems and databases; and the enabling technological infrastructure of the business such
as computers, operating systems and networks” (“Enterprise Architecture Good Practice,"
2009).

In both of these definitions, EA is explained as a noun, instead of a process. EA is a plan on how

to incorporate all aspects of the enterprise from a current state to a future state. It also describes a

collection of artifacts, documents, and other outputs of the EA process.

Despite the existence of multiple definitions of EA, EA can take an enterprise from its

current state to a more beneficial future state. The benefits of enterprise architecture can be



summed up using three words: better, faster, and cheaper (Ambler, n.d.). EA can provide the
organization with a holistic view so that members can understand all the components within the
enterprise including how components interact with each other and how a component is impacted
by changes in the environment. By having a holistic view, EA can bring together information
from all different domains and standardize processes and systems across the organization. It
translates and combines information from different domains into a common language that
everyone in the organization can understand. As a result, EA can align business and IT as well as
bring business and technology into closer partnerships. Morale and focus on the organization’s
overall goals will increase as organization members understand more about the enterprise as a

whole, instead of just their own domains.

Several enterprise architecture frameworks exist. Wikipedia defines an EA framework as
“an architecture framework which defines how to organize the structure and views associated
with an enterprise architecture,” ("Enterprise Architecture Framework," n.d.). The five major
frameworks that are often used are The Zachman Framework, The Open Group Architecture
Framework (TOGAF), The Department of Defense (DoD) Architecture Framework (DoDAF),
The Federal Enterprise Architecture (FEA), and The Gartner Practice. All five of these
approaches try to make it easy to understand all the different parts of the organization and how

those different parts are related or aligned with the overall strategy of the organization.



Chapter 3: What is Enterprise Security Architecture?

According to Len Fehskens, EA is broken down into four different stacks:
infrastructure/technology, applications, information, and business. As seen in Figure 3.1, security

is “an attribute that has to be implemented across the enterprise as a whole in a consistent way,”

(Fehskens, 2010).

Enterprise Architecture

Business

Figure 3.1 Enterprise Architecture with Security Attribute

Below are several definitions of Enterprise Security Architecture (ESA).

Tahajod et al defines ESA as:
“a cohesive security design, which addresses the requirements (e.g. authentication,
authorization, etc.) —and in particular the risks of a particular environment/scenario, and
specifies what security controls are to be applied where.” They also mention that
“developing an security architecture allows organizations to identify the business, IT and
compliance elements that must be secured to achieve key objectives and goals, and

provides key stakeholders with the ability to plan and prioritize strategic IT security



investments pertinent to technology implementations, process enhancements and user
awareness initiatives” (Tahajod et al, 2009).

SANS Institute describes the objective of ESA:
“to provide the conceptual design of the network security infrastructure, related security
mechanisms, and related security policies and procedures. The enterprise security
architecture links the components of the security infrastructure as one cohesive unit,”
(Arconati, 2002).

Tom Scholtz, vice president of Gartner, describes ESA as:
“the policies, processes, components and systems that encompass an enterprise security
program. Security architectures ideally provide more insight into how data and devices
are secured and more choices in how they can be used,” (Parizo, 2007).

Fujitsu defines ESA as:
“documentation of a systematized view of a corporation’s security approach, clearly
delineating the basic technical approach to information security,” (Fujitsu Enterprise
Security Architecture, 2007).

Despite having multiple different definitions of enterprise security architecture, ESA looks

closely into how security will affect the enterprise and is a valuable asset to many organizations

today.

There are many articles that introduce how an organization would integrate security into
different enterprise architecture frameworks. Some ESA frameworks are mere collaborations of
multiple frameworks. One prominent framework that is often used in conjunction with other
frameworks such as TOGAF, is the SABSA (Sherwood Applied Business Security Architecture)
framework. SABSA specifically regards enterprise security architecture. The official SABSA

definition is “SABSA is a model and a methodology for developing risk-driven enterprise
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information security architectures and for delivering security infrastructure solutions that support

critical business initiatives,” ("SABSA Overview," n.d.).

As seen in Table 3.1, the SABSA model is broken down into six layers of security

architecture: contextual, conceptual, logical, physical, component, and operational. Each layer

represents a different view of a player in the business system.

The Business View

Contextual Security Architecture

The Architect’'s View

Conceptual Security Architecture

The Designer’s View

Logical Security Architecture

The Builder’'s View

Physical Security Architecture

The Tradesman’s View

Component Security Architecture

The Facilities Manager’s View

Operational Security Architecture

Table 3.1 The SABSA Model for Security Architecture Development

Another view of the model, seen in Figure 3.2, shows the operational security architecture layer

placed vertically across the other five layers because operational security issues arise in each and

every one of the other five layers ("SABSA Model," n.d.).




Contextual Security Architecture

Conceptual Security Architecture

Logical Security Architecture

Physical Security Architecture

Component Security Architecture

alnpayaly Aunaas |euonelado

Figure 3.2 The SABSA Model for Security Architecture Development

The SABSA framework also has a detailed analysis of each of the six layers, called the
SABSA Matrix. The matrix represents a model and if one can address and cover all the questions
raised in each and every one of the cell, one can be confident that their security architecture is
complete. In this matrix, seen in Figure 3.3, six questions, similar to the Zachman Framework, are
asked at every layer ("SABSA Matrix," n.d.):

(1) “What are you trying to do at this layer? — The assets to be protected by your security

architecture.

(2) Why are you doing it? — The motivation for wanting to apply security, expressed in

the terms of this layer.

(3) How are you trying to do it? — The functions needed to achieve security at this layer.

(4) Who is involved? — The people and organisational aspects of security at this layer.

(5) Where are you doing it? — The locations where you apply your security, relevant to

this layer.

(6) When are you doing it? — The time-related aspects of security relevant to this layer.”
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C ombirmaity Managemarnt and Suppo and Suppox and Flatformms L ehedule

Figure 3.3 The SABSA Matrix for Security Architecture Development

The SABSA framework also includes many other elements such as the SSM, Process, Lifecycle,

and Business Attributes, which is not discussed in this thesis.
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Chapter 4: Why Is There A Need For Security Architecture?

The majority of organizations today said they don’t have enough security staff to handle
their current demands (Wilson 2013). A majority of organizations today also said the shortage of
skilled staff is contributing to the incidence of breaches in their organizations (Wilson 2013).
Similarly, a survey conducted by B2B International on behalf of Kaspersky Lab showed that 58%
of the IT professionals surveyed highlighted a lack of resources in both security staffing and
budget (Global IT Security Risks, 2012). Seen in Figure 4.1, the top three obstacles to advancing
the security departments are shown to be lack of budget, IT security understanding with budget

holders, and sufficient knowledge from the IT personnel to deal with these threats.

Obstacles to tighter security

Tight budget constraints within the organization generally ad%

Lack of understanding of IT security among budget hoiders

Lack of sufficiently knowledgeable IT personnel to deal with
threats

Senior managers do not think IT security is a significant threat to
the business

Lack of available knowledge to inform and train staff about
security threats

We spend more time on day-to-day T issues than on planning
security

Internal capabilities and knowledge are not shared sufficiently

o Significantly lower
YOY

IT security vendors/providers do not give sufficient support to us [ Sionifcantyhigher
YOY

Current IT security products and services are too complex for us 15%
to understand 16 m2012

We simply cannot keep up with all the security threats that now 14% u2011
exist 149

Mo ]
KASPER§KY?S

Figure 4.1 Kaspersky Lab Global IT Security Risks: 2012 “Obstacles to tighter security”


http://www.kaspersky.com/downloads/pdf/kaspersky_global_it-security-risks-survey_report_eng_final.pdf
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Most security specialists in the organization have a very narrow range of experience and
knowledge. Often they are limited to just network protection. Enterprise security architectures
know how to extend security knowledge into each layer of enterprise architecture (Szakal, 2012).
While industry experts say that in the past two years, there is an estimated growth of
more than 600,000 people in the global security work force. Industry will still need to add nearly
2 million more jobs during the next three years in order to keep up with demand (Wilson, 2012a).
Hord Tipton, executive director of (ISC)?, said that there are many companies still struggling with
hiring security professionals. "It often falls to human resources people, but they don't always
know what questions to ask," he observed. "They need to understand what tools that the candidate
has used, what specialized areas they have experience in, and what certifications they have.
Hiring security people is not always an easy process," (Wilson, 2012a). Also, there is currently no
established career path for the enterprise security architect. Having a career path established for
both the individuals who look to join this career and the individuals who look to recruit enterprise
security architects can give both groups a better idea of what the job entails and how to be

effective at the job.


http://www.darkreading.com/identity-and-access-management/167901114/security/security-management/240007115/security-skills-shortage-creates-opportunities-for-enterprises-professionals.html
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Chapter 5: What is the Role of the Enterprise Security Architect?

According to Forrester Research, a security architect (SA) is “technical role responsible
for ensuring that the design of business solutions meets security and compliance mandates. The
SA partners with stakeholders across the organization to securely achieve the functional
requirements of business initiatives. The SA is the technical authority on information security
architecture within the organization,” (Holland, Balaouras, & McKee, 2012). Generally, the
security architect develops, maintains, and improves the security processes across the enterprise.
As it may be obvious, the security architect wears a lot of hats. After researching and analyzing
many documents, articles, publications, as well as resources from a number of organizations who
provided information pertaining to their EA career paths, this thesis will define below the

different roles the SA can play in an organization.

As mentioned previously, there exists the problem with the gap between IT and business.
The security architect, in this role, supports the business by creating visions and strategies that
will align the enterprise’s security architecture with the overall business strategies. The security
architect would first partner with various stakeholders across the organization. This may include
suppliers, security users, department managers, clients, and other key stakeholders. The security
architect and stakeholders would then develop both short and long-term strategic goals for the
security architecture visions, standards, and principles that would help guide the enterprise in
making the best business decisions possible with regards to security. This also includes the team
evaluating current security strategies already in place and making sure that they align with both

technology and business needs.
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The security architect reviews security policies, procedures, standards, guidelines, and
best practices. Once the policies are defined, the security architects assist management in

enforcement of those policies throughout the enterprise.

Once the team has finished with the holistic view of the enterprise in regards to security
with its visions/strategies and policies, they can start designing security solutions that addresses
business needs. This can be for information assurance, cyber security, applications, service
centers, data centers, and many other aspects of the business. They may develop protection
services (authentication and authorization of systems), detection services (monitoring and

auditing), and response services (incident response and forensics) ("'Security Architect,” 2012).

The security architect, in this role, makes sure that the design of the security architectures
meets security and compliance mandates as well as relevant laws, regulations, policies, standards,
or procedures such as information security, health and safety, privacy acts, maintenance, etc.
(DoD EA Career Path Working Group, 2012). The SA also is included in any audit and
compliance efforts. Lastly, the SA creates appropriate security and compliance metrics to
evaluate the security architecture and present its current standings and risks to senior management

from an information security and regulatory compliance standpoint.

The security architect, in this role, consistently and aggressively seeks and identifies
security risks in the enterprise. Once risks are identified, the SA informs management of those
risks and the implications it brings onto the business. They also provide management with

countermeasures so that the business can take as many risks to reach their overall goals (Tahajod,
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Iranmehr, & Darajeh, 2009). Management would ultimately decide what to do with the risks and

leaves the responsibility of mitigating or responding to the risk with the SA.

In this role, the security architect is the lead of security within the organization.
Essentially, the SA is the “go to” person for any security need. They analyze the current
technology environment, security industry, and market trends to identify any critical problems
that may impact the enterprise as well as develop solutions to mitigate those problems. The SA
also leads improvements of techniques, methodologies, and deliverables in regards to the security
of the enterprise. They are the subject matter experts to business, operations, and technology
teams on security related topics. They will take the lead in any enterprise security environment

and inform others about current security standings, trends, and needs.
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Chapter 6: Who Does the Enterprise Security Architect Work With?

While the security architect is a very crucial position, they do not work alone. Often, they
are found within the EA team, as it is not found as a formal practice area in most organizations
(Cameron). “The actual number of security architects within the EA team varies largely between
organizations. Gartner research indicates that many organizations start with one full-time
equivalent (FTE) responsible for information security within the EA team. This humber
occasionally grows depending on the nature of the security planning activities in the organization
(and the maturity of the security architecture and EA practices in general). It is obviously also
dependent on the size and scale of a given organization,” (Scholtz & Byrnes, 2010). According to
a survey conducted by Forrester in 2011, 43% of EA groups have security architects whereas in

2010, it was 39% (see Figure 6.1).

43% of EA Groups Have Security Architects

“What roles are in the central EA group?”

Application architect [?g?r}ih
Infrastructure architect E'éjﬁ% 2010
Information architect ﬁé;‘&} 20r
Chief architect 5‘&2"] %
Solution architect 553%0%
Business architect 42%51 g%
Integration architect 4':'3‘%%
Security architect 39:"5"'%

Base: 404 IT professionals familiar with EA practices
L4323 T professionals familiar with EA practices

Figure 6.1 What roles are in the central EA group? (Forrester Research Inc., 2011a)
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For those EA groups that do contain security architecture, it's the second most complete
part of the overall EA program. Sixty one percent of those EA groups that do contain security
architecture have implemented at least a moderate amount of security architecture in the EA
program, making security architecture to the be the second most complete part of the EA program
(see Figure 6.2).

Security Architecture is the second most complete part of the EA program
"What is the current state of the following parts of the EA program?”

Havenot [ Implemented [l Implemented avery [l Implemented a B Implemented only a
addressed nearly all large amaount moderate amount small amount

Infrastructure architect

Security architect

Application architect

Integration architect

Application portfolio
management

r 3%

Business architect

Base: 543 IT professionals familiar with EA practices
{percentages may not total 100 because of rounding)

Figure 6.2 What is the current state of the following parts of the EA program? (Forrester

Research Inc., 2011b)

According to Forrester, when the security architect is within the EA team, it reports
primarily to the chief information security officer (CISO) but also works under the manager of
EA. When the security architect is within the security organization, the CISO oversees the
director of SA who oversees the infrastructure and application security architects. In other
organizations, the security architects could also report to the rest of the EA team as well as the
security and risk leadership team. Security architects mostly work closely and build strong

relationships with CISO, EA team members responsible for overall organizational architecture,
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key stakeholders from the organization as well as technical architects, solutions architects, and
security specialists. The SA can also collaborate with various information security subject matter
experts during architecture activities or security specialists to develop models, principles, and
templates. While some organizations have teams of security architects responsible for specific

disciplines, some organizations have one security architect responsible for all disciplines.
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Chapter 7: Why Is There A Need For Security Architecture?

The 2012 Global State of Information Security Survey conducted by
PricewaterhouseCooopers (PwC), CIO Magazine, and CSO Magazine found that more than 9,600
global executives, 41 percent of US respondents had experienced one or more security incidents
during the year of 2012. Antivirus firm Symantec had estimated that the direct financial loss and
cost of remediating attacks in 2011 was at $338 billion (Ackerman, 2013). Kaspersky Lab found
that half of the companies they surveyed around the world lacked awareness of cyber security
threats ("Companies Worldwide Lack Awareness,” 2012). An Ernst & Young’s global security
survey reported that 31% of organizations have experienced a higher number of security incidents
in the past two years than they have in the years prior (Wilson, 2012b).

It’s clear that security should be extremely important to the success of an organization.
However, network and application security itself is not enough; an organization needs enterprise
security architecture. Michael Fey, the chief technology officer at McAfee said, "Security is now
a boardroom level discussion... The stakes are high, and businesses require a new model that
gives them a comprehensive picture of their entire IT infrastructure. The industry has been built
on a historical thought process that will not support the demands of the future. We must move to
having a real-time understanding and response capability if we are to meet the needs of the
future,” ("McAfee Outlines Strategy for Future,” 2013). Additionally, “organizations are
implementing incremental improvements to their information security capabilities to provide
short-term solutions -- without tackling the issues associated with the overall information security
threat... The need to develop a robust security architecture framework has never been greater,"
(Wilson, 2012c). Even though there is the need, 63% of organizations say that they do not have

security architecture frameworks in place. Only 16 percent of respondents report that their
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information security function fully meets the needs of the organization (Wilson, 2012b). The
value that architecture provides is irreplaceable. It establishes a comprehensive view of the
current state and a future view of the organization wants their security practice to look like. Kevin
Riggins, an Enterprise Security Architect from a Fortune 500 Financial Services Organization
said, “It’s really hard to figure out how to get somewhere if you don’t know where you are in the
first place.” Rarely are the current state and the target state the same and a lot of change is
required to get to the target state. The architecture defines the path to get there (Riggins, 2013).
Also, enabling an enterprise security architecture has many benefits including improving cost
effectiveness, communication, and risk management (Thorn, Christen, Gruber, Portman, & Ruf,

2008).
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Chapter 8: What is the Career Path for the Enterprise Security
Architect?

This section of the thesis describes the technical skills, interpersonal skills, business
management skills, educational competencies, and expert experience the enterprise security

architect should have.

The technical skills required for an SA will vary from organization to organization and
from team to team based on its own size and maturity. Some organizations will have generalist
SAs who will need to know a broad range of security while other organizations will have
specialist SAs who will need to know a specific domain of security such as application or
infrastructure. Yet, some general technical skills that the security architect should know are:
integrated risk management, information systems/security, and enterprise architecture. Integrated
risk management is defined as the “ability to integrate information security risk assessments with
other IT, operational and (increasingly) enterprise risk management activities” (Scholtz, 2011).
They must know when and how to assess risk situations, decide what specific assessment tools,
methods, and approaches to use, and apply it. Information security risk management must be
integrated with existing IT risk management practices. The SA must also have expert knowledge
of security principals and technologies. According to the DoD Architects’ Competency
Framework, having information systems/network security knowledge (knowledge of methods,
tools, and procedures, including development of information security plans, to prevent
information systems vulnerabilities, and provide or restore security of information systems and
network services) met the overall importance criterion (DoD EA Career Path Working Group,

2012). 1t deemed needed for the job and required at entry because it will not be acquired through
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formal training, such as classroom, on the job, or field training. This competency also will need
development. Information Technology Requirements Analysis, which is the knowledge of the
principles and methods to identify, analyze, specify, design, and manage functional and
nonfunctional (for example, security, availability, maintainability) requirements and includes
translating functional requirements into technical requirements used for logical design or
presenting alternative technologies or approaches, had also met the overall importance criterion
and deemed the need for development. Software Applications Security, the knowledge of
methods, tools, and procedures used to design and build security measures into software
applications to prevent vulnerabilities, maintain or restore security of information systems, and
defend against unauthorized access to software applications and data, also met the overall
importance criterion and deemed the need for development. The SA should also have expert
knowledge of cyber security principles, current technologies, and trends in the industry, such as
cloud hosting, big data, mobile, web services, and platform technologies, and have experience in
developing technical solutions that lead the industry. The SA must also have the ability to think
like an attacker. They must be able to shift between offensive and defensive viewpoints in order
to identify threats and vulnerabilities in a system and seek ways to exploit them (Holland,
Balaouras, & McKee, 2012). Additionally, the SA must be able to take complex technical
information and security terminology and translate it into simple business terms to be understood
across all levels of the organization. Lastly, the SA should have a sense of what enterprise
architecture is about and have the ability to think about architecting for the extended enterprise.
The SA has to architect a security architecture network that is integrated into the enterprise

architecture.
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As mentioned previously, the security architect will constantly be working in teams.
The SA should be able to create and maintain strong relationships with the stakeholders,
teammates, and vendors at all organizational levels (Holland, Balaouras, & McKee, 2012). They
must be able to effectively work in a team to deliver high performance and customer satisfaction.
Because the security architect frequently has to work with other people as well as communicate
information to other team members, it is important for the SA to have good soft skills. Effective
and strong verbal, presentation, and written communication are extremely important. In the past,
many information security and technology professionals were often seen as to only communicate
with other IT professionals in a very complex technical language. However, in today’s business
world, the SA must be able to communicate effectively with senior management, team members,
and people in other disciplines outside of IT or security, integrating the technology world with the
business world, and making the complex very simple for everyone to understand. One security
architect said, “SAs must be able to present security risks in a way that people can understand.
They must be able to identify with the stakeholder whom they are speaking with and assess their
knowledge level. Don’t assume; assess and begin the discussion at the right level.” (Holland,

Balaouras, & McKee, 2012).

Another interpersonal skill the SA should possess is strong influence and persuasion.
According to a survey on global IT security risks conducted by B2B International on behalf of
Kaspersky Lab, there is a lack of a clear understanding among senior managers as to why IT
departments exist ("Companies Worldwide Lack Awareness," 2012). The SA has to prove the
importance of security as well as the risks and proposed solutions to organization executives.
They need to negotiate, persuade, and influence to sell their ideas and benefits to others in the

enterprise that need to be educated about security issues.
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As said before, the SA defines and develops the security architecture in an enterprise in
regards to the current trends/issues in the industry/market as well as uprising risks and threats,
which are problems to the enterprise. The SA must have strong problem-solving skills. They must
be able to identify, analyze, and resolve problems; additionally, they should lead the solutions to

successful completion (Holland, Balaouras, & McKee, 2012).

Other miscellaneous skills the SA should possess are high energy and clear passions for
the job. It is more likely for a SA to perform better if they are happy and excited at what they are
doing. The SA’s personal values should align with the corporate values. The SA must be willing

to travel internationally and have experience dealing with different nationalities and cultures.

To ensure that the security architecture aligns with the overall business strategy, the SA
should have a broad overview of business fundamentals and think in business terms at all times
(Holland, Balaouras, & McKee, 2012). They should understand at least the basics of business as
to be able to translate technical terms into business terms. After all, the enterprise security

architecture surrounds the overall business strategy.

At an entry level security architect position, usually a degree level qualification in
information technology or related field is required. After an analysis of multiple security architect
job postings on several job posting websites, it was found that a bachelor’s degree in computer
science, MIS, or related fields are preferred although employers do look at equivalent
experiences. However, having a master’s degree is ideal. As one chief information security
officer (CISO) observed, “It would be much more valuable if my security staff enrolled in MBA

courses, rather than in post-graduate information security qualifications,” (Scholtz, 2011).
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Enrolling in a Masters of Business Administration (M.B.A.) program or other business

management courses are also encouraged.

In addition to further education, security architects are also encouraged to go to training
courses and seminars outside information security to expand their knowledge set. SAs should aim
to learn more about risk management, scenario planning, enterprise architecture, EA methodology
used by the organization the SA is employed at, basic marketing theory, and financial planning
skills (i.e. cost-benefit analysis, net present value calculation). SAs should also take courses that
would improve their communication and presentation skills, since they play such an integral role

in the success of the SA position.

SAs can also further their training and knowledge by attaining certifications. After
analyzing many security architect job postings, suggested certifications are Cisco Certified
Security Professional (CCSP), Checkpoint Certified Security Administrator (CCSA), Expert
(CCSE), SANS Global Information Assurance Certification (GIAC), or other major vendor

sponsored security certifications.

It is also good to keep in mind that “a laundry list of certifications is nice, but practical
skills are required to be successful in the role,” (Holland, Balaouras, & McKee, 2012). Many
employers look for years of experience when considering candidates for the security architect
position. The SA should have hands-on experience designing and implementing security solutions
and implementing enterprise Security management processes, procedures, and decision supports.
Positions like Cisco System’s Cloud Services Security Architect and Rent-A-Center’s Senior
Security Architect require a minimum of 7 years of experience with information security or
security related fields, whereas KForce’s IT Security Architect position requires 8-10 years of

experience. However, CSZNet, Inc’s security architect position require at least 15 years of expert
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knowledge in the information security field. CSZNet, Inc’s security architect role requires at least
15 years of setting IT security standards and providing security policy guidance/publication in
large enterprises. Intuit’s security architect position requires at least 5 years of experience with

security architecting or engineering.
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Chapter 9: Closing Thoughts on the Future of Enterprise Security
Architecture and the Career of Enterprise Security Architect

Cyber threats and attacks will never stop. It is no longer the matter of if an organization
will get hacked or attacked, but rather the matter of when. According to the Kaspersky survey of
Global IT Security Risks 2012, only 59% (less than two-thirds) of respondents feel that they are
more or less prepared for cyber threats (Global IT Security Risks, 2012). As the number and
intensity of these attacks occurring, organizations will realize that enterprise security architecture
needs to be implemented or improved, if already implemented. There should be increased
spending on security and that doesn’t only mean for a security system to be put in place to defend
against the attacks. Security budget should include hiring competent security architects to
establish an effective architecture. Once senior management increases the budget on security
architecture development, more enterprise security architects will be hired. According to the 2013
(1SC)? Global Information Security Workforce Study, the average age of the security professional
today is over 40 years old and only 12% of them are female (Wilson 2013). Hord Tiptop said,
“We need efforts in the industry and in the schools to get more young people involved, and more
women.” Using the career path that this thesis proposes, recruiting teams can look for individuals
that exemplify the ultimate enterprise security architect. There will be an increase of women in
the security field. With the increasing popularity of this field, educational institutions will need to
change their curriculums to incorporate concepts of enterprise architecture as well as enterprise
security architecture. Possibly an enterprise architecture major can be established with
concentrations of enterprise security architecture. Students can be more prepared to go into these
enterprise security architect roles and the years of experience required for job consideration will

decrease in job postings. Additionally, with an increase interest in enterprise security


https://www.isc2cares.org/uploadedFiles/wwwisc2caresorg/Content/2013-ISC2-Global-Information-Security-Workforce-Study.pdf
https://www.isc2cares.org/uploadedFiles/wwwisc2caresorg/Content/2013-ISC2-Global-Information-Security-Workforce-Study.pdf
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architecture, perhaps more models and frameworks will be developed so that organizations

can improve their architectures and feel more prepared for cyber attacks.
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