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ABSTRACT

Cyber-warfare is a growing issue that needs to be addressed at the highest levels of
government. It is an area that is always changing and evolving, and understanding the opinions
of the general public is extremely important as the use of cyber-warfare increases and policies are
implemented. This study is the start of a conversation about how and when the public believes
that cyber-warfare use is acceptable. The first two chapters contain a short background of cyber-
warfare and a review of the limited literature available in this area. It then examines how
knowledgeable individuals are about the cyber-warfare environment. Finally, the study examines
how the factors of gender, age, military service history, and technical skill level affect the

opinions and perceptions of participants.
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Chapter 1

Purpose

Cyber-warfare is an issue that continues to grow and affect almost every government,
public, and private entity. Cyber-warfare can be broadly defined as:

...Warfare waged in cyberspace. It can include defending
information and computer networks, deterring information
attacks, as well as denying an adversary’s ability to do the same.
It can include offensive information operations mounted against
an adversary, or even dominating information on the battlefield.
(Hildreth, 2001)

Even with a rise in prevalence of this issue, little research has been done to see how the
general public understands and feels about cyber-warfare and its many potential uses. It is
important to understand these points as they influence everything from personal action to public
policy. Learning what factors mold the knowledge and opinions of people can help correct
common misconceptions. This study will attempt to provide insight into some of the above
issues as well as start a conversation about cyber-warfare education, opinion, and policy making.

As an undergraduate student studying information technology and cyber security, | have
developed an interest in cyber-warfare issues. Since starting school, cyber-warfare events have
come to the front page. In 2007, Estonian websites were attacked, bringing down portions of the
government and banking industry. In 2009, communications were crippled in the nation of
Georgia by a coordinated cyber attack. This attack coincided with a conventional invasion by
Russian ground forces. Most recently, StuxNet has changed the playing field again. The first

known instance of a cyber-weapon with a specific target, StuxNet marked an interesting evolution

in the cyber-warfare environment. Cyber-warfare is ever evolving and it is important, now more



than ever, to understand how the public learns and forms opinions about key cyber-warfare

issues.



Chapter 2

Cyber-Warfare Background

Cyber-warfare is a broad field that encompasses many different areas and attack
strategies. Related areas include cyber terrorism, hacking, malware and spyware, and industrial
espionage. Many of these areas overlap. This will be discussed in more detail in this chapter.

There are many different strategies that a government or other entity can use to conduct a
cyber-warfare attack. One of the most common attack types is a denial of service, or DoS, attack.
The Computer Emergency Response Team at Carnegie Mellon University defines a DoS attack as
“an explicit attempt by attackers to prevent legitimate users of a service from using that service”
(CERT, 2001). DosS attacks can be conducted by flooding networks with traffic, disrupting
individual connections between two machines, or disrupting access to an individual or system.
Consumption of finite resources such as network bandwidth or processor time is one of the most
common techniques used in a DoS attack.

Botnets are a common tool used by attackers when executing a DoS attack. A botnet is a
network of compromised machines that is controlled by one or more central hosts. The
compromised machines, or bots, contain malware that listens for instructions from the host
machine. When a bot receives its instructions, it executes its program and commences the attack.
In the case of a DoS attack, this usually means that the botnet attempts to consume all of the
network resources of a given target by constantly attempting to open new connections. This
limits or eliminates legitimate access to and use of the system.

Another strategy that can be used in cyber-warfare is the targeting of critical
infrastructure such as communication, power, or transportation systems. Disabling the

functionality of these systems can cripple a target and limit its capability to respond. A March



2007 experiment conducted by the United States Department of Homeland Security proved just
how vulnerable critical infrastructures can be when hired hackers were able to destroy an electric
generator from a remote location (Meserve, 2007).

Other cyber-warfare strategies include cyber vandalism, propaganda dissemination,
industrial espionage, and data gathering. Cyber-warfare continues to evolve today as the list of
tools, targets, and strategies is constantly changing. In addition to this evolution, incidents of
cyber-warfare are also on the rise. According to the Emerging Cyber Threats Report for 2009,
published by the Georgia Tech Information Security Center (2008), this is due to low costs of
launching a cyber attack, plausible deniability, a lack of cyber defenses, and a lack of rules of
engagement governing cyberspace.

Cyber-warfare is not a new phenomenon. The United States has been under attack for
over ten years. In October 1999, the Department of Defense revealed Moonlight Maze.
Moonlight Maze was a series of attacks on various government systems by hackers traced to
Russia (Drogin, 1999). In 2005, the United States government again revealed that it had been
under attack for the last three years, this time from attackers in China, in an event titled Titan
Rain (Graham, 2005).

The United States has not been the only target of cyber-warfare. Beginning on April 27,
2007, the nation of Estonia suffered massive distributed DoS attacks that prompted many officials
to declare Estonia as the victim of the first virtual war. Government, school, media, and banking
systems were targeted. The attacks were launched soon after the Estonians removed a Soviet-era
statue from a city square. All evidence points to Russian involvement but this cannot be proven
due to the plausible deniability, or the inability to determine or confirm responsibility, that exists
on the internet (Myers, 2007).

August 2008 marked another milestone in the evolution of cyber-warfare. When Russia

launched traditional air and ground attacks against the nation of Georgia, a nearly simultaneous



cyber-war was launched as well. This marked one of the first known times that cyber-warfare
was used to increase the effectiveness of a kinetic attack. The attackers chose targets that would
cripple communications systems and limit the nation’s ability to respond to the physical attack.
Early evidence pointed directly to the Russian military as the entity responsible for the attack.
However a United States Cyber Consequences Unit (US-CCU) (2009) investigation revealed that
the distributed DoS attack was actually launched by coordinated private citizens who
sympathized with the Russians. However the US-CCU did believe that there was military
involvement with publication of vulnerabilities and tools as well as with timing the attack.

First discovered in July 2010, the Stuxnet worm may mark the true beginning of the era
of cyber-warfare (Chen, 2010). Unlike previous worms, Stuxnet chooses its targets based on a
very specific system signature, including a particular programmable logic controller. This
targeting indicates that the goal of the malware is to control, and potentially destroy, mechanical
infrastructure. Stuxnet also is extremely sophisticated for malware due to its complexity, stealth
use of zero-day exploits, infection vector, and use of unpublished inside knowledge. This
sophistication and the evidence that it targeted physical infrastructure provide further evidence
that Stuxnet may be the first true cyber-weapon (Chen, 2010). A recent report by the BBC
revealed that the Stuxnet worm repeatedly targeted five industrial facilities in Iran (Fildes, 2011).
The overall success of the Stuxnet worm is unknown as there are different reports coming from

industry and the Iranian government.



Chapter 3

Literature review

Direct research into opinions on cyber-warfare issues has been extremely limited. One
study by industry security firm Sophos (http://www.sophos.com) provides some insight into the
subject. Their study found that sixty-three percent of participants believe cyber espionage
between countries is acceptable. However, forty percent of participants believed it was only
acceptable in wartime (Sophos Group, 2010). Fifty-six percent believe that using cyber-warfare
to disrupt communication or financial systems is acceptable. However, forty-nine percent of
participants believe this is only acceptable in wartime (Sophos Ltd., 2010). Fewer respondents
believed that countries should be able to target foreign, private companies with cyber-warfare in
order to gain an economic advantage. Only thirty-two percent of respondents state that this was
acceptable, with twenty- three percent stating that it is acceptable only in wartime (Sophos Ltd.,
2010). Fifty-four percent of participants stated that they believed that their country was not doing
enough to protect itself from cyber-warfare attacks. Only six percent stated that their country was
doing enough to protect itself from attack. The remaining forty percent stated that they did not
know if their country was doing enough (Sophos Group, 2010). When asked whether or not an
international agreement should be reached regarding what types of cyber-warfare are acceptable,
seventy-seven percent stated that they believed that an agreement should be reached (Sophos
Group, 2010). These results show that the majority of the population views cyber-warfare as a
viable weapon in a country’s arsenal. However, they believe that its use should be controlled and
that an agreement on acceptable use should be reached by the international community.

Similarities have been drawn between cyber-warfare and nuclear-warfare. In both cases,

there are no reliable defenses against the weapons used (Dycus, 2010), and the cost of developing



offensive weapons is much cheaper than developing perfect defensive capabilities (Sulek &
Moran, 2009). Also, similar to a nuclear strike, a cyber attack would probably come without a
clear warning and the effects could be extremely widespread and indiscriminate (Dycus, 2010).
Due to these similarities, it is pertinent to examine existing research into opinions related to
nuclear-warfare.

It has been found that, in general, people are pessimistic about the imminence and
survivability of nuclear war (Gwartney-Gibbs & Lach, 1991). Gwartney-Gibbs and Lach (1991)
showed that women are more significantly more pessimistic about nuclear warfare. Rabow,
Hernandez, and Newcomb (1990) also showed that women are more concerned with nuclear
issues than men. Women exhibited more fear of, and less denial of, nuclear issues as well as less
nuclear support (Rabow, Hernandez, & Newcomb, 1990). Contrary to these findings, Jensen
(1987) found that gender was not indicative of support for nuclear armament or the use of nuclear
weapons, and was only related to attitudes on military restraint. Schwebel (1990) provides
evidence that the cognitive construction of the reality surrounding nuclear war changes with age
as comprehension and appreciation of the dangers and safeguards related to nuclear war progress.

An attitude is made up of three components: affective, behavioral, and cognitive
(Attitudes and Attitude Change). The affective part of attitude deals with an individual’s feelings
and evaluations. The way an individual behaves toward the attitude object makes up the
behavioral component. The part of attitude addressed by this study is the cognitive part, or the
beliefs of the individual. Attitudes are formed in many different ways. People can mimic the
attitudes of others or can obtain attitudes through different forms of conditioning. Experiences
can also have a direct effect on a person’s attitude (Attitudes and Attitude Change). As such,
studying factors such as gender, age, and military service could provide insight into how a
person’s attitudes toward cyber-warfare are formed. It has also been showed that greater

exposure to the attitude object, which is cyber-warfare in the case of this study, the more positive



an individual’s attitude will be (Attitudes and Attitude Change). People in the military or those
with higher technical skill levels have the potential to be exposed to instances of, or areas related
to, cyber-warfare. Therefore, studying the factors addressed in this survey may provide greater

insight into the formation of attitudes toward cyber-warfare.



Chapter 4

Methodology

This study attempts to analyze people’s general knowledge of cyber-warfare, as well as
their attitudes toward many current cyber-warfare issues. Data was collected from study
participants using a survey delivered online through Qualtrics (http://www.qualtrics.com).
Demographics were also collected from respondents as part of the survey. The survey was
distributed to respondents through email lists, social networking sites, and classroom visits.

The survey was divided up into three major sections. The first section provided
participants with definitions of important terms that they would encounter throughout the survey.
This section was included in order to decrease variations in responses that could result from
participants using different definitions of these terms. The second section contained knowledge
and opinion statements. These are described in more detail in the following paragraphs. The
final section collected demographic information from respondents. Gender, age range, military
service, and technical skill level of respondents were collected on a voluntary basis. This
information was used as independent variables during analysis of the survey results.

All of the knowledge and opinion statements were delivered in the form of a five-point
Likert scale. A response of one was labeled as “Strongly Disagree” and a response of five was
labeled as “Strongly Agree.” A response of three was labeled as “Neither Agree nor Disagree.”
The first five statements were based on a definition of cyber-warfare set forth by Richard A.
Clarke on pages 30 and 31 of his book Cyber War: The Next Threat to National Security and
What to Do About It (Clark & Knake, 2010). His five-point definition captured many of the

important aspects of cyber-warfare, including that it is real, global, happens at the speed of light,
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skips the battlefield, and that cyber-warfare has begun. This served as a knowledge check for
participants.

The remaining statements focused on opinions relating to cyber-warfare and its potential
uses. Some of these statements were based on the questions used in the Sophos study (Sophos
Group, 2010) (Sophos Ltd., 2010) discussed above. However, the statements used in this survey
broke down the multiple-response possibilities used by Sophos into multiple Likert-scored
statements. There were also additional statements not introduced by Sophos dealing with issues
such as cyber-warfare strikes on civilian targets, the use of cyber-warfare as preemptive strikes,
and the use of cyber-warfare to save lives. The survey appears in its entirety in Appendix A.

A total of 149 responses were started with the online survey tool. 124 of those responses
were satisfactorily completed. Satisfactory completion was defined as having seen all questions
and click on the final submission button at the end of the online survey. For each question the
mean of the answers was compared to a neutral value of three (neither agree nor disagree) using a
one-sample t-test to see if the sample was significantly different from the neutral value. The
responses were then divided into groups based on the answers to the demographic questions. The
mean of the responses for each statement was then compared across the groups within that
demographic. Males were compared to females using a two-sample t-test with a pooled standard
deviation. The six age groups (18-24, 25-34, 35-44, 45-54, 55-64, 65+) were compared using a
one-way ANOVA. Those identifying themselves as serving or having served in the military were
compared to those stating they had not served in the military using a two-sample t-test with a
pooled standard deviation. The three groups for self-identified technical skill level were
compared using one-way ANOVA. If an ANOVA result was found to be significant, further
analysis was completed using Tukey’s HSD to determine where the difference in mean occurred.
Comparing the means across the demographics shows which factors can potentially affect the

opinions of an individual regarding cyber-warfare.
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Chapter 5

Results

The table below numbers the statements. These numbers will be used to identify the
statements for the remainder of the paper and in all further tables. K statements are knowledge
statements. E statements deal with the cyber-warfare environment. P statements are related to
peacetime use and W statements relate to wartime use. S statements deal with preemptive strikes.

Table 1. Survey Questions

Statement ~ Number

Cyberwarfare is real K1
Cyberwarfare happens at the speed of light K2
Cyberwarfare is global in scale K3
Cyberwarfare is not conducted on traditional battlefields or against traditional defenses K4
Cyberwarfare and preparations for future cyber conflicts have begun K5
My country is doing enough to protect itself from Cyberwarfare Attacks. El

There needs to be an international agreement about what types of Cyberwarfare are E2

acceptable

It is acceptable for a country to spy on another country via the internet by hacking or P1

installing malware in times of peace.

It is acceptable for a country to spy on another country via the internet by hacking or w1
installing malware in times of war.

It is acceptable for a country to use Cyberwarfare to disrupt civilian activities in another P2

country in times of peace. This could include power systems, communications, and
financial systems.

It is acceptable for a country to use Cyberwarfare to disrupt civilian activities in another W2
country in times of war. This could include power systems, communications, and financial
systems.

It is acceptable for a country to spy on another country for economic gain in times of peace. | P3

It is acceptable for a country to spy on another country for economic gain in times of war. W3
It is acceptable to use Cyberwarfare to attack civilian targets (e.g. power grids) when the P4
goal is to disrupt military operations in times of peace.

It is acceptable to use Cyberwarfare to attack civilian targets (e.g. power grids) when the W4
goal is to disrupt military operations in times of war.

It is acceptable to use Cyberwarfare in a preemptive strike against a purely military target. S1
It is acceptable to use Cyberwarfare in a preemptive strike against civilian targets. S2

It is acceptable to use Cyberwarfare in conjunction with standard, kinetic warfare in orderto | W5
minimize loss of life.
It is acceptable for countries to prepare for Cyberwarfare by hiding cyber weapons, exploits, | E3
and backdoors in the systems of other countries, even when there are no signs of impending
conflict.

I would be personally affected if an act of Cyberwarfare was carried out against my country. | E4




Statistical analysis using a one-sample t-test (H,: p=3, Ha: pu#3, 0=0.05) rejected the null

hypothesis for all but three statements (W2, W3, and W4).

Table 2. Statistical analysis of overall responses

Statement Standard Deviation  t

K1 124 | 4556 | 0.616 28.13 0.000
K2 124 | 3.685 1.007 7.57 0.000
K3 124 | 4.419 | 0.745 21.21 0.000
K4 124 | 4.234 | 1.037 13.25 0.000
K5 124 | 4.161 | 0.859 15.05 0.000
El 124 | 2.629 | 0.831 -4.79 0.000
E2 124 | 3.355 1.191 3.32 0.001
E3 124 | 2.613 1.221 -3.53 0.001
E4 124 | 3.976 | 0.975 11.15 0.000
P1 124 | 2.411 1.169 -5.61 0.000
P2 124 | 1.492 | 0.770 -21.81 | 0.000
P3 124 | 1.831 1.002 -12.99 | 0.000
P4 124 | 1.613 | 0.793 -19.48 | 0.000
w1 124 | 3.589 1.230 5.33 0.000
W2 124 | 2.831 1.389 -1.35 0.178
W3 124 | 2.831 1.458 -1.29 0.199
W4 124 3.153 1.414 1.20 0.231
W5 124 | 4.129 | 0.928 13.55 0.000
S1 124 | 3.573 1.191 5.36 0.000
S2 124 | 1.895 | 0.986 -12.48 | 0.000

All five of the knowledge-based statements (K1-5) had a significant result on the
agreement side of the scale (greater than three). K1, K3, K4, and K5 had means between four
(agree) and five (strongly agree) with the mean response to statement K2 falling midway between

three and four. The T and p-values for the statements can be found in the accompanying table.
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Figure 3. Histogram of responses to statement K3: Cyberwarfare is global in scale
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Figure 4. Histogram of responses to statement K4: Cyberwarfare is not conducted on
traditional battlefields or against traditional defenses
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Figure 5. Histogram of responses to statement K5: Cyberwarfare and preparations for future
cyber conflicts have begun

Visual analysis of the distributions of responses for these five statements supports the
results of the statistical analysis. All five of the histograms show distributions that are strongly
weighted toward the agree side of the Likert scale.

As stated earlier, statistical analysis produced a significant result for all but three of the
opinion and situational questions. Statements E2, E4, W1, W5, and S1had significant results on
the agreement side of the Likert scale. T and p-values can be found in the table earlier in this

chapter.
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Figure 6. Histogram of responses to statement E2: There needs to be an international
agreement about what types of Cyberwarfare are acceptable
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Figure 7. Histogram of responses to statement E4: | would be personally affected if an act of
Cyberwarfare was carried out against my country
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Figure 8. Histogram of responses to statement W1: It is acceptable for a country to spy on
another country via the internet by hacking or installing malware in times of war
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Figure 9. Histogram of responses to statement W5: It is acceptable to use Cyberwarfare in
conjunction with standard, kinetic warfare in order to minimize loss of life
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Figure 10. Histogram of responses to statement S1: It is acceptable to use Cyberwarfare in a
preemptive strike against a purely military target
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Visual analysis of the distribution of the results supports the results of the statistical
analysis. In all cases, the most common response was “agree” and the distributions were skewed
toward the agreement side of the scale.

Statistical analysis of statements E1, E3 P1, P2, P3, P4, and S2 showed a significant

result on the disagree side of the scale.
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Figure 11. Histogram of responses to statement E1: There needs to be an international
agreement about what types of Cyberwarfare are acceptable
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Figure 12. Histogram of responses to statement E3: It is acceptable for countries to prepare
for Cyberwarfare by hiding cyber weapons, exploits, and backdoors in the systems of other
countries, even when there are no signs of impending conflict
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Figure 13. Histogram of responses to statement P1: It is acceptable for a country to spy on
another country via the internet by hacking or installing malware in times of peace
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Figure 14. Histogram of responses to statement P2: It is acceptable for a country to use
Cyberwarfare to disrupt civilian activities in another country in times of peace. This could
include power systems, communications, and financial systems
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Figure 15. Histogram of responses to statement P3: It is acceptable for a country to spy on
another country for economic gain in times of peace
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Figure 16. Histogram of responses to statement P4: It is acceptable to use Cyberwarfare to
attack civilian targets (e.g. power grids) when the goal is to disrupt military operations in
times of peace
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Figure 17. Histogram of responses to statement S2: It is acceptable to use Cyberwarfare in a
preemptive strike against civilian targets

Visual analysis of the distribution of the responses reveals that the statistical analysis may
not tell the whole story. For both statement E1 and E3, the most common answer was neither
agree nor disagree. The number of agree and disagree responses for these questions are, however,
much lower than the number of disagree and strongly disagree responses.

The statistical analysis of the responses to statements W2, W3, and W4 did not yield a
significant result. Visual analysis of the distributions of these responses to these statements
reveals flatter distributions that have roughly the same number of responses on the disagreement

and agreement side of the scale.
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Figure 18. Histogram of responses to statement W2: It is acceptable for a country to use
Cyberwarfare to disrupt civilian activities in another country in times of war. This could
include power systems, communications, and financial systems
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Figure 19. Histogram of responses to statement Wa3: It is acceptable for a country to spy on
another country for economic gain in times of war
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Figure 20. Histogram of responses to statement W4: It is acceptable to use Cyberwarfare to
attack civilian targets (e.g. power grids) when the goal is to disrupt military operations in
times of war
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Gender Factor

Statistical analysis of the gender factor was conducted using a two sample t-test
(Ho: Mmale=Hremate, Ha: MmaleZremates =0.05) with a pooled standard deviation. This analysis
rejected the null hypothesis for nine statements: K1, P1, P2, P3, W1, W2, W3, W5, and S1. The

T and p-values for all statements can be found in the following table.
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Table 3. Statistical analysis of gender factor

Statement Staqdzi_rd g::rllgird t
Deviation Deviation

KU el e Taaos fomis | 0%0%2 |24 |oou
<2 |Fameie o3 [aser Joaer |10 |08 |oser
<3 |Famaie o3 Tases Joar ] O747 |08 |08
<4 el Tos TasJoor 2040 [os |om
<5 |Fameie ea [0 Jomi | O%1 |10 |0z
=L ol o3 T2ess Jomoo 0% |00 | 0508
G N - i il
O 1 e i R e
= o To3 [aoma |oars | 0% |00 |oox
P Femaie o3 [ 20707 | M58 | 297 |
P2 Femaie 63 1302 [ogsr 07 |28t | oo0s
i Femaie |63 | o3 [oas 0% |22 |00z
P Femaie 63 [ T571 oees 0708 | 0% | oses
WL g e Taw fra |t |23 |oom
W2 oo Taas frar | M%7 |20 |oo0s
W3 [emde e Toar Tror |+ |38 |00
WA e e T2er Trar |40 |19 |oos2
W5 o Tor [sos [oses | 0% |24 |oos
U FFemeie |63 [aze |ar |10 [2%0 |oon
2 |Fomaie To3 [ Toes Tooss 0% [00 |osst

Looking closer at the means relative to a neutral value of three, the results show that for

all of the statements where the difference in the means was statistically significant, males had an
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overall mean higher than females. This means that males agreed with the statement more than
females. However, it should be noted that the means were on opposite side of the neutral value
(three) in two of the nine significant statements: W2 and W3. This would indicate that males
overall agree with the statement while females disagree. Statements K1, W1, W5, and S1 had
means for both groups on the agreement side while the means for statements P1, P2, and P3 were

both on the disagreement side of the scale.

Age Factor

The age factor was analyzed by dividing the responses into six groups based on the age
data collected in the demographics section of the survey. These groups were then compared
using a one-way ANOVA (H,: All means are equal, H,: At least one mean is different, a=0.05).
This analysis rejected the null hypothesis for only one statement, K5. Post ANOVA Tukey’s
HSD reveals that the difference was between the 18-24 and 45-54 year old age groups with the
mean response of the 45-54 year old age group being higher than the mean response of the 18-24
year old age group. However, both means are on the agreement side of the scale. The results of
the analysis of statement K5 are in the tables below. The results of the remaining statements can

be found in Appendix B.
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Table 4. One-way ANOVA: K5 versus What is your Age?

Source DF SS MS F P
What is your Age? 5 10.173 2.035 2.98 0.014
Error 116 79.212 0.683

Total 121 89.385

S = 0.8264 R-Sg = 11.38% R-Sg(adj) = 7.56%

Individual 95% CIs For Mean Based on
Pooled StDev

Level N Mean StDev - o o ——————— e
18-24 33 3.7576 0.9024 (—==—- Kmmm—— )
25-34 10 4.0000 1.0541 (m——————— e )
35-44 6 4.6667 0.5164 (T ——— Xl )
45-54 34 4.3824 0.6970 (————- *—— )
55-64 22 4.4091 0.5032 (——==—-- o p— )
65+ 17 4.1765 1.1311 (——=———- K )
- fmm e ——— fmm e ——— fmmm—————
3.50 4.00 4.50 5.00

Pooled StDev = 0.8264

Table 5. Post-HOC Tukey's HSD: Pairwise Comparisons (U;-1,) for K5
versus What is your Age?

25-34 35-44 45-54 55-64 65+
18-24 | (-0.6224, | (-0.1542, | (0.0393, | (-0.0079, | (-0.2963,
1.1072) | 1.9723) | 1.2102) | 1.3109) | 1.1341)
25-34 (-0.5705, | (-0.4795, | (-0.5046, | (-0.7783,
1.9038) | 1.2442) | 1.3228) | 1.1312)
35-44 (-1.3452, | (-1.3610, | (-1.6278,
0.7765) | 0.8458) | 0.6474)
45-54 (-0.6288, | (-0.9175,
0.6822) | 0.5058)
55-64 (-1.0062,
0.5410)

Military Service Factor

Past or present military service was analyzed as a potential factor in determining a
person’s response by using a two sample t-test between those who are serving or had served and

those who had never served (Ho: “Military:uNon—Militawa Ha: UMiIitawiHNon—Militarya (120.05).



Table 6. Statistical analysis of military service factor

Statement Standard g::rllgird t
Deviation Deviation

O o e L e (T
<2 onwiliay 05 [ser6 faaes | 102|004 |09ss
<5 Ionwiliay 05 [aatofares—| 07510 [01¢ |08
O . - = YRR PV Y
K II:IA(;Ir;ET\?i/Iitary 185 jigg 8223 0.8590 171 | 0.089
o B e dowr Tou [om [on
E2 II:IA(;Ir;ET\?i/Iitary 185 ggg 112 1.2034 -1.04 1 0.299
=3 II:IA(;Ir;ET\?i/Iitary 185 ;gg 131 1.2126 1.19 0.238
= 'rllﬂélr;fi%litary 125 g:ggz 3;25 09825 0.8 | 0.856
o ey T T TS e [ooo
S L LN S P R PR [V Y
O L LN o i Py P Y
4 Fonwiliary [ 105|150 ossr | 0907|045 | 060
o ey e 153 T oo Jos [o
W2 Fonwiliary [105 e[ 1a | 1360|360 | oowo
w3 II:IA(;Ir;E?\;I)i/Iitary 185 g?i 122 1.4303 2.40 0.018
wa II:IA(;Ir;E?\;I)i/Iitary 185 géi 128 1.3682 3.04 10.003
ws II:IA(;Ir;E?\;I)i/Iitary 185 jggg 8332 0.9068 2.96 | 0.004
>t II:IA(;Ir;E?\;I)i/Iitary 185 ggg 12? 1.1891 152 10.130
32 'I:IA(;:ET\;I):Iitary 135 13(1)3 (1)825 0.9969 -0.31 | 0.760
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The statistical analysis rejected the null hypothesis in five cases: P1, W2, W3, W4, and

WS5. In every statement that was found to have a significant difference between the groups, the
military group had a higher mean than the non-military group. This indicates that respondents
who had served or are serving in the military agree with these statements more than those who
have not served. Also, the means for statements P1, W2, and W3 were on opposite sides of the
neutral value. This indicates that, in general, those in the military agree with these statements
while those not in the military disagree. The mean for the non-military group for statement W4
(3.01) was extremely close to our neutral value indicating no opinion, while the mean of the
military group was between agree and strongly agree. Statement W5 had both means between

agree and strongly agree.

Technical Skill Factor

The technical skill factor was analyzed by dividing the responses into three groups based
on the data collected through the demographic question which asked respondents to personally
rate their technical skill level. These groups were then compared using a one-way ANOVA (H,:
All means are equal, H,: At least one mean is different, a=0.05). This analysis rejected the null
hypothesis for five of the statements: K1, K3, E1, W1, and S1. Tukey’s HSD was used to
determine which group means for each statement were different. The results for these statements

appear below. The remaining ANOVA results can be found in Appendix C.



Table 7. One-way ANOVA: K1 versus How would you rate your overall technical skill level?
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Source DF SS MS F P

How would you rate your 2 4.486 2.243 6.44 0.002

Error 121 42.119 0.348

Total 123 46.605

S = 0.5900 R-Sgq = 9.63% R-Sg(adj) = 8.13%
Individual 95% CIs For Mean Based on
Pooled StDev

Level N Mean StDev ——-—---— Fm———————— o o ————— +———=

Low 4 4.2500 0.5000 (-==—====—==—————- e )

Mod. 77 4.4286 0.6772 (===*--)

High 43 4.8140 0.3937 (==———- Fmm— )
—_——— o —————— o —————— o +-——=

3.85 4.20 4.55 4.90
Pooled StDev = 0.5900

Table 8. Post-HOC Tukey's HSD: Pairwise Comparisons (U;-1,) for K1
versus How would you rate your overall technical skill level?

ﬁ Moderate High

Low

(-0.5403, 0.8974)

(-0.1688, 0.8974)

Moderate

(0.1185, 0.6522)

Table 9. One-way ANOVA: K3 versus How would you rate your overall technical skill level?

Source DF SS MS F P
How would you rate your 2 3.546 1.773 3.32 0.040
Error 121 o64.647 0.534
Total 123 68.194
S = 0.7309 R-Sg = 5.20% R-Sg(adj) = 3.63%
Individual 95% CIs For Mean Based on
Pooled StDev
Level N Mean StDev ——4-———————— o ————— o —————— o
Low 4 4.2500 0.5000 (- e )
Mod. 77 4.2987 0.8439 (===*=———-)
High 43 4.6512 0.4822 (—=——=F*————= )
——t— o o -
3.60 4.00 4.40 4.80

Pooled StDev = 0.7309




Table 10. Post-HOC Tukey's HSD: Pairwise Comparisons (l;-1,) for K3
versus How would you rate your overall technical skill level?

Low

Moderate

High

(-0.8419, 0.9393)

(-0.5066, 1.3090)

Moderate

(0.0219,0.6831)

Table 11. One-way ANOVA: E1 versus How would you rate your overall technical skill level?
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Source DF SS MS F P
How would you rate your 2 6.247 3.123 4.80 0.010
Error 121 78.689 0.650
Total 123 84.935
S = 0.8064 R-Sg = 7.35% R-Sg(adj) = 5.82%
Individual 95% CIs For Mean Based on
Pooled StDev
Level N Mean StDev ——-—-—-——-- Femm———————— Fo——————— o +-
Low 4 3.0000 0.8165 (=== A )
Mod. 77 2.7792 0.7716 (===*-=)
High 43 2.3256 0.8652 (—-=-—=*---)
———————— o -
2.50 3.00 3.50 4.00

Pooled StDev = 0.8064

Table 12. Post-HOC Tukey's HSD: Pairwise Comparisons (l;-|,) for E1
versus How would you rate your overall technical skill level?

|“ Moderate High

Low

(-1.2033, 0.7618)

(-1.6760, 0.3271)

Moderate

(-0.8184, -0.0889)




Table 13. One-way ANOVA: W1 versus How would you rate your overall technical skill level?
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Source DF SS MS F P

How would you rate your 2 10.19 5.10 3.51 0.033

Error 121 175.83 1.45

Total 123 186.02

S =1.205 R-Sgq = 5.48% R-Sg(adj) = 3.92%
Individual 95% CIs For Mean Based on
Pooled StDev

Level N Mean StDev ———-———-— Fm———————— o o ————— +——

Low 4 2.250 1.258 (-=——==————————= e e )

Mod. 77 3.519 1.199 (==*-=)

High 43 3.837 1.214 (====*=—=—=-)
—_—————— o —————— o —————— o +-—

1.60 2.40 3.20 4.00

Pooled StDev = 1.205

Table 14. Post-HOC Tukey's HSD: Pairwise Comparisons (l;-H,) for W1
versus How would you rate your overall technical skill level?

ﬁ| Moderate High

Low

(-0.199, 2.738)

(0.090, 3.084)

Moderate

(-0.228, 0.863)

Table 15. One-way ANOVA: S1 versus How would you rate your overall technical skill level?

Source DF SS MS F P

How would you rate your 2 11.21 5.61 4.16 0.018

Error 121 163.13 1.35

Total 123 174.35

S =1.1061 R-Sg = 6.43% R-Sg(adj) = 4.88%
Individual 95% CIs For Mean Based on
Pooled StDev

Level N Mean StDhev -—-—-——-—--- Fmm———————— o ————— o —————— +-—=

Low 4 2.250 0.500 (————————————- e )

Mod. 77 3.481 1.221 (——=*--)

High 43 3.860 1.082 (===*=——=—=)
—_———— o o o +——=

1.60 2.40 3.20 4.00

Pooled StDev = 1.161
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Table 16. Post-HOC Tukey's HSD: Pairwise Comparisons (H;-H,) for S1
versus How would you rate your overall technical skill level?

“| Moderate High

Low (-0.184, 2.645) | (0.168, 3.053)
Moderate (-0.145, 0.905)

Based on the above statistical analysis, the differences in statements K1, K3, and E1 were
between the moderate and high technical skill level groups. In statement K1, the high group had
a mean higher than the moderate group. However both means were on the agreement side of the
scale. Statement K3 also had both means on the agreement side with the mean of the high group
being larger than the mean of the moderate group. The mean for the moderate group in for
statement E1 was higher than the mean for the moderate group with both of the means on the
disagreement side of the scale.

Unlike the other three statements, W1 and S1 showed a difference in the means between
the low and high technical skill groups. In both cases the mean of the high group was larger than
the mean of the low group. The high group mean was above the neutral value for both statements

while the low group mean was below the neutral value.
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Chapter 6

Analysis of Results

In order to analyze the results presented in the previous section, the statements from the
survey have been divided into six groups: knowledge, environment, peacetime, wartime, civilian,
and military. Analyzing the responses in this manner will reveal how participants feel about each

situation as well as the overall issues.

Knowledge

Five of the statements presented to participants were related to general knowledge about
cyber-warfare. Statements K1, K2, K3, K4, and K5 were based off of the five-point definition of
cyber-warfare presented in Clarke & Knake (2010). The overall mean of the responses for all
five statements was found to be statistically significant (¢=0.05, p < 0.001) toward the agreement
side of the Likert scale. The p-value indicates the probability that a result as extreme as, or more
extreme than, this result will occur purely by chance. As the p-value is less than the alpha value
of 0.05, the result is statistically significant. This indicates that respondents have a good working
knowledge or perception of how cyber-warfare is conducted on which to base their responses to
the opinion and attitude statements.

Factor analysis for these statements revealed that a few of the factors had an effect on the
magnitude of an individual’s agreement with the statement. Technical skill was shown to be a
factor in the responses to K1 and K3. In both cases, participants identifying themselves as having

a high technical skill level were shown to respond with a greater level of agreement. However,
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the practical significance of this is very small as, in both cases, the mean response for each group
was between four (agree) and five (strongly agree).

Gender and age were shown to be a factor in the responses to statement K5. The
statistical analysis of the gender factor showed that males responded with higher levels of
agreement than females. However, similar to the factors affecting K1 and K3, this information is
of little practical significance as both males and females mean responses were between four
(agree) and five (strongly agree). Statistical analysis of the age factor showed a difference
between the means of the eighteen to twenty-four year old group and the forty-five year old
group. This difference may show a practical significance as well as the mean for the eighteen to
twenty-four year old group was between three (neither agree nor disagree) and four while the
mean for the forty-five to fifty-four year old group was between four and five. However the
reason that a younger age group would agree less that preparations for future cyber conflicts have
begun is not evident from any evidence discovered during this study. Also, this was the only
statement in which age was shown to be a factor so there are not other statements with which to

compare this result.

Environment

Four of the statements presented to participants went beyond simple factual information
and asked for opinions on the current cyber-war environment. Statement E1 dealt with their
beliefs on the current state of protection that the participant’s country has in place against cyber-
attacks. Statistical analysis showed that the overall mean of the responses was significantly
(0=0.05, p < 0.001) toward the disagree side of the scale. However, the most common response
to this statement was 3 (neither agree nor disagree). This may indicate that some participants did

not know what was needed for cyber defense, were apathetic about the i