THE PENNSYLVANIA STATE UNIVERSITY
SCHREYER HONORS COLLEGE

COLLEGE OF INFORMATION SCIENCES AND TECHNOLOGY

IMPROVING ANALYSIS RESULTS WITHIN THE U.S. INTELLIGENCE
COMMUNITY

NICOLE CARDELL
SPRING 2014

A thesis
submitted in partial fulfillment
of the requirements
for a baccalaureate degree
in Security and Risk Analysis
with honors in Security and Risk Analysis

Reviewed and approved* by the following:
Donald R. Shemanski
Professor of Practice
Thesis Supervisor
Edward J. Glantz
Senior Lecturer
Honors Adviser
* Signatures are on file in the Schreyer Honors College.

i

ABSTRACT
The purpose of this thesis is to explore possible improvements that could be made in the
U.S. Intelligence Community to support successful intelligence analysis. This research paper
begins with a review of several intelligence faults, the roles they have played in selected
intelligence failures, and the changes that have occurred in the Intelligence Community as a
result. The remainder of this study describes suggestions for additional improvements that could
be implemented to foster effective intelligence analysis.
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Chapter 1
Introduction
Throughout history, the U.S. has managed to maintain one of the world’s most successful
intelligence communities and has made predictions that have often preserved the safety and
security of its citizens. However, the U.S. has still experienced a number of infamous
intelligence failures that have contributed to the restructuring of the Intelligence Community
(“IC”) and to the revision of its tactics. Throughout the years, the methods of analysis used to
assess threats have evolved as a product of several factors, including changes in the nature of
threats, lessons learned from intelligence failures, and technological advances. The goal of these
rearrangements was to solve common intelligence analysis faults such as ineffective analysis due
to cognitive biases, having too much information to analyze, lack of information sharing, and
having an ineffective prioritization process. An overview of the history of U.S. intelligence
failures and the changes enacted can serve as the starting point for considering further
improvements within the IC. While a great deal of progress has been made to address these
issues, there are many remaining deficiencies that could potentially contribute to future failures.
To put it simply, former CIA analyst Timothy Walton explains, “for an intelligence success,
everything in the cycle has to go right; a failure, however, can occur even if only one thing goes
wrong” (7). This thesis provides a review of the history of U.S. intelligence failures and the
faults that contributed to them, which leads to addressing the research question:
What improvements can be made to enhance the intelligence analysis process?
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Chapter 2
Faults in Intelligence Analysis
The term “intelligence failure” has been defined in various ways by different scholars, for
this paper it will be interpreted in a relatively broad sense. For our purposes, an intelligence
failure is considered to have occurred when either the “intelligence community [fails] to produce
the intelligence needed by decision makers, or the decision makers [fail] to act on that
intelligence appropriately” (Dahl 7). Given the vast number of threats to the United States, the IC
has done a remarkable job of preventing harm to American citizens both at home and abroad.
Nevertheless, on the rare occasion when the intelligence process does break down, the
repercussions are considerable, and those affected are often looking for someone to blame.
Before examining examples of U.S. intelligence failures, it is important to look at a
variety of causes for failure that have resurfaced throughout U.S. history. Intelligence failures are
almost always a result of a variety of factors and would not be prevented by fixing one single
issue in the overall process. Consequently, there are many different opinions on why certain
failures occurred, but these conclusions are not necessarily mutually exclusive. Some scholars
believe that problems arise primarily due to bureaucratic restrictions, but many researchers today
also see the limitations of the human mind as a core root of the problem (Dahl 10). While it
would be difficult to create a comprehensive account of all the possible errors, this section
focuses on describing some of the more commonly acknowledged faults in intelligence literature.
Several of the intelligence analysis faults that will be covered include cognitive biases, a lack of
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information sharing, too much information to analyze and having an ineffective prioritization
process.

Cognitive Biases
In many cases of intelligence failure, an ample amount of information is collected to form
an accurate prediction, but the outcomes produced are inaccurate based on analyzing the
intelligence subjectively. All individuals think through a mindset that is framed by their
experiences, and this mentality is hard to modify once it is established. The inclination to view
information from a prejudiced point of view is known as a bias. Even when individuals are aware
of their biases, it is still difficult to be unaffected by them. Some examples of prevalent biases
that can affect analysis include mirror imaging, status quo bias, confirmation bias, parochial
interests and the politicization of intelligence. These can be split into two different types of
biases based on whether they are inherent or not. While the majority of the examples are innate
and are known as “psychological biases,” there are several that would be considered “motivated
biases,” meaning that the subjectivity is intentional and interest-based (George and Bruce 160).
In an attempt to make the analysis process more objective, structured analytical tools have been
adopted to reduce the influence of cognitive biases, but as they are deep-seated, they will never
be completely eliminated.

Psychological Biases

Mirror imaging, also known as ethnocentric bias, is a cultural bias where the person
conducting analysis tends to believe that their target group or person will act similarly to the way
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that people in his or her own culture would act. In the words of senior CIA analyst Roger
George, “analysts’ psychological drive for coherence often causes them to fill in any gaps in
understanding with what they, as American-trained rationalists, think would make sense to the
foreign leader or group under assessment” (George and Bruce 162). In many cases the analyst
does not realize they are basing assumptions off of their own experience. The reality is, however,
that individuals have a predisposition to view the situation through a lens created by their
background and their environment, also known as their nature and nurture. This mindset often
does not consider the differences in the target’s cultural norms, rationales and circumstances
(Lowenthal 129). This fault played a large role in hindering analysts before the attack on Pearl
Harbor, as it was not seen as a rational act for the Japanese to strike the U.S. given their inferior
military and industrial capabilities at the time. In reality, the Japanese saw this strike as their best
opportunity to surprise the U.S. and inflict a substantial amount of damage, knowing that they
would not ultimately be victorious in a full-fledged conflict.
Another common subjective mindset, known as the Status Quo bias, involves predicting
future outcomes based on previous patterns. This bias results because on many occasions people
think it is safest to assume past consistencies will continue (R. Clark 4). It is difficult to deviate
from this mindset, as that would mean disregarding patterns that have previously been good
predictors. By its nature, this bias will inevitably contribute to intelligence failures, because the
most important security events are often those that deviate from past behaviors and trends. One
of the main required readings for intelligence analysts in training, called Anticipating Surprise:
Analysis for Strategic Warning, is written by strategic warning expert Cynthia Grabo and
addresses this point. In her assessment of events that stray from a typical pattern she writes,
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“While not all anomalies lead to crises all crises are made up of anomalies” (Zegart, “Cuban
Missile”).
When analysts hold a strong belief at the beginning of the intelligence analysis process, it
is often hard to shake that view. In the next discussed cognitive bias, called Confirmation Bias,
individuals are prone to place more emphasis on the evidence that supports their belief and
disregard contradicting pieces of intelligence. Senior intelligence analyst Roger George explains,
“Confirmation bias represents the inherent human mental condition of analysts to see more
vividly information that supports their mindset and to discount the significance… of information
that contradicts what they judge the forces at work are likely to produce” (160). Even when the
information shows a strong likelihood that another outcome is plausible, analysts may
unintentionally choose to accept the evidence that supports their initial view. Some sources also
refer to this behavior as “premature closure” because it is as if the final conclusion has been
reached even before all of the evidence is thoroughly examined.

Motivated Biases

When psychological biases are minimized, intelligence analysis can still be inhibited by
other interests held by analysts, intelligence officers and policymakers. When actors behave in
line with their parochial interests, they may be promoting a certain conclusion to advance their
own agenda such as their department, personal career, or their ideology. People in different job
positions will be biased in different ways depending on how the intelligence reports will affect
them. For example, “operators have more influence in decision making but are less capable of
unbiased interpretation of evidence because they have a vested interest in the success of their

6

operations” (Betts, “Analysis, War, and Decision”). Parties involved will not necessarily support
all conclusions that are beneficial to them, but it is challenging for them to objectively view the
data without considering the implications for themselves.
Another concerning type of motivated bias is the politicization of intelligence.
Individuals who have a vested interest in the outcome of policies will be biased towards the
results of analysis. Former intelligence official Mark Lowenthal describes the line between
policymakers and intelligence officers as being “semi-permeable” because policymakers are able
to exert influence over the analysts’ agendas but the opposite does not typically occur (140).
According to Lowenthal, this politicization can occur for a variety of reasons, including “a
preference for specific options or outcomes, an effort to be more supportive, career interests, or
outright pandering” (152). The danger is that if the analysis is geared towards supporting a
specific political agenda, it is no longer objective and therefore may not be entirely accurate. In
many cases, the accusations of analysis politicization come from those who disagree with the
outcome, so it is difficult to determine when it is actually occurring. For example, in the process
of determining if Iraq had WMDs, some believed that Vice President Dick Cheney’s visits to the
CIA were an attempt to steer the analysis in a particular direction (Lowenthal 153).

Lack of Information Sharing
In numerous intelligence failures, the information necessary to propose an accurate
prediction was known collectively in the IC by different agencies and departments, but was not
shared effectively. The absence of a structured sharing process leads to agencies having access to
different pieces of valuable information, with no means to consolidate it and create an actionable
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conclusion. This issue often arises due to the culture of the IC involving confidentiality and
compartmentalization, where it often seems there are more benefits to conceal information than
to share it with other departments. Many government organizations will “place more emphasis
on secrecy than effectiveness” and thus reject the openness that is required for an adequate
amount of information sharing (R. Clark 3). Even in cases where agencies are allowed to share
with one another, they often choose not to do so (Zegart, Spying Blind 186). When the proper
sharing does occur, it is typically more a result of personal relationships than of any extensive
structured network where information could easily be shared with relevant parties (R. Clark 15).
Another aspect of the IC culture that hinders sharing is the competitive environment between
agencies. Even while agencies are expected to cooperate and collaborate with one another, they
are often competing for resources and even employees (Lowenthal 126). When new government
fusion centers are created that pull from different groups in the IC, agencies are reluctant to
assign their analysts and resources because they do not want to lose part of their workforce. In
addition, other agencies have complained that centers have been disproportionately located at
and controlled by the CIA even when they are allegedly supposed to work across various
agencies. Leading expert Amy Zegart believes the lack of information sharing in the IC is due
primarily to an inefficient organizational structure that “lacks central direction, and duplicates
much of its efforts” (Dahl 12). This fault contributes to intelligence failures because it obstructs
analysts from evaluating the full array of intelligence.
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Too Much Information to Analyze
At first glance, it may seem that intelligence predictions will be more thorough and
complete if more intelligence is collected. However, with large amounts of data being collected
continuously, it is difficult to filter through the masses and discern when information is actually
important to analyze and when it is insignificant. Humans are simply incapable of processing and
understanding the entirety of the data that is available to them, and this large volume of
information is constantly increasing. For an analyst working in the CIA, sometimes more time is
spent working on sifting through data than conducting actual analysis. According to former CIA
director Richard Russell, “managers insist [analysts] sit in their cubicles all day long to monitor
the steady stream of classified information that comes from abroad” (Marrin 13). On the other
hand, top quality sorting of intelligence requires some human expertise, so it would be difficult
to completely automate the process (Lowenthal 126). With an excess emphasis on filtering all of
the incoming intelligence, comes a decreased emphasis on analyzing that intelligence
thoroughly. Even with all of this information available, analysts may still be drawing their
conclusion with a limited amount of relevant intelligence because it is challenging to pick out
those necessary pieces. Analysts are then tasked with the dilemma of whether to draw their
conclusions based only off of solid intelligence or to try to fill in the blanks using their own
judgment.
In some situations, the analysts are able to complete an impressive number of relevant
reports, but the senior level personnel are then overloaded with too much information to
examine. Even with an extensive filtration process, the few decision-makers at the end of the
communication channel are incapable of spending the time to review a large number of analyses.
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This challenge was present during the Vietnam War, as there was a “high volume of finished
analyses, battlefield statistics, reports, bulletins, reconnaissance, and communications intercepts
flowing upward through multiple channels at a rate exceeding the capacity of officials to absorb
or scrutinize them judiciously” (Betts, “Analysis, War, and Decision”). At this point, the excess
information is no longer helpful to the decision making process. While some structured filtering
methods have been put into place, the superiority of collection methods create an overflow of
information that cannot be analyzed in a timely manner. The collection of intelligence is an
essential component to the analysis process, but the resulting information overload continues to
be a problem in the IC today.

Ineffective Prioritization Process
In order for government officials to decide on intelligence priorities, the possible issues
must first be defined and categorized. Simple as it may seem, the issues that the IC studies are
not clear-cut and typically span across disciplines and geographic regions (Lowenthal 121). For
example, it is impossible to completely separate the issue of terrorism from other organized
crime networks like weapons smuggling and drug cartels. Additionally, the study of terrorism
cannot be contained to a single location. Some priorities are less crosscutting than this example,
but they still incorporate a variety of interests and have connections with other concerns. In order
to effectively categorize priorities, they must first be divided strategically so that the scope of the
issue encompasses key aspects, without having an excessive amount of components to analyze.
Due to a wide variety of focuses throughout the IC, conflicting interests make it difficult
to determine which topics are the most important and deserve the most attention. Even within
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agencies and departments, priorities are not always easy to set. For example, the CIA must focus
on clandestine activity as well as National Intelligence Estimates, and the FBI must act reactively
to crime as well as proactively to counterterrorism (Wark 64). In past intelligence failures, the
issue has been perpetuated by the fact that there was no effective framework towards
determining how high of a priority a topic should be. In the case of the Sputnik crisis, as will be
discussed later, the Eisenhower administration did not see the “race to space” as being a top
priority for the U.S. government. This oversight in prioritization led to the American public
being surprised and outraged when the Soviet Union became capable of sending a satellite into
space before the U.S. was. The vast number of topics that the IC must monitor makes it difficult
to reorganize these priorities to ensure the most pressing issues always receive the proper
attention. Because the wide range of topics is straining the available resources, agencies are often
pressured to report on current intelligence rather than the big picture (Zegart, Spying Blind 187).
This limits the effectiveness of the analysis, as having only a few strategic assessments paves the
way for surprises to occur. Even with the establishment of the National Intelligence Priorities
Framework in 2003, the limited scope of the main priorities list means that important issues can
easily be left off, receiving less attention than they should. In order to spend the appropriate
amount of time and effort on an intelligence issue, the prioritization process must be easy to
understand and must reflect the actual importance of the issue to the IC.
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Chapter 3
History of Failures
Major U.S. intelligence failures serve as examples of how the faults of intelligence
analysis can lead to inaccurate predictions and potentially destructive consequences. There is
speculation surrounding each event regarding where the process went wrong, with some scholars
in agreement and others taking completely opposite viewpoints. The events chosen for this
section are some of the most notorious failures, but it is important to note that there a number of
other well-known failures and there are even more successes that go largely unnoticed.

Pearl Harbor

Background

December 7, 1941 marks what is widely known as the greatest U.S. intelligence failure of
the 20th century. Americans were shocked by a Japanese bombardment of the naval base at Pearl
Harbor in Hawaii. While U.S. officials did possess pieces of evidence that suggested they would
eventually go to war with Japan, the surprise attack was not predicted, and led to devastating
losses. Not only did the American public experience an unparalleled sense of vulnerability, but
the United States was pulled into World War II as a result. Prior to the event, the U.S. naval base
had actually carried out war games at Pearl Harbor using the simulation of a Japanese air attack
(Dahl 36). If this seemed like such a plausible target, how did the IC miss the opportunity to
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identify the plot when it became a reality? While there is still disagreement on the specific causes
for why analysts missed the signs of an impending attack, two common beliefs are that analysis
was ineffective and officials were influenced by cultural cognitive biases such as mirrorimaging. In addition, there is a debate over whether there was a lack of essential intelligence
collected or if there was too much information to analyze, resulting in the important pieces of
intelligence being lost in the mass of data collected.
This failure was so disastrous that several restructurings occurred in the IC in the
aftermath. With the National Security Act of 1947, the most notable addition was the creation of
the Central Intelligence Agency to promote more effective analysis. Before these formal changes
were made, however, the IC was beginning to learn from its mistakes. As early as six months
later, analysis had already improved as is evident by the decisive success during the Battle of
Midway. Despite another Japanese attempt at deception, the U.S. was able to break the
predominantly used naval code and uncover the plot, thereby achieving an intelligence success.

Reasons for Failure

Ineffective Analysis

According to J. Ransom Clark, a veteran of the Central Intelligence Agency, the analysis
should have gone one step further than it did. In his piece on Intelligence and National Security,
he states, “There was no structure to coordinate the work and pull the product together into an
analytic whole” (J. Clark). Even when intelligence is available, analysts may fail to understand it
and fail to pick out the important pieces of information. Another issue of analysis was the
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absence of an “indications and warnings” system to assemble important pieces of intelligence in
order to foresee the Japanese plans to attack Pearl Harbor. Some of the signs could have
contributed to indicating the plot if they were simply reviewed together as a whole. For example,
one human intelligence report stated “in the event of trouble between the United States and
Japan, the Japanese intended to begin with a surprise attack on Pearl Harbor” (R. Clark 56).
Other evidence includes changes in the Japanese naval call signs, the clogging of radio traffic
with useless or repetitive messages, and instructions to various Japanese embassies to destroy
many codes and documents. Officials in the army and navy did believe that a military campaign
would be launched on either the weekend of November 30 or December 7 (Ben-Zvi 389).
Separately, these pieces of evidence were not strong enough to support the conclusion that war
was imminent, but together the predictions may have developed very differently. It could be
argued that lack of information sharing was also a contributor to this issue, as many relevant
reports were not shared with the officials in Hawaii and some others were simply ignored.

Mirror-Imaging

Another widespread opinion is that the use of mirror-imaging was detrimental to
successful analysis. Mirror-imaging is a cultural bias caused by the human flaw of assuming
others will think and act in the same way that you do. In the case of Pearl Harbor, many
American officials did not believe that Japan would risk attacking a superior power, because the
United States would not likely have done so if faced with a similar situation. More specifically,
“Japan could not win a war against the United States; so a Japanese decision to attack would be
irrational” (R. Clark 251). Despite the fact that the attack would lead to war with the U.S., the
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Japanese officials believed it was better to strike first with a surprise attack because they needed
to attack before their oil reserves were depleted and they did not want to be humiliated later on
(Walton 95). In addition, many Americans underestimated the Japanese strength and abilities due
to a racism that suggested they could not be capable of such a long range attack that inflicted so
much damage on the U.S. military. The challenge to eliminate this cultural bias requires utilizing
a structured framework to objectively piece together the available intelligence.

Too Much Information to Analyze

The idea that the United States had sufficient information to predict an attack on Pearl
Harbor but failed to take precautions was first presented in the Joint Committee’s investigation
of the failure. This outlook then became widespread when the book Pearl Harbor: Warning and
Decision was written by Roberta Wohlstetter in 1962. In this publication, Wohlstetter suggests
that U.S. officials were well aware of the fact that the Japanese were preparing for war.
However, the failure occurred because there was excess and conflicting intelligence on where the
attack might occur, which made it difficult for the U.S. to predict that Pearl Harbor was the
intended target. The collection methods of intelligence had been so successful that the amount of
irrelevant information made it difficult to discern what should actually be taken seriously and
what should be discarded (Dahl 31).

Lack of Intelligence Collected

At first glance, the belief that the U.S. did not have enough intelligence for proper
prediction may seem to be the opposite viewpoint of Wohlstetter. However, a closer look shows
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that it actually complements the fact that there was too much irrelevant intelligence. At the
forefront of this belief is author and scholar David Kahn, who does not object that the U.S. had
indications of the possibility of an attack, but suggests that there was no intelligence that
specifically suggested Pearl Harbor as a target. Kahn explains, “though war with Japan was
indeed expected, that expectation did not-could not- imply knowledge of an attack on Pearl
Harbor, for it is impossible in logic to leap from a general belief to a specific prediction” (147).
To illustrate this point, the U.S. managed to break the Japanese code in an operation called
Magic, but the messages were only diplomatic and shed no light on current military plans.
Despite the fact that the U.S. had reason to believe Japan was preparing for war, there was little
direct evidence that suggested they should take precautions for an attack on Pearl Harbor rather
than other strategic posts. In fact, many army and navy officials believed that an attack would
occur in Thailand or Russia before it would in the United States. Even with an overload of
information to analyze, the pieces of tactical intelligence needed to confirm an impending attack
were not collected.

Cuban Missile Crisis

Background

During the Cold War, tensions between the U.S. and Soviet Union reached an all-time
high in October of 1962. The nations were involved in an extreme confrontation as a result of
Soviet nuclear missile sites built in Cuba and the attempt to arm them. These sites were built in
retaliation for the U.S. missiles that were placed in Turkey and aimed at the Soviet Union. The
IC had failed to identify these sites until after their completion, when the U.S.S.R had already
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begun to send missiles to Cuba. Although an agreement for disarmament was reached in the end,
this event does not constitute a success for the IC. The intelligence failure here is the fact that the
U.S. did not identify and halt the construction of the missile sites much earlier. The delayed
warning to the Kennedy administration resulted in the U.S. and Soviet Union participating in a
series of potentially deadly interactions, where even one commander’s actions could lead to a
full-fledged battle. In retrospect, several specific events have been identified that could have
triggered missile fire, including “an American U2 pilot who accidentally flew into Soviet
airspace”, and a Soviet Captain who was determined to strike with nuclear weapons but was
dissuaded by another officer on his ship (Zegart, “Cuban Missile”). Many people believe this
event was the closest the world has ever been to a nuclear conflict.

Reasons for Failure

Too Much Information to Analyze

The U.S. had been collecting vast amounts of intelligence on the Soviet Union during the
Cold War, and the failure to identify the nuclear sites in Cuba was not due to the lack of
information, but rather having too much data to sort through. Scholar Amy Zegart describes this
fault as the inability to determine which information is relevant and which is misleading or just
unnecessary. In her words, “intelligence warning requires analysts to separate ‘signals,’ or clues
that point to an adversary’s future action, from a background that is filled with ‘noise,’ or
intelligence indicators that turn out to be irrelevant, confusing or just plain wrong” (Zegart,
“Cuban Missile”). Even before 1962, the U.S. IC had been receiving reports from Cuban
refugees that indicated missiles were being hidden, but most of these were not taken seriously
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because there had previously been an excess of false alarms (R. Clark 139). Looking back on the
3,500 human intelligence reports that indicated possible Soviet missiles in Cuba, only 35 were
seen as legitimate warnings of missile stationing.

Lack of Information Sharing

Another critical issue with the norms and protocols of the IC at the time was that the
organizational system did not facilitate information sharing. The structure did not ensure the
important intelligence would get to the policy makers or military officials who needed it to take
precautions. According to Zegart, even when analysts did identify signals from the excess noise,
their analysis often would get “lost in the bureaucracy” (Zegart, “Cuban Missile”). Had senior
officials been notified of the Soviet missiles sites more efficiently, the suspense of a possible
nuclear altercation would have been minimized. Sharing is essential because the proper
intelligence cannot lead to preventative action if it is not seen or heard by the appropriate people.

Cognitive Biases

Many intelligence analysts were focused on predicting the threats of the Soviet Union
and Cuba during this time period. Even knowing that the Soviet presence in Cuba was strong,
analyst judgments were influenced by several cognitive biases, including mirror-imaging and the
status quo bias (Walton 146). In the four National Intelligence Estimates leading up to the crisis,
analysts attempted to view the situation from a Soviet perspective, but still concluded that it
would be too risky for the Soviets to use their own forces to protect Cuba (Zegart, “Cuban
Missile”). Despite the fact that analysts had evidence that there was military buildup in Cuba,
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they continued to predict the status quo by reassuring that nothing out of the ordinary was
occurring. The NIEs suggested that deployment would not occur because it “would be
incompatible with Soviet practice to date” (Zegart, “Cuban Missile”). While some scholars have
deemed that Soviet action was unpredictable during the crisis, it is precisely these deviations
from past patterns that analysts should be considering and conveying to decision makers. As
stated previously, anomalies are almost always present in major security crises and should be
expected.

The September 11 Terrorist Attacks

Background

On the morning of September 11, 2001, two hijacked airplanes flew into the World Trade
Center in New York City, causing them to collapse and kill nearly 3,000 people. In addition, a
third plane struck the Pentagon and another was flown into the ground in rural Pennsylvania.
These attacks were carried out by a terrorist cell of al-Qaeda, an extreme Islamist group with
very openly anti-Western views. The surprise of this devastating tragedy has been considered by
many to be the greatest U.S. intelligence failure since Pearl Harbor in 1941. It was no secret that
al-Qaeda was a major threat to the U.S. as their leaders openly made statements urging the
killing of Americans as early as 1996. In the months leading up to the attack, Osama bin Laden
even boasted publicly about a large operation involving martyrs. However, U.S. intelligence
failed to predict this particular terrorist plot. There are a number of opinions on why it was not
identified and prevented, and two of the prominent explanations are that the IC had a lack of
information sharing or an ineffective prioritization process.
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Reasons for Failure

Lack of Information Sharing

Many pieces that were needed to identify the 9/11 terrorist plot were collected by the IC,
yet they were not analyzed together to create actionable intelligence. In the spring of 2001, the
number of reports indicating that a terrorist attack would occur in the U.S. dramatically
increased, but they were not pieced together. One specific example was the monitoring of two of
the hijackers at meetings in Malaysia and Thailand prior to the attacks. The CIA flagged the men
for suspicious activity and had indications that the men had returned to the United States, but
they did not notify the State Department or the FBI of their arrival. This meant that the
opportunity to continue tracking their activities in the U.S., which could have provided valuable
intelligence, was lost. Another unshared report called the Phoenix memo warned of ten Islamist
extremists training at flight schools in Arizona, but the memo was only disseminated to two FBI
offices and was not shared across the IC. With more agencies and more resources focused on
these individuals, it is plausible that the intelligence would have provided more clues of the
terrorist plot. In another instance, intelligence was effectively shared but important information
was lost in the transition from the FBI to other agencies in the IC. The report was about the arrest
of Zacarias Moussaoui, who had been training in the U.S. to fly an airplane, specifically on the
London-JFK route. However, the details about the FBI suspecting Moussaoui to be a hijacker in
training were left out of the shared report, making it seem like less of an urgent matter. Details
like these that slip through the cracks could be crucial pieces of evidence in determining the
overall scheme.
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In some cases, the unsuccessful transmissions were simply accidents, but overall the IC
was not known for having a particularly collaborative environment. One factor contributing to
the fault of inadequate sharing was the “compartmentalization of intelligence and the ‘need-toknow’ principle” (Wark 67). The differences in agency procedures and culture encourage
agencies to be reluctant to pass intelligence to each other. In the FBI, there were even
misunderstandings about what information was allowed to be shared, so employees often chose
to play it safe by restricting access.

Ineffective Prioritization

The threat from al-Qaeda was outlined in various reports, but did not receive the attention
it deserved by the IC in the months or years leading up to the 9/11 attacks. One reason for this
may have been that the process of prioritizing issues was rather inefficient and vague. According
to the Joint Inquiry, “intelligence officials found the process ‘confusing’ and ‘so broad as to be
meaningless,’ with more than 1,500 formal priorities for the National Security Agency alone by
September 11” (Zegart, “September 11”). The culture of individual agencies also played a role in
their prioritization methods. For example, the FBI was more focused on investigating past crimes
than attempting to collect intelligence on attacks that may occur in the future. Their investigation
on Khalid al-Mihdhar, one of the future hijackers, was labeled as a “routine” matter even though
analysts on the case believed it was a very important affair (Zegart, Spying Blind 158).
When intelligence officials did receive reports on the threat, they were often not taken
seriously or believed to be unlikely. For example, while the Federal Aviation Administration
explored the possibility that the suspicious individuals studying aviation could be planning to
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hijack an airplane and fly it into a U.S. landmark; they would not tighten security unless they had
specific evidence of a threat (Dahl 146). Reports on the threat from al-Qaeda were listened to by
the Clinton and Bush administrations and the IC was directed to continue to work on the issue,
but the threat was not seen as being urgent enough to dedicate the resources needed to uncover
the attack details such as place and time. During the Bush administration, the priority of
terrorism was actually downgraded in importance compared with the Clinton administration
(Betts, “Two Faces” 3).

Iraq’s Weapons of Mass Destruction Program

Background

In 1998, Saddam Hussein’s Iraq expelled United Nations inspectors from checking their
facilities after discovering that they were producing various Weapons of Mass Destruction. In the
following years, the Iraqi government claimed to have destroyed these weapons, but displayed
little cooperation with the U.N.’s further investigations, which was considered to be suspicious
by many U.S. analysts and officials. U.S. intelligence indicated confidently that the WMDs still
existed in Iraq several years later. As a result of holding this strong belief, President George W.
Bush threatened to invade the country to seize the weapons and topple the regime. However,
despite numerous reports reaching the conclusion that WMDs did exist, none were found during
the resulting Iraq War in 2003. This intelligence failure is unique in that it was not a failure to
predict an event or activity, but a failure to see the absence of information as an indication that
there were no WMDs in Iraq. Rather than being unable to connect the pieces of intelligence, the
Iraq WMD failure involved creating false links between information to create a believable
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prediction. This type of failure can be considered just as devastating as the others, as the military
action that resulted from it has led to years of consequence and over 100,000 estimated deaths.
Some speculations of how this occurred involve the belief that Iraq moved its WMDs across the
border to Syria before American forces encroached on Iraqi soil. While this is a possibility, the
event would still be considered an intelligence failure because the IC was unable to uncover this
movement and change the course of the invasion accordingly.

Reasons for Failure

Ineffective Analysis

To begin with, analysts were not well equipped to address the issue of Iraqi WMDs. They
did not have a lot of information about Iraq prior to the 1998 withdrawal of U.N. inspectors and
“were in a poor position to answer critical questions regarding the existence and state of those
programs, other than to rely on dated reporting and past Iraqi behavior” (George and Bruce 113).
In terms of obtaining more recent information, many of the reports that were relied upon to draw
conclusions were not very accurate. Analysts also believed that there were many more human
intelligence sources than there actually were, due to the procedure for identifying and protecting
clandestine sources (Betts, “Two Faces” 601). The National Intelligence Estimate that was
created regarding the WMD program did not convey the level of uncertainty regarding the
prediction. Rather than indicating that weak evidence was used, the wording in the document
made it appear that analysts were confident in their assessment (George and Bruce 202). On the
other hand, analysts who disagreed with the assessment also did not have strong evidence
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indicating that there were no WMDs in Iraq, so their opinions were not weighed very heavily
(Walton 206).

Confirmation Bias

Many individuals in the IC went into the research task with the preconceived belief that
there were WMDs in Iraq, which influenced their analysis of the available intelligence. Despite
having weak evidence of the presence of WMDs, many officials displayed confidence in those
few pieces of evidence causing others to perceive a solid prediction. Part of the reason this
mindset was so prevalent was the fact that Iraq did not properly account for the supposed
destruction of their WMDs to the United Nations Special Commission in 1998. To many
Americans, it “seemed obvious that it was in Saddam’s interest to demonstrate compliance with
legal obligations if it were possible to do so” (Betts, “Two Faces” 599). His past record of being
notoriously brutal paired with acting suspicious about U.N. inspections reinforced the view that
WMDs were still present. Analysts based some assessments on information given by a human
intelligence source known as “Curve Ball,” who ended up providing inaccurate information
about the development of WMD programs (CIA). Despite the fact that no one in the CIA had
met the source, his accounts were accepted because they supported the view that many analysts
already held regarding the existence of WMDs in Iraq. Other convincing information included
the fact that imports to Iraq continued to consist of materials, such as aluminum tubes, that could
be used to create and maintain WMDs. The inaccurate predictions were further perpetuated by
the dismissing of evidence that seemed to contradict the conclusion that was seemingly already
reached. One instance of human intelligence dismissed by the IC was a report where a French
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spy reported that Iraq “no longer had any weapons of mass destruction” (Walton 205). Overall, it
is much easier to collect evidence that suggests something does exist than to prove that it does
not.

Lack of Information Sharing

Retroactive review of the analysis leading up to the NIE regarding Iraq WMD shows that
the IC was not working collaboratively, and opposing opinions were largely excluded from the
production process. This lack of information sharing is different from in previous cases, because
the fault was not the inability to piece together key intelligence items, but that one agency took
the reins on the assessment and others were left out. The Senate Select Committee on
Intelligence (SSCI) determined that “information reporting…was withheld from analysts who
had a legitimate need to know the information” and the CIA analysts had access to a large
amount of intelligence that was restricted from other agencies (United States Cong. 472).
Furthermore, the October 2002 NIE was drafted by primarily the CIA, with little regard for the
opinions and input of the other intelligence agencies.

Sputnik Crisis

Background
While the majority of well-known U.S. intelligence failures are military, other types of
failures have the potential to be just as shocking and just as influential. This particular example is
included to remind readers that intelligence analysts provide assessments on issues that span far
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from the military realm. In 1957, the Soviet Union launched Sputnik, the very first space
satellite, and Americans were extremely caught off guard because they had largely
underestimated the progress of the Soviets in the field of satellite development. The widely held
belief of the public was that the U.S. would send the first satellite into space and the Soviets were
not a legitimate competitor. When the Sputnik launch took place, the “overwhelming public
feeling was a deeply felt sense of national crisis” (Divine xviii). This widespread panic
ultimately led to funding being reallocated extensively to education because people were
concerned that America’s youth were falling behind the same generation in the Soviet Union.
Additionally, the development of the U.S. satellite, the Vanguard, was expedited. The first
satellite in space was also significant because it established that national sovereignty did not
apply to the air above the Earth’s atmosphere. While this precedent happened to benefit the
United States, the Soviets had been presented with an opportunity to greatly influence the
protocol surrounding the activity of sending satellites into space.

Reasons for Failure

Principles of Impotence

Because scientists in the United States had not yet accomplished the creation of a satellite
that could be launched into space, most did not believe that the Soviets could have done so. This
bias, known as “principles of impotence,” describes the mindset where scientific experts who
have failed to conduct a successful experiment will assume that others could not have succeeded
either (R. Clark 136). In the case of the Sputnik crisis, Americans working on space technology
were confident in their progress but had not yet achieved the end result of a functional satellite.
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This led them to believe that the Soviets were also not yet capable of producing a satellite that
could be sent into space. This mentality may have also contributed to the development of a
satellite being a rather low priority, which is the next fault discussed.

Ineffective Prioritization

The United States had been promptly working on a satellite to launch into space, but did
not see the task as a top priority. The satellite that was being developed by the U.S., called the
Vanguard, was not very well funded and was pushed to the back burner compared to the research
priority of military missiles at the time. Originally, these two programs were combined but the
Defense Department chose to separate them in 1955 (Divine 4). The Eisenhower administration
misjudged the impact that the space race would have on Americans and the rest of the world. He
was described as being “genuinely puzzled by the panic over Sputnik” because he did not realize
that “the American public was ‘so psychologically vulnerable’” (Divine 17). Even after the
initial shock, Eisenhower still was unable to convince the public that the launch of Sputnik was
anything less than a crisis, and he ultimately ended up approving expenditures in defense even
though he personally did not think they were necessary.
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Chapter 4
Revisions in the Intelligence Community
Today, the U.S. Intelligence Community looks much different than it did 70 years ago.
Partly as a result of the major intelligence failures discussed, the IC has gone through several
restructurings and reorganizations. In addition, new tools and techniques for analysis have been
adopted. These revisions have shaped the nature of the IC today, but the improvements are far
from over. Professionals in the IC and scholars interested in intelligence analysis are constantly
assessing the practices of these agencies to enhance their accuracy. An overview of these
considerable changes and the events leading up to them will show the rationale behind the
modifications.

Reorganization
The origins of the IC stem from World War II, and although intelligence operations were
not organized into a structured system, they were crucial to gaining much needed information
about adversaries. The first notable changes that began to shape the IC as we know it today were
a result of the National Security Act of 1947, passed shortly after the end of WWII. This act
created the Central Intelligence Agency, which was the very first organization focused on
civilian intelligence, operating during and outside of wartime. The functions of the CIA were
originally somewhat ambiguous but the organization went on to become an extremely critical
powerhouse, providing analysis on foreign entities and carrying out covert operations. The
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Director of Central Intelligence (DCI) was created to lead the U.S. intelligence activities and
advise the President, until further revisions were made later on. In addition, the National Security
Council was created as a means for the President and other advisors in the executive branch to
discuss and decide upon matters of national security. These alterations were partially a result of
the intelligence failure of Pearl Harbor in 1941 in an effort to support more effective collection,
filtration and analysis of intelligence. In 1961, the Defense Intelligence Agency was added to the
IC, intended to be the organization that would bring together military intelligence and
consolidate analytical products. Another notable addition is the National Imagery and Mapping
Agency (NIMA) in 1996, which became the National Geospatial-Intelligence Agency (NGA) in
2003. It seems hard to believe that the IC was once functioning without these critical
infrastructures, but this serves as an example of the drastic improvements that could be possible
in the future.
More major changes took place shortly after the intelligence failure of the terrorist attacks
on the World Trade Center in 2001. Some of these were suggested by the 9/11 Commission after
conducting a thorough analysis of what had gone wrong in the IC leading up to the tragic event.
The first major reorganization after the attacks was the creation of the Department of Homeland
Security, which combined 22 agencies who were expected to collaborate with each other in the
new structure. This reorganization was challenging to implement as it involved shifting
thousands of employees and redefining agency roles. While this new department did create an
information analysis division, it was poorly integrated into the existing IC and relied on other
agencies for intelligence (Zegart, Spying Blind 173). In 2003, the Terrorist Threat Integration
Center was created by President George W. Bush as a specialized department to facilitate
information sharing on terrorism between the CIA, the FBI and the Pentagon. This division was
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assigned to essentially complete the same tasks as the previously established division in the
DHS. In the Intelligence Reform and Terrorism Prevention Act (IRTPA) of 2004, it was later
renamed the National Counterterrorism Center. This act also created a position called the
Director of National Intelligence, and the person holding this post would serve as the primary
authority over the entire IC, replacing the position of the DCI. In theory, this role was purposed
with ultimately being responsible for coordination efforts in the IC, but in practice it has not been
capable of the overarching authority that was intended. Many agencies retained almost all of
their autonomy from the DNI, especially the CIA, as it has historically been connected directly to
important government officials without the help of a liaison. The IRTPA additionally set new
standards for the analytic process, including agencies identifying a person who would bear the
responsibility of the finished intelligence product, even if they were not involved in its actual
creation (Lowenthal 155). While many of these ideas have been theoretically constructive, their
translation into practice was not as smooth as was hoped.
In 2003, the National Intelligence Priorities Framework was created as a formal method
of determining which topics, countries and actors were the most critical to focus on in the IC.
This standardized way of establishing priorities was intended to lower the risk that an important
issue is under-represented in analysis, like it had been during the Sputnik Crisis. The allocation
of IC resources depends heavily on this process. The actual framework has been revised various
times since its creation, and the priorities are typically updated twice a year. The structure of the
IC has changed drastically over the years, usually as a result of a major intelligence failure. Since
2004, there have been no major organizational changes in the IC, which begs the question; will
further improvements only be enabled by a future intelligence failure?
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Adaptation of Structured Analytics
To improve the accuracy of the products that intelligence analysts create, the IC has
adopted an array of techniques for studying critical issues in various ways. These structured
analytics help to narrow the scope of the problem when there is too much information to analyze,
and they can be used to deal with the “complexity of international developments, incomplete and
ambiguous information, and the inherent limitations of the human mind” (US Government 1).
Several of the intelligence faults mentioned earlier can be minimized by structured analytics,
especially the cognitive biases such as mirror-imaging, principles of impotence, and
confirmation bias.
In 2004, the Visualization and Analytics Center was created by the Department of
Homeland Security to begin to explore and utilize structured analytic software. Several types of
structured analytics, such as the Analysis of Competing Hypotheses and Analyst’s Notebook,
have already been widely accepted across agencies in the IC. This adaptation should be
commended and further expanded in the future. The main benefit to employing structured
analytics is that they allow analysts to bypass the restrictions of the human mind by minimizing
the effect of biases and supplementing the average working memory. The basis of what these
tools facilitate is the decomposition and externalization of an analysis problem (George and
Bruce 251). Essentially, this means that structured analytics help analysts to break down
problems and view the parts in various ways that will allow them to detect patterns and make
judgments.
Several categories of structured analytics include diagnostic techniques, contrarian
techniques and imaginative thinking techniques, as coined by well-known author of analysis
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techniques and former intelligence analyst, Richards Heuer, Jr (US Government 5). Diagnostic
techniques encourage products that indicate a degree of certainty and emphasize procedures that
clearly exhibit how conclusions were reached. A few of these tools include Key Assumptions
Checks and Analysis of Competing Hypotheses. The Key Assumptions Check method is used in
the initial stages of the intelligence analysis process to confirm that the basic information being
used for analysis is reliable and accurate. The idea is to go through any inferences made and
break them down to expose any inconsistencies and to identify factors that might cause them to
change (Heuer 7). In Analysis of Competing Hypotheses, evidence is entered into a matrix to
determine which of several hypotheses it best supports. After filling the matrix with the available
intelligence, the hypothesis with the most support is accepted as the most likely scenario. This
technique is useful for keeping track of evidence and clearly visualizing how conclusions were
reached. These diagnostic techniques are useful for reviewing the logic that resulted in particular
judgments and for displaying where there is a lack of evidence needed to formulate a confident
conclusion.
Contrarian techniques are often used to challenge beliefs that are widespread by looking
at the question from different points of view. Some examples of these tools include Devil’s
Advocacy and High-Impact/Low-Probability Analysis. The method of Devil’s Advocacy
involves reassessing beliefs that seem to be agreed upon by a consensus (Heuer 17). By being
critical of assumptions that seem to be obvious, alternative explanations can be revealed which
will either reinforce the original position or open up the team to recognize new possibilities.
When using the High-Impact/Low-Probability Analysis, attention is drawn to potential
circumstances that seem unlikely but could have a considerable effect. These types of events
may not otherwise be considered because they are seen as improbable, but it is important to
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assess them because precautions may still be worth taking it if the event would be catastrophic.
These contrarian techniques are useful for considering alternatives and for challenging cognitive
biases, such as confirmation bias and groupthink.
Lastly, imaginative thinking techniques are used to come up with alternative possibilities
that may not be initially included in the analysis. Some examples of these techniques are
Convergent-Divergent Thinking and Alternative Futures Analysis. The goal of the brainstorming
process known as Convergent-Divergent Thinking is to generate a variety of new ideas,
including and even encouraging those ideas that seem to be unconventional. The divergent phase
of the process involves first coming up with thoughts alone (typically on sticky notes) and then
secondly as a group (US Government 29). In the convergent phase, the group rearranges all of
the ideas to group similar concepts and prioritize the areas that seem to merit the most attention.
This process can be repeated several times or with different group members in order to come up
with new alternatives. The Alternative Futures Analysis technique is a method of assessing
possible outcomes when there are a variety of factors that could impact how a situation plays out.
This method selects several factors that would affect the scenario and predicts what would result
when those factors are in different conditions (US Government 34). For example, “Military
Capability” could be paired up with “Civil Unrest” and the alternative futures would be predicted
for if both factors were high, both were low, or one was high and one was low. Just as it sounds,
imaginative thinking techniques allow analysts to think outside conventional possibilities and
explore other conceivable scenarios. Overall, the implementation of these types of structured
analytic tools has been beneficial for facilitating objective analysis and ensuring that a multitude
of viewpoints are included in the analysis process.
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Challenges to Improvements
While some of the intelligence faults discussed have been greatly minimized, they
continue to pose problems in analysis and would benefit from further consideration. While it
would be unrealistic to strive for perfection, it is worth noting the many issues that are still
prevalent in the IC today. No major improvements have been implemented in the past ten years
and there is plenty of room for development.
Despite varied and repeated attempts to improve processes in the IC, many times standard
procedures prevail. New reforms will not be adopted if they “do not fulfill day-to-day
organizational needs- or if… they complicate operations and strain the organization’s resources”
(Betts, “Analysis, War, and Decision”). The top priority of these agencies is to continue to do
their jobs as usual; therefore disruptions from procedural changes will not be welcomed if they
hinder the established order of business. Several standard characteristics that Amy Zegart
believes impede reforms are the “hierarchy, centralization and specialization” aspects of the IC.
Certain aspects of the IC model, like technology, cannot be changed without also changing the
way that business is conducted (Zegart, Spying Blind 193). Additionally, excessive requirements
of the bureaucracy make it difficult to adopt new reforms or facilitate increased information
sharing within the IC (George and Bruce 213). Following the aftermath of 9/11, it seemed that
there was a bipartisan agreement for major reform in the IC, but it was still met with
“bureaucratic resistance, tepid presidential support, and opposition from key congressional
committee chairmen” (Zegart, Spying Blind 171). Even when reforms were pushed through,
many agencies, especially the CIA were very resistant to following the new orders and continued
to act in accordance with the norms from before the changes were made (183).
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Moreover, there is a limit to improvements that can be made given the nature of
intelligence analysis. As the process is qualitative, it is impossible to make predictions with
100% certainty. Furthermore, the confidence levels that are assigned to various assessments are
somewhat arbitrary, as there is no proven scientific formula for calculating this percentage.
Unlike other types of science, the hypotheses developed during intelligence analysis cannot be
tested and proved to be accurate (George and Bruce 183). Action based on analysis can even
change the course of the future; therefore there is no way of confirming that a prediction would
have come to pass. Contrary to popular belief, there is no “right” answer that will be found if
analysts line up the right pieces of information. As seen from the incident of Pearl Harbor, an
intelligence failure can happen if analysts are unable to “connect the dots,” but it can also occur
if too many dots are connected like in the case of the suspected Iraqi WMD program. Achieving
a balance between these two extremes is ideal, as attempting to form policy based on one of
these issues can be contradictory towards solving the other (Lowenthal 154). While revisions can
attempt to improve the success rate of intelligence analysis, failure is always possible.
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Chapter 5
Suggestions for Improvement
According to former CIA analyst, Stephen Marrin, “the best practices [of analysis]
described in the scholarship were not being followed by the practitioners” (6). Some of the most
prominent academic scholars of our time have released reports on their thoughts for practical
changes to IC norms and organization that could improve the process of analysis, from the
prioritization stage all the way to final analysis products. In Marrin’s account, he gives an
example of when he attempted to follow the suggestions of scholarship as an analyst by
providing multiple explanations for an event occurring. His report was rejected because the CIA
was only interested in him reporting one cause for the situation, even if there was no evidence
specifically supporting one hypothesis over the others (6). A fair amount of research conducted
on intelligence analysis is already available in academia, and has the potential to greatly advance
the IC’s capabilities. The following suggestions for improvement have been detailed in various
academic works, but as sophisticated as they may be on paper, they will not make any real
impact until they are applied in the real world.

Improving Workplace Conditions and Training

Many of the faults identified in this thesis were related to the analysis process itself.
However, it is important to consider that the organization and culture of the IC play a significant
role in the success of operations, even though it not as easy to identify a correlation to success or
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failure. In order to attract and retain the best talent in the IC, more effort must be spent on
ensuring that the intelligence analyst position is considered to be a professional and standardized
job, rather than a post only suitable for the artistically adept. The first step towards this goal is to
ensure analysts are doing valuable work and are rewarded for their successes. Unfavorable
working conditions for analysts drive them away from making intelligence analysis as their longterm career. This leads to the need to hire more new analysts who are inexperienced in the field,
resulting in less informed intelligence analysis. In 2005, an interview with analysts in the FBI
reported that they were tasked with taking out the trash, acting as security personnel and
answering phones rather than working on the actual intelligence analysis that they were hired to
do (Zegart, Spying Blind 190). Because there is no formal definition of what intelligence analysis
work entails, individuals employed as analysts may do anything from taking care of minor
administrative tasks to interacting with key decision makers involved in creating national
security policy. In Mark Lowenthal’s opinion, in order to encourage employees to make analysis
a long term career, the IC should pay more attention to the areas of “career management, career
progression and education and training” (157).
Secondly, the professionalism surrounding the analyst position is inadequate compared to
other competitive, corporate positions. Marrin attributes this imperfection to the idea that many
people see analysis as an art rather than a “highly developed profession” (129). One factor
contributing to this view is that the skills of intelligence analysts vary greatly, and the IC
imposes only a low level of competency standards (132). This unstandardized approach to
employing analysts makes it difficult to assess their performance and improve the process as a
whole. With the workforce in the IC becoming younger in age, measures are important to ensure
analysts with less experience are still suitable for the job (Lowenthal 156). One possible way to
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track progress and provide assistance to analysts would be to have a “coaching staff” responsible
for the evaluations that many managers would be too busy to undertake (Heuer). By creating a
suitable system for evaluating the quality of analysts, the reliability of analysis will improve.
Increasing the uniformity of assessing performances and practices can ultimately lead to
collectively determining the best approaches, which would then be disseminated across the entire
IC (Marrin 137).
In addition, analysts should be trained more extensively and in more than one specific
area. A report created by National Research Council, suggests that employees should be trained
in “the full range of analytical methods with strong scientific foundations, in areas such as
probability theory, operations research, and analytical history” (Marketing Weekly News). It
would be extremely beneficial if more analysts were capable of all-source analysis. With
different individuals working with different aspects of intelligence, it is challenging to see the
full picture. Even when information sharing is facilitated, the separate parties may not
understand it completely. For example, in the National Counterterrorism Center, analysts with a
specialization only in certain areas found themselves unprepared for the task of integrating all of
the intelligence to create a comprehensive finished analysis (Zegart, Spying Blind 186). Centers
like these will become ineffective if the individuals involved are not properly trained for the task
at hand. While there has been some development in this area with the creation of the CIA
University as well as other analyst schools, the IC is still years behind the programs that are used
in private intelligence analysis careers. Increased mandatory training will also contribute to
establishing a higher minimum competency requirement for analysts.
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Not only should analysts be trained in the practice of intelligence analysis, but also in the
theory, to increase their overall comprehension of the field (Marrin 143). Intelligence analysts
and officials are not typically well versed in the scholarship produced about their line of work,
which makes it unlikely that it will be used to augment the process. Most major improvements
have been made after intelligence failures, and an increased emphasis on intelligence literature
would help to encourage a proactive approach to improving intelligence analysis (Marrin 2).
Members of the IC do not have the time to research the best methods for enhancing the
intelligence analysis process, but scholarship can provide insight from individuals who do have
the time. After restructurings do occur, often times its success is not monitored and the original
issue is ignored because it is believed to be resolved (Marrin 134). The knowledge of intelligence
studies that is available in academia should be seen as a source for those in the IC to keep tabs on
past mistakes in an effort to avoid them (Marrin 4).

Target-Centric Analysis

In order to solve various issues at once, the IC may be overdue for a major organizational
shift in the procedural process. In intelligence literature today, there is very little support that
indicates the standard model of intelligence analysis is the best approach and should continue to
be used in the IC. One creative yet practical alternative model is detailed in Robert Clark’s book
Intelligence Analysis: A Target-Centric Approach. Overall, he describes his model as
“construct[ing] a shared picture of the target, from which all participants can extract the elements
they need to do their jobs and to which all can contribute from their resources or knowledge, so
as to create a more accurate target picture” (R. Clark 13). By consolidating all of the information
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on a specific target, this approach would work to solve the problem of information sharing by
facilitating cooperation between the various agencies across the IC. Figure 1 illustrates Clark’s
idea of a target-centric approach, showing how several ongoing processes are involved and the
various loops of analysis are centered on one specific target (14).

Figure 1: Target-Centric Analysis Process (R. Clark 14)

One of the most important aspects of this approach is that it includes all stakeholders,
even those from outside of the IC. This will promote objective assessments and a variety of
thoughts and opinions, as well as the capability to monitor more topics at once and more
complex issues. A critical difference from the current IC process is that the customers of the
intelligence would be part of the process as well. These customers include a diverse group of
positions and range from military personnel to local emergency responders. By including them in
the actual process, it is much easier for analysts to effectively communicate their findings and
their level of confidence in the research by interacting with the customers directly. Analysts will
also have the ability to follow up on the issue rather than simply handing off a report and
considered the job to be complete.
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By centralizing the process and pinpointing a specific target, the IC will be able to
cooperate more easily. According to former Director of National Intelligence, Admiral Dennis
Blair, some of the IC’s potential is hindered by the separation between agencies like the CIA and
NSA, which could collaborate to develop new collection methods involving both technology and
human intelligence. In his hearing about the progress of intelligence reform in 2011, Blair states
that while all agencies do their best individually, none of them have “all the capabilities
necessary, nor the overall responsibility for the end result” (U.S. Senate 2). One of his strategic
goals as DNI was to encourage an IC that operates as a single team, which could potentially be
facilitated by a model like Clark’s target-centric approach.

Structured Analytics and Visualization

In recent years, the IC has shifted towards utilizing more technical tools that have the
capability to structure intelligence analysis in a more objective manner than previously. This
adoption marks only the beginning of what should be an ongoing implementation of other, more
advanced, structured analytic tools. With new technologies being introduced and improved
rapidly, the structured analytics used by agencies should be reassessed on a regular basis and
developed further. Specific types of emerging technologies that should be seriously considered
are the use of visual analytics and the supplemental use of exploratory data analysis. These tools
will contribute to addressing the faults in the IC of having too much information to analyze and
lacking in information sharing between agencies and employees.
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Visual analytics can be defined as “the science of analytical reasoning facilitated by
interactive visual interfaces,” and it provides a platform where data entered can be organized and
analyzed in various different views and charts (Kerren 28). This takes typical structured analytics
a step further, because the visualization aspect of the data makes it easier for human users to see
patterns, compare the data, and identify critical pieces of information. The benefits of
visualization can be demonstrated by the example of Anscombe’s quartet, which was constructed
by statistician Francis Anscombe in 1973 (19). Figure 2 is a depiction of Anscombe’s Quartet,
which shows how data with identical statistical summaries can display very different patterns
when the data sets are plotted on a graph.

Figure 2: Graphs depicting Anscombe's Quartet (Schutz)
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The use of visual analytics can capitalize on the capabilities that the human brain already
has, aiding the natural process of cognition with visual perception (Few). Several other benefits
of visualization, according to the Harvard Business Review, include efficiency of filtering
through large data sets, discovering new perceptions and sharing insight with others (Sviokla).
The IC has already begun to take advantage of this type of technology by using software called
Palantir, which consolidates intelligence collected from various agencies and law enforcement
entities by sifting through several different databases. This helps to solve the lack in information
sharing as well as the issue of sorting through an enormous mass of data. In addition, analysts are
able to more easily make sense of the data through visualization. While the Palantir software has
proven effective in several cases, including identifying bombing networks in Syria, some other
visualization tools may also represent the future of visual analytics.
Two of these programs include Jigsaw and VizCept, which are both instruments for
exploring textual data sets in order to organize and analyze qualitative information. Jigsaw can
be used in a variety of ways by different types of analysts, but its core uses include searching,
comparing and reviewing documents, as well as using the display to present analysts’ findings to
other people (Gorg et al. 37). Additionally, the creators of Jigsaw specifically studied the
processes that intelligence analysts employ and built their software using that knowledge in order
to cater specifically to the IC. For example, Jigsaw features were developed considering the
observation that analysts tend to seek information that invalidates multiple hypotheses rather
than focusing on confirming one specific hypothesis (Gorg et al. 31). Figure 3 shows an
example of the Word Tree View, which is one of the ways Jigsaw can organize text from various
documents.
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Figure 3: JigSaw Word Tree View (Gorg et al. 35)

The second software mentioned, VizCept, was developed similarly for analysis purposes,
but it also provides a feature that allows multiple users to collaborate on one workspace, adding
their own information to supplement the information that their colleagues have been working
with. The creators of VizCept describe this platform as “shared visualization in an integrated
environment” (Chung et al. 107). This involves consolidating various charts and graphs that are
deemed important by different analysts, differentiating their contributions using color-coded tabs
and a function for making suggestions on the additions of other individuals (Chung et al. 114).
This type of approach would complement the model of target-centric analysis appropriately
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because different stakeholders would be able to contribute their data to the analysis, creating a
more complete display of the overall topic or situation.

Exploratory Data Analysis

When working with numerical data sets, visual analytics can also be used to show
statistics in different representations that encourage Exploratory Data Analysis (“EDA”), a
concept that was first coined by a statistics professor named John Tukey in 1977. The concept of
exploratory data analysis is a method of studying quantitative data in the initial stages of
analysis, when hypotheses are being developed. The basic premise is to view the data in various
charts and graphs that may provide new insight the analyst had not initially considered. This
process is “characterized by flexibility, skepticism, and openness,” and helps the user to
brainstorm new relationships and patterns in the data set (Pertl and Hevey). If the intelligence
being used is qualitative, it would first have to be translated into a numerical data set, such as by
ranking, but then can still be analyzed with EDA. An example of a resource more catered for
numerical data would be Tableau software, which takes an uploaded data set and offers
representation capabilities including bar graphs, histograms, scatter plots, heat maps and several
others. Figure 4 shows an example of how a variety of chart types can be used to show similar
data sets, creating a comprehensive picture of the issue at hand.
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Figure 4: Tableau Software Visualization (Jones)

These technologies are still developing, and the features will continue to improve. The IC
would benefit greatly from monitoring visual analytic software packages and assessing which
ones will be most useful for their analysts based on the capabilities they have to offer. An ideal
software would be one that filters through masses of data, combines qualitative and quantitative
visualizations, has collaborative functions and is developed specifically to cater to the processes
of intelligence analysts and their customers.
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Chapter 6
Conclusion
The Intelligence Community has come a long way since its inception, but the opportunity
for improvement will never cease to exist. Some faults are inherent to intelligence analysis and
can be minimized, but not eliminated entirely. Nevertheless, more advancement will always be
of value when it comes to identifying and resisting threats. First, the IC should improve
workplace conditions and training of employees, especially intelligence analysts. In order to
ensure the best quality work, it is important that the workers are well-equipped to do their job
effectively and are incentivized to put forth their best effort and pursue a long term intelligence
career. Second, the IC should consider rearranging their overall process model to follow the
target-centric approach, which will facilitate more information sharing and will work to reduce
bureaucratic obstacles. Lastly, visual analytics and exploratory data analysis should be
incorporated more frequently across the IC to encourage imaginative thinking and create easy-touse intelligence analysis products. Intelligence analysis is a complex and far-reaching field that
can never be perfected, but lessons can be learned from past mistakes to set the stage for a
brighter future.
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