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ABSTRACT
Smartphones are becoming very popular in today‟s society, but is the popularity of
security options and safety growing along with it? This study explores the average college
student‟s perception of smartphone security. I will be examining the respondent‟s use, safety and
security devices on both laptop/desktops and smartphones. The participating students were
sampled from a large northeastern university and were asked to complete an online survey. The
data was examined using statistical analyses to see if the average college student will rate their
level of security on laptops/desktops higher than that on their smartphones. I will be looking at
many factors including, gender, school year, history of computer security incident, level of
computer knowledge and level of risk tolerance. If a relationship is found to exist, this study can
be used as initial evidence that more education and training on smartphone security is necessary.
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Chapter 1
Purpose for Research Study
Smartphones are a large part of society today which highlights the need to consider the
importance of smartphone security in one‟s daily life. According to Mintel‟s report on mobile
phones in the US, 2012 saw mobile phone sales reach $37,996 million. They have forecasted
sales to continue to increase and reach $48,287 million in 2017. Of users with mobile phones,
48% use email and 43% use the Internet on their phones (Hulkover, 2013). Surfing the Internet
and checking email from unknown sources without the proper security is a major vulnerability to
an individual‟s private personal information and ease of completing day to day tasks. Users need
to keep their personal information such as credit card information private to avoid identity theft
and other troubles. They also should be aware of the security options available to help prevent
theft.
In this study I will be looking at smartphone and laptop owner‟s current usage and
perceived safety on each device. I am also going to look at security options the respondents are
currently using or have enabled on their devices. The key variable I will be studying is perceived
security which is defined as the safety and comfort level one feels while using each device. Even
though users perform similar functions on both laptops and smartphones, the purpose of the study
will be to see if they have similar security perceptions and functions.
Through my research, I hope to show that many people are unaware of the vulnerability
of unsecured smartphones. In this study I want to prove that users don‟t view smartphones the
same way they do laptops. My hope is that the field of security can view this study as a warning
sign to educate people more so smartphones can be used with the same comfort as laptops. I also

2
want to look at the impact of a person being risk adverse versus risk tolerant and someone with
little computer knowledge versus someone with greater computer knowledge. I also think that
people who have suffered from a computer security incident will be more likely to have stronger
security. Finally, this study will also look to analyze the use and perceived security on
smartphones compared to laptops/desktops. I will look to see if there are functions users are still
more comfortable performing on smartphones.
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Chapter 2
Smartphone Security Background
The phone has come a long way since Alexander Graham Bell‟s telephone in 1876. In
2007, Apple announced the visionary iPhone and Google announced the Android operating
system. These two companies ushered in the age of smartphones. According to a report from The
Guardian in 2012, Apple sold 4.7 million units in just its first quarter of sales (Arthur). This made
up 13% of the market at that time. In 2010, Android came out with Android phones that had full
touchscreens, just like Apple‟s iPhone. After three months the phone gained 10% of the market
(Arthur).
The year 2012 saw history when a study published by Canalys showed a higher number
of smartphones shipped than PCs. The shipment of smartphones grew 62.7 percent from 2011 to
a total of 487.7 million compared to the 414.6 million PCs (Mogg). These numbers prove the
growing popularity and use of smartphones. With this increase and subsequent change in
popularity, companies need to evolve along with the market to interact with their customers.
Many banks have created mobile applications to deposit checks and transfer funds. Web browsers
and other applications allow users to post personal information and shop from their smartphone.
To create and maintain these applications, companies spend a lot of money and man hours.
There is a lack of knowledge among the general public on the importance of smartphone
security. A study conducted by AVG Technologies Inc. found “an alarmingly low percentage (of
smartphone users) are aware of the security threats and lack a sufficient knowledge to protect
them” (Kass, 2011). The expanding smartphone industry is going to continue to thrive with more
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technology and use options. People are tuning to their smartphones to complete more and more of
their everyday tasks.
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Chapter 3
Literature Review
Androulidakis and Kandus (2011) examined university students and how they
downloaded software to their mobile phones. The study looked at two main research questions.
The first one focused on how students downloaded software to mobile phones. The researchers
wanted the user‟s to reflect on whether or not they download software and if they do, what kind
of software they downloaded. The second research question asked about perceived mobile phone
security. It was spilt up into two more focused questions: “are you informed about how the
options and technical characteristics of your mobile phone affect its security?” and “how secure
do you consider communication through mobile phones?” These questions are meant to rate
user‟s security knowledge and awareness as it relates to mobile phones. There are many different
variables that this study looks at. The main variable studied is the amount of downloading
depending on many different variables. The variables measured against downloading percentage
include, country, sex, bill amount, field of study, age, password protection, antivirus and backup.
The method used for acquiring the information was a multiple-choice questionnaire. The face-toface survey was chosen because it was “more accurate and has a higher degree of participation
from the respondents” than e-mail questionnaires (Androulidakis and Kandus, 2011). Researchers
wanted to target University students aging from 18 to 26. The questionnaire had two sections.
One section contained demographic questions and mobile phone usage and qualities. The next
section asked about security knowledge, practice and feeling questions. The survey concluded
that users‟ security awareness and behavior correlate to downloading characteristics. When it
came to mobile phones, 47% of the participants don‟t download at all. It was found that men are
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more actively downloading overall and especially with games and applications. An even more
alarming figures was that users knew there was antivirus for their phones and still did not use it.
In their concluding arguments, the researchers believe that “marketing efforts combined with
educational programs to raise awareness and security” should increase.
A convenience sample is used to disseminate the survey. The researchers explain why
this was the best sampling method with their circumstances. It is important to note the
characteristics of the convenience sample and this study doesn‟t. For example, handing out
surveys in the business building would have different results than handing out surveys in the
education building or in a central gathering place. One of the main criticisms I have about this
article is it doesn‟t account for the type of phone used by the participants. Participants with a
smartphone opposed to a basic phone are going to have different possibilities and options. There
are a couple of possible future areas of interest not addressed in this article. As mentioned earlier
I would like to see this survey done in other areas of the world. I would be interested to see if
similar results came from places like the United States. My survey will be taking place on a large
Northeastern university. In addition to other locations, the researchers could have looked at the
respondent‟s general information technology knowledge. In all of the statistical tests the amount
of downloading is always against all of the other variables. In my survey I want to test multiple
breakdowns to view the different slices of data.
Zhu (2012) examined mobility patterns from several dimensions like application
breakdown, device types and user roles. He also was interested in the data service usage. The
main three types of data services are HTTP, MMS and SIP. One of the main research questions
was whether there were differences between usage type and type of device. For example, if there
was a difference between PDA phones and BlackBerry in the fraction of users that use mail
applications. Another question was the difference between roaming users and their data usage. In
the case of the user roles the independent variable is the type of user (roaming or local) and the
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dependent variable is the status of whether or not they access data. The other study looks at the
usage type (mail, ringtones etc.), phone type (PDA, BlackBerry, etc.) and the number or fraction
of users that use the different usage types. The researcher used one of the largest cellular network
carriers in the U.S. and performed a data trace. The data trace collect any session level
information for all communications that took place between any two endpoints. The trace lasted
from April 16, 2009 to April 22, 2009 and contained about 2 million users. The study proved that
there are major differences between certain device types and the usage type. It also showed very
similar uses between laptops and PDA phones. Another conclusion from the study was the
difference in data usage between local users and roaming users. 81.6% of local users accessed
data whereas 8.67% of roaming users accessed data.
One of the more interesting and unique items about the study was the focus on roaming
versus local users. Previous studies have not considered the difference between the two groups.
The source of the data really captured the entire picture of data usage for the company. A possible
problem could be with the types of phones the company allows on their network. For a long time
iPhones were only allowed on the AT&T network. A study that possibly doesn‟t consider iPhones
is losing a significant portion of smartphone users. The gathering of data only took place once for
one week. It would be interested to see if anything significant occurred during that week that
could have skewed the data. In order to avoid this data could have been sampled from a couple of
other weeks. This may not have been available to the researcher depending on the deal with the
cellular network company he was using. The main thing not addressed in this article is the aspect
of security. It mostly focuses on the data usage of customers, but security could definitely be
another area of interest. I think a difference in security settings between roaming and local users
could be nice addition to my survey. Another future area of research could be differences in
locations. The researcher could compare different time zones or urban vs. rural differences.
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Allam (2009) aimed to look at the gap between a software consultancy‟s current overall
and smartphone security and the necessary security to comply with current standards in his
research. The main research question of the article is “how can a software consultancy
organization measure the vulnerability gaps that exist between its existing security solution and a
smartphone security solution so it conforms to both the COBIT 4.1 framework and the ISO27002
standards?” The variables in this study were the level of responsibility, and the level of
importance for each item asked. The level of responsibility was broken into two categories, either
an individual‟s job required them to be responsible for security requirements or not.
The questionnaires were given to software consultancy organizations that volunteered to
participate. The researcher asks that the surveys be distributed to employees at different levels of
the organization. The overall result of all the questions was examined and found to have an
average of .8 which is between neutral and low importance. This supports the claim that
“employees do not perceive smartphone security to be of moderate or high importance to their
organization” (Allam, 2009). The average for respondents who were responsible for security was
only a little higher than respondents who weren‟t, but both still fell in between neutral and low
importance. The question that received the overall highest score was “smartphone users are
aware of who owns the data processed and stored on their device” with a rounded average of
1.31.
The main limitation of this study was the distribution of the questionnaire. This sampling
strategy makes it difficult to determine if the companies that volunteered for the study were
representative of the larger population. Within the companies, I would have ideally set up a
stratified sample to ensure all the different subgroups were surveyed instead of just asking. The
Likert scale and the methods surrounding it were good. In the rating scale low importance is rated
higher than neutral. I would be interested to see whether others would agree with this placement. I
would think users would have a harder time choosing between neutral and low importance.
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The questionnaire seemed to cover a lot about smartphone security but I think there are
other slices to be made from the data. I think that looking at differences in age groups would be
very interesting. It could be possible that the younger technology-savvy employees know more
about security or that the older employees have learned from experience. A comparison between
the gender of employees and the perception of security could yield results. The future research
that is most clear is expanding this study to businesses other than software consultancies. Almost
all businesses use smartphones to improve day-to-day and overall operations. Security in all these
organizations is important and should be measured.
Felt‟s (2012) research topic focused on the security of smartphones and the third-party
applications that users can install on them. Malicious application creators can use the resources
the applications need to steal personal information or gain access to certain parts of a smartphone.
The first research question asked users about their level of concern when it came to 99 risks about
smartphones. The second question asked users to judge their reactions to different warning
messages. The independent variables in this study were the 99 different smart phone risks the
researchers came up with. These risks covered a wide range of smart phone features and
situations. The dependent variable is the user‟s opinion on the severity of the risk. The
researchers used two methods to gather data. The first was a survey that asked users about their
opinions on apps performing certain tasks without user approval. The second method was an
opened survey to gather more rich data about certain risks. The risks that ranked the highest in
user concern all dealt with permanent data loss or financial loss. Risks that ranked the lowest in
user concern dealt with phone settings or the sending data to servers without permission. An
interesting item that came out of the open ended discussion was that some users held service
providers responsible for malicious applications. This is interesting because service providers
have no control on the applications the user decides to install on his smart phone.
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The main limitation of this study was the representativeness of the population. The
sample seemed to contain people with a greater knowledge in technology. The people who
frequent Mechanical Turk may be more familiar with computers and have more years of
education. The VUR rating needed more explanation and backing. There was no description of
why the researcher chose it over other ratings. A better measure would allow a score that meant
something by itself not just against other risks. Future research in this area should ask users about
security on their phone. The whole survey alerts users to the main things malicious applications
can perform without consent from the user but has no measure of any preventive techniques. The
study I am completing will measure if the user has taken any measures to become more secure
and to stop some of the things this research mentioned.
Mashevsky (2005) explores the growth of malware. Malware is any virus, worm, rootkit
or malicious code that does harm to computer or network system. The two research questions of
this study are “what makes you open suspicious messages?” and “how often do you update your
security solution?” These questions are important because they get at the greatest weakness in any
security plan, the users. The first variable is reason for opening email. The second variable in this
study are the time of update. The researcher mentions that it was a Kaspersky Lab user poll which
doesn‟t tell the reader much. It is also stated that the survey took place online. The first question
yielded interesting information on why users open suspicious email. Only 55.2% of the people
surveyed said that they never open suspicious email, leaving 44.8% vulnerable to attacks. The
biggest reason why people opened the messages is because of curiosity. The second question
dealt with the speed at which users update their security. The Internet poll found that only 14.6%
of users update daily and 10.3% after an update is released. At the current rate of zero-day
vulnerabilities updating after either of these two times leaves the user vulnerable to attack and
infection.
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The main limitation of this article that I have identified relates to the selection of the
participants and dissemination of the survey. The article doesn‟t address either of these issues.
The reader has no idea whether the sample was a fair representation of the population. There is no
mention of how the participants were chosen or found out about the survey. I would assume this
was a convenience sampling and data on the sample representing the population is needed. In
order to improve this article the researcher could analyze more risky behaviors. The only one
represented in the paper is suspicious email. There are other actions like visiting suspicious
webpages or entering personal information into sites that could be looked at further. Analyzing
these behaviors or ones like it can give the reader a better look into the reasons why average users
perform risky behaviors.
The articles discussed above reviewed provided an overall picture of smartphones. The
articles all used some sort of self-report method and most were convenience samples. The
different articles have all used different scales and ways to measure the knowledge of security. By
looking at the strengths and weakness of each, I can shape my scale and survey based on what is
best. In Allam‟s (2009) research he used a scale from “-2” meaning not very important to “3”
meaning very important. Most scales were not like this and I thought it was interesting how the
scale was not even on both sides. Overall users seem unaware of the potential threats. Felt‟s
(2012) research showed that users are not happy with certain problems that are due to a lack of
security. Allam (2009) showed that even a highly-technical company like a software consultancy
did not view security in a high enough regard. The articles I reviewed above have shown that the
average user is unaware of the necessity of security overall. Given that smartphone security it is
such a new problem, there is not much research on it. This study will bring to light the problem
with everyday user‟s perception of security.
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Chapter 4
Study Methodology

Participants
To define my anticipated sample, I will first define my population. For the ease of
sampling, the population will be college students at a large northeastern state university. The
sample was a large number of students across all years of study. The students were from Penn
State University. In the 2013/2014 school year, Penn State has an undergraduate population of
about 35,000 students with degrees across twelve different academic colleges.

Procedure
The survey was constructed using the online tool, Qualtrics. Qualtrics is a universityapproved survey software that allows the user to easily create, disseminate and collect results for
surveys. The survey was distributed through an online link. The link was given to students via
list-serve emails and class Facebook pages. The survey was active for a week from February 4,
2014 to February 11, 2014. A successful completion of the survey was defined as answering all
the questions given as well as stating “Yes” to the questions, “Do you own a Smartphone?” and
“Do you own a Laptop or Desktop Computer?” Out of the 85 responses to my survey, there were
66 students that successfully completed the survey.
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Measures
The survey was divided into six sections (the full survey can be found in Appendix A).
The first page contained information about the survey itself and served to ensure the responder
was providing informed consent. The second page contained questions related to demographic
information. The respondent was asked for their gender, year, whether they owned a smartphone
and a desktop and if they were ever the victim of a computer security incident. The next page
contains two groups of questions to derive the respondent‟s level of computer knowledge and risk
aversion/ tolerance. The questions on both of these last two pages will be used to further
breakdown the overall objectives discussed later in this section.
The next page is about laptop/desktop and smartphone usage. In order to measure how
safe students feel performing different actions of each device, it is important to understand what
students use each device for. This section asks the respondent to report how often they use six
different functions of a laptop/desktop and then a smartphone. The six functions are online
banking, social networking, Internet surfing, email, online gaming and e-commerce (shopping).
The question asks “I often perform the following actions will using each device” and uses a
Likert scale ranging from strongly agree to strongly disagree to answer. In this question, I want to
see if there is a difference in the amount that students use each function on a smartphone versus a
laptop/ desktop.
Using the same six functions as the last section, this section asks the user to agree or
disagree with how safe they feel performing the functions on a laptop/desktop and then on a
smartphone. The respondents are asked to take into account the safety of their personal
information when answering. I used a 5-scale Likert scale. The questions here get to the heart of
my research question, is there a difference in perceived safety between a laptop/desktop and a
smartphone. I am going to breakdown this question with many smaller questions. I want to first
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see if there is an overall difference in perceived security combining all functions together. I then
want to look at the different demographic areas and see if there is an overall difference between
them. To just name a few of the examples, I will look at sex versus overall perceived security,
victim history versus overall perceived security and risk aversion/tolerance versus overall
perceived security. After that is competed I want to break down the differences in perceived
security for each of the six functions.
The final section deals with any measures students are using to mitigate security risks on
their devices. In this section, the survey asked respondents rate their agreement about how often
they use six different security technologies on both laptop/desktops and smartphones. The six
technologies are password protection, remote locate lock and wipe, back-up data, apply system
updates, VPN for Wi-Fi hotspots, and anti-virus software. Again a 5-point Likert scale was used
to measure the response. From this information I am looking to see if there is an overall
difference in security and then to break it down between the six technologies. Just like the last
section, I will break down this response between the different demographic groups.
The survey had many Likert scales, so I had to transform the data for comparisons. The
questions that contained Likert scales had the answers rated from 1 to 5, 1 for strongly agree and
5 for strongly disagree. There were three questions that dealt with computer knowledge. These
three questions were averaged for each respondent to compute overall computer knowledge.
Scores less than 2 were categorized as „High‟ and scores 2 to 3 were categorized as „Moderate‟.
There were no scores that averaged more than 3. The next three questions dealt with computer
risk/tolerance. These three scores were also averaged for each respondent to compute an overall
computer risk ideal. Scores less than 2.5 were categorized as „Tolerant‟, scores between 2.5 and
3.5 were „Neutral‟ and scores more than 3.5 were „Averse‟.
In order to analyze and test all of these items, I will be using hypothesis testing with ttests, confidence intervals and analysis of variance. The statistical software I will be using to run
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these test is SAS (Statistical Analysis System). For analyses with only two options, like gender,
and one response variable, I will use a 2-sample t-test. If there are more than two options, like
school year, I will use a one-way analysis of variance (ANOVA). In both cases, a 95%
confidence interval will be created and boxplots will be shown.
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Chapter 5
Results

Differences in Functions
The first research question dealt with the difference in the use of six functions on a
laptop/desktop versus a smartphone. These values come the responses of questions 9 and 10
(Appendix A). The SAS code and output of the t-tests can be found in Appendix C. The boxplots
are shown. Online banking was the first function examined. The average score for online banking
on laptops/desktops was 1.92 and the average for smartphones was 2.68. This leads to an average
difference of -0.76.
Figure 5-1 Online Banking Use Difference

Using a t-test we found a p-value of less than .0001 and the difference was significant. Figure 5-1
also shows that the 95% confidence interval does not include the value 0. Students perform online
banking more often on a laptop/desktop than on a smartphone.
The second function is frequency the respondent uses social networking. The average
score for laptops/desktops was 1.27 and 1.32 for smartphones. 1.32 was the lowest rating for
smartphone functions, meaning it was used the most often. The difference in the two averages is 0.05.
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Figure 5-2 Social Networking Use Difference

After running the t-test, the difference in social networking on laptops/desktops and smartphones
shows no significant difference with a p-value of .52. The value 0 is found in the 95% confidence
interval (shown in Figure 5-2) making the difference not significant as well.
Internet surfing usage was considered next. Laptops/desktops had an average score of
1.30 whereas smartphones had an average score of 1.88. The average difference between the two
was -0.58.
Figure 5-3 Internet Surfing Use Difference

After looking at the t-test, which resulted in a p-value less than .0001, there was a significant
difference. Figure 5-3 proves this by showing that 0 is not within the 95% confidence interval.

18
Email had the lowest score among laptop/desktop users with 1.24. This means that on
average email was used the most often of all the functions on laptops/desktops. The average score
for email use on a smartphone was 1.47 leading to a difference of -0.23.
Figure 5-4 Email Use Difference

Again the t-test, with a p-value of .04, and 95% confidence interval (Figure 5-4) show that the
difference is significant. Email is used more often on laptops then smartphones.
The next function that was analyzed is online gaming. The average for laptop/desktops is
3.48 and the average for smartphones is 3.23. This leads to an average difference of 0.25. The
score of 3.48 was the lowest for laptop/desktop users, meaning it was used the least often.
Figure 5-5 Online Gaming Use Difference

Figure 5-5 shows that 0 is inside the 95% confidence interval leading to the difference not being
significant. The t-test also proves that the difference is not significant by resulting in a p-value of
.13.
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The final function the survey covered was e-commerce (shopping). The average
laptop/desktop score was 2.02 and the average smartphone score was 3.47. This resulted in a
difference of -1.45, the greatest of all the functions studied.
Figure 5-6 E-Commerce Use Difference

It is clear that the 95% confidence interval does not include 0. The p-value of the t-test is less than
.0001. Both of these facts lead to a significant difference, meaning students shop on their
laptop/desktop more than their smartphones.
In summary, I found significant differences in the uses of online banking, Internet
surfing, email and e-commerce. The differences in all of these functions were negative, leading to
a result that uses performed these four functions more frequently on a laptop/desktop than on a
smartphone. There are several possible reasons why I found differences among these functions.
One could be the quality of user-interface. The size of the screen on a laptop/desktop and the
website allow user to see and do more at one time. Surfing the Internet and shopping online may
be more effective and time efficient on a laptop/desktop than a smartphone. The difference in
email use is a clear example of the quality of user interface. Many people prefer typing emails on
a full keyboard and not the touch keyboard usually found on smartphones. If the function was just
limited to checking email and not responding, the results could be different. Another reason for
the difference could be perceived safety. On laptops/desktops, users may have installed more
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security options like anti-virus and malware to secure themselves. Online banking and ecommerce require the user to input personal information, credit card numbers and financial
account numbers. A user would give up this information more often in a place they feel secure. In
order to study this reason more, differences in safety will be studied.

Differences in Safety
This section focuses on the main research question of perceived security. The response
variable I will be using is the difference of the average scores of question 11 and 12 (Appendix
A). At first I will look at the overall average score across all six functions. I will break down the
overall differences further by comparing it with the demographic information. Finally, each of the
six functions will be compared individually.
The overall difference will be computed by taking each respondent‟s average across the
six functions. The overall average for feeling safe on a laptop/desktop was 2.02 and 2.22 for a
smartphone. After computing the t-test and looking at the confidence interval, we can see that
there is a significant difference between the two. The p-value was .0003 and the confidence
interval is shown below (Figure 5-7).
Figure 5-7- Overall Security Differences
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The next item I wanted to examine was any difference between men and women.
Although only 19 males responded versus 47 females, it was still important to see if there was a
difference. The mean difference for men was -0.23 and -0.19 for women.
Figure 5-8- Gender Differences

After performing a t-test analyzing male (gender 1) and female (gender 2) no significant
difference was found (Appendix C). The lack of significance is also visible in figure 5-8 (above).
Another item of interest was whether the respondent had a history of a computer security
incident. I wanted to look at if being a victim of an attack had an impact of the difference between
laptop and smartphone security. Answering yes to being a victim was coded as “1” and no was
coded as “2”. Again, there was no significant difference found after performing the t-test. The
figure 5-9 below also illustrates this point.
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Figure 5-9 Differences in Victim History

The next demographic question involved the respondents year in college. The
respondents were classified into four different groups: freshman (coded as 1), sophomore (2),
junior (3) and senior (4). A one-way ANOVA was used to measure any differences. The test
resulted in no significant difference found between any of the groups and the boxplot below
shows very similar results (Figure 10).
Figure 5-10 Differences in School Year
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In addition to the demographic questions above, the respondents were asked questions
regarding their computer knowledge and their computer risk behavior. Question 7 (Appendix A)
involved computer knowledge and respondents were broken into two groups, high and moderate
based on their answers. Based on answers to question 8 (Appendix A), respondents were broken
in to three groups: averse, neutral and tolerant. One-way ANOVA tests and boxplots were
constructed and analyzed to see if there was any difference in safety perceptions. The tests
(Appendix C) and the boxplots (Figures 5-11 and 5-12) did not display any significant results.
Figure 5-11 Difference in Computer Knowledge
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Figure 5-12 Differences in Risk Behaviors

The next step in breaking down the safety data is to look at each function individually.
This is similar to what how the use questions were broken down. This will show whether there is
a difference in the perceived safety of using a laptop/desktop versus a smartphone in the six
functions of online banking, social networking, Internet surfing, email, online gaming and ecommerce. In order to analyze the data, t-tests were used on each of the functions. In total there
were two functions that had a significant difference: online banking and e-commerce. Both of
these differences had p-values less than .0001 and were very significant. In both cases users felt
safer on their laptop/desktop than on their smartphone. In these significant functions the user
shares a lot of their important personal information. One of the reasons people feel safer on
laptop/desktops could be that they use the device more often at home with a trusted network
versus a public network. It could also be that there are more safeguards on the website versus the
mobile banking application. All of the tests can be found in Appendix C and the resulting
boxplots are found below (Figures 5-13 to 5-18).
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Figure 5-13 Online Gaming Safety Differences

Figure 5-14 Social Networking Safety Differences

Figure 5-15 Internet Surfing Safety Differences

Figure 5-16 Email Safety Differences
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Figure 5-17 Online Gaming Safety Differences

Figure 5-18 E-Commerce Safety Differences

Differences in Security Options
So far the perceived safety of laptop and smartphones has been measured. Next the actual
security devices in place on each device will be examined. The survey measured the use of six
common security devices: password protection, remote locate/lock and wipe, data back-up,
system updates, VPN for Wi-Fi Hotspots, and Anti-virus software. The respondents were asked
how often they used each feature on a laptop/desktop and then on a smartphone. The same 5point Likert scale was used to measure the responses.
The first device analyzed was password protection. This simply meant enabling any type
of password in order to logon or access the device. The average score for laptops/desktops was
1.44 and was 1.91 for smartphones. Using a t-test to analyze this difference, a p-value of .0004
was found. The difference is significant according to the test and the confidence interval
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constructed below (Figure 5-19). Students use passwords more often on their laptops than on their
smartphones. I was surprised to see a difference here due to the popularity of passwords on both
devices. The difference could result in the other uses for laptop/desktops versus smartphones.
Laptop/desktops have large storage capacity. Many important documents, pictures and data are
kept on these devices, whereas most of the memory on smartphones is used for applications and
music. Something interesting to look at in the future would be to see if the strength of passwords
between the devices is different.
Figure 5-19 Password Protection Differences

The next device asked about was a remote location, lock and wipe application. The point
of this application is to access the laptop or smartphone from far away. For example in case the
smartphone is stolen, the application can erase all of the data from the phone. This keeps the
owner‟s sensitive and personal information safe. The average score for laptops/desktops was 3.14
and 2.88 for smartphones. The confidence interval below (Figure 5-20) shows a slight positive
significant difference and a t-test confirms this. This application is more often used by students on
smartphones than laptops. The result makes sense considering this application is more apparent
on smartphones.
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Figure 5-20 Remote Locate, Lock and Wipe Differences

The next three devices looked at were data back-up, system updates, VPN for Wi-Fi
Hotspots. Backing-up data is important security item in case a system is infected and needs to be
re-installed. System updates install fixes to newly found vulnerabilities and is an important aspect
to security. VPN or virtual private network creates a safe connection for Wi-Fi use when the user
is in public places. This safety feature keeps intrudes from stealing packets and information on a
public network. The analysis of these questions leads to no significant results. The confidence
intervals can be found below and the t-tests in Appendix C.
Figure 5-21 Back-Up Data Differences
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Figure 5-22 System Update Differences

Figure 5-23 VPN for Wi-Fi Hotspots

The final security device examined was the use of anti-virus software. After computing a
t-test and a confidence interval, there was a large significant difference. Anti-virus software was
used a lot more on laptops/desktops than smartphones. This is to be expected as the software is
very common on laptop/desktops and not so much on smartphones.
Figure 5-24 Anti-virus Software Differences
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Chapter 6
Summary of Findings and Conclusion
The main research question this paper looked at was whether there is a difference in the
perceived safety of laptop/desktop versus smartphones. When the overall differences were
compared, there was a significant difference. Upon further investigation, perceived safety was
broken down by application. Of the six studied applications, online banking and e-commerce had
significant differences. In both cases the respondents felt safer using a laptop/desktop than a
smartphone. Many companies are offering options for mobile applications to transfer money, read
checks, and take in credit card information. They spend money and time developing and
maintain these applications. From the study, we have seen that students use online banking and ecommerce more frequently on laptops than smartphones. One of the significant security options
was the difference in anti-virus use. Respondents may use and feel safer on laptop/desktops
because they use anti-virus software more often. Online banking and e-commerce require the
sharing of important personal information. The higher use of anti-virus on laptop/desktops could
be one of the leading reasons the respondents used and felt safer on them. As smartphone use gets
more popular, it will be important to do more research into why students feel less comfortable on
them and use them less. If companies really want their banking applications to be successful, they
may want to educate their customers on the safety of the application.
Another aspect I wanted to analyze was whether a respondent‟s risk behavior had any
impact on differences. In order to measure whether someone was risk tolerant, risk neutral or risk
adverse, I created three questions whose scores I averaged. This could be due to the questions not
measuring risk well enough. Similarly, I wanted to look at whether being a victim of a computer
security incident had any effect on differences. I coded the answer as a binary yes or no and
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didn‟t get any significant results. I did not on measure it on a scale of how bad the incident was.
Maybe there are significant results when I look at severe incidents versus never having had an
incident.
One step in increasing the use and perceived safety of smartphone security would be to
educate students. The study showed that password protection was the most popular security
option. Another positive coming from the study showed a high rate of applying system updates
especially on smartphones. One security function that needs to be taught and utilized more is
virtual private network (VPN) usage. In both laptops and smartphones the scores were about in
the middle for how often respondents used them. VPNs are a great way to send secure data
through wireless networks. People of all ages, not just students should be made more aware of
this option.
No study is perfect and there are many problems to consider. The following options could
be considered in future studies. A variable that could impact validity is the type of application
use. There are many different applications to perform the same action across devices. In some
cases the application on a laptop may be much easier to use than the same type of application on a
smartphone. The survey conducted included questions about how comfortable respondents are
performing certain actions on each device. The user‟s preference of device could come from the
ease of application not necessarily the security of the device. In future research, the survey could
emphasize that the respondent should focus on the security aspect of each application. Future
research could also choose applications that have a very similar if not identical user interface.
A main threat to external validity is the difference in the volunteers and the target average
population. I used a convenience sample, which means I asked people to volunteer to fill out my
survey. The people who agree to fill out a survey on laptop and mobile security may have
different characteristics. People who feel comfortable enough to fill out a survey on security may
have more knowledge on security than the average college student. This could lead to skewed
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data where a certain group is not being represented. Future studies could address this limitation
through the use of a stratified random sample. Stratified random sampling involves breaking the
population up into different groups and then sampling from there. Three different majors of
different technology levels will be selected and individuals will be sampled from there.
There are two big areas of research that can expand on this paper. While this study is
focusing on college students and their level of perceived security, a great area of future research
would be in the business/ professional world. Businesses handle so much private and personal
data and information that it is very important to keep up with security. There is also a lot of travel
within certain industries and smartphones are being used more and more to connect to company‟s
secure networks. If data was found to prove there is also a difference in perceived security.
Businesses can add or increase smartphone education into their training programs with new and
current employees. The other area of future research is in tablet computers. Devices such as the
iPad and the Samsung Galaxy Tab are gaining vast popularity. Perceptions of security on tablets
can added to this research and compared to perceptions of security on smartphones and laptops as
these devices perform similar functions.
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Appendix A
Research Survey

Perceptions of Smartphone Security
Q1 Informed Consent
Conducted as part of the undergraduate thesis requirement for the Schreyer Honors College, The
Pennsylvania State University
Please read this consent document before you decide to participate in this study.
Purpose of the research study:
This study is designed to determine the perception of Smartphone vs. Laptop security and
what actions people are more comfortable using on each device.
What you will be asked to do in this study:
You will be asked to answer some multiple choice questions about your Smartphone and Laptop
usage and technology preferences.
Time required: 15-20 minutes
Risks:
There are no anticipated discomforts in completing this survey. You can withdraw from
participation at any stage of the survey.
Compensation and Benefit:
The results will be used to benefit undergraduate research at Penn State University in the
Schreyer Honors College.
Confidentiality:
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Your identity will be kept confidential as required by law. Your name will never appear in any
related report. No identifying information will be gathered. All responses are anonymous. No
guarantees can be made regarding interception of data sent via the Internet by any third parties.
Voluntary Participation:
Your participation in this study is completely voluntary. There is no penalty for not participating.
Right to withdraw from the study: You may withdraw from the study at any time without
consequence.
The IRB title and number for this survey is IRB 44862 Perceptions of Smartphone Security.
Point of contact for questions related to the study:
Kevin Laubscher, kal5286@psu.edu
Agreement:
I have read the above information. Clicking on the “Next” button below indicates that I
voluntarily agree to participate in the survey.
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Q2 Gender:
Male (1)
 Female (2)

Q3 What year in college are you?





Freshman (1)
Sophomore (2)
Junior (3)
Senior (4)

Q4 Do you own a Smartphone?
 Yes (1)
 No (2)

Q5 Do you own a Laptop or Desktop Computer?
 Yes (1)
 No (2)

Q6 Have you ever been a victim of a computer security incident?
 Yes (1)
 No (2)
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Q7 To what extent do you agree or disagree with the following statements about your technical
knowledge:
Strongly
Agree
(1)

Agree
(2)

Neither
Agree nor
Disagree (3)

Disagree
(4)

Strongly
Disagree (5)

I am comfortable
installing software on































my computer. (1)
I am comfortable
using word
processing and
presentation
software. (2)
I am comfortable
downloading
applications and files
to my Smartphone.
(3)
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Q8 To what extent do you agree or disagree with the following statements about computer risk:
Strongly
Agree
(1)

Agree
(2)

Neither Agree
nor Disagree
(3)

Disagree
(4)

Strongly
Disagree
(5)

I feel comfortable
downloading files of
unknown origin (songs,































movies, documents
etc.). (1)
I feel comfortable
sharing personal
information online
(name, birthday,
current residence etc.).
(2)
I feel comfortable
joining
networks/communities
with people I don't
know. (3)
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Q9 To what extend do you agree or disagree with the following statements. I often perform the
following actions while using a Laptop or Desktop.
Strongly
Agree (1)

Agree (2)

Neither
Agree nor
Disagree (3)

Disagree
(4)

Strongly
Disagree (5)

Online Banking
(1)





























































Social
Networking (2)
Internet Surfing
(3)
Email (4)
Online Gaming
(5)
E-Commerce
(Shopping) (6)
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Q10 To what extend do you agree or disagree with the following statements. I often perform the
following actions while using a Smartphone.
Strongly
Agree (1)

Agree
(2)

Neither
Agree nor
Disagree (3)

Disagree (4)

Strongly
Disagree (5)

Online Banking
(1)





























































Social
Networking (2)
Internet Surfing
(3)
Email (4)
Online Gaming
(5)
E-Commerce
(Shopping) (6)
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Q11 To what extent to you agree or disagree with the following statement: I feel safe performing
the below actions/tasks while using a Laptop or Desktop. Safety includes the safety of your
personal information.
Strongly
Agree (1)

Agree (2)

Neither Agree
nor Disagree
(3)

Disagree
(4)

Strongly
Disagree (5)





























































Online Banking
(1)
Social
Networking (2)
Internet Surfing
(3)
Email (4)
Online Gaming
(5)
E-Commerce
(Shopping) (6)
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Q12 To what extent to you agree or disagree with the following statement: I feel safe performing
the below actions/tasks while using a Smartphone. Safety includes the safety of your personal
information.
Strongly
Agree (1)

Agree (2)

Neither
Agree nor
Disagree (3)

Disagree (4)

Strongly
Disagree (5)

On-line Banking
(1)





























































Social
Networking (2)
Internet Surfing
(3)
Email (4)
On-line Gaming
(5)
E-Commerce
(Shopping) (6)
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Q13 To what extent do you agree or disagree. On my Laptop or Desktop, I often use the
following security options:
Strongly
Agree (1)

Agree
(2)

Neither
Agree nor
Disagree (3)

Disagree (4)

Strongly
Disagree (5)

Password
Protection (1)





























































Remote Locate,
Lock and Wipe
(2)
Back-Up Data
(3)
Apply System
Updates (4)
VPN for Wi-Fi
Hotspots (5)
Anti-Virus
Software (6)
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Q14 To what extent do you agree or disagree. On my Smartphone, I often use the following
security options:
Strongly
Agree (1)

Agree
(2)

Neither
Agree nor
Disagree (3)

Disagree
(4)

Strongly
Disagree
(5)

Password
Protection (1)





























































Remote Locate,
Lock and Wipe (2)
Back-Up Data (3)
Apply System
Updates (4)
VPN for Wi-Fi
Hotspots (5)
Anti-Virus
Software (6)
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Appendix B
Table of Variables in SAS
Variable
Name
Consent
Gender
Year
Smartphon
Laptop
Victim
Comp
Risk
LapUse1 /
SPUse1
LapUse2 /
SPUse2
LapUse3 /
SPUse3
LapUse4 /
SPUse4
LapUse5 /
SPUse5
LapUse6 /
SPUse6
LapSafe1 /
SPSafe1
LapSafe2 /
SPSafe2
LapSafe3 /
SPSafe3

Explanation of Variable (question numbers
refer to survey in Appendix A)
Whether the respondent agreed to the consent
page
Gender of the respondent
Year of the respondent in school
Whether or not the respondent has a
smartphone
Whether or not the respondent has a laptop or a
desktop
Whether or not the respondent has ever been a
victim of a computer security incident
The classification of the respondent‟s computer
knowledge
The classification of the respondent‟s computer
risk
Rating of how often respondent uses each
device for online banking
Rating of how often respondent uses each
device for social networking
Rating of how often respondent uses each
device for Internet surfing
Rating of how often respondent uses each
device for email
Rating of how often respondent uses each
device for online gaming
Rating of how often respondent uses each
device for e-commerce
Rating of how safe the respondent feels while
using each device for online banking
Rating of how safe the respondent feels while
using each device for social networking
Rating of how safe the respondent feels while
using each device for Internet surfing

Variable Options
1=Yes, 2=No
1=Male, 2=Female
1=Freshman, 2=Sophomore,
3=Junior, 4=Senior
1=Yes, 2=No
1=Yes, 2=No
1=Yes, 2=No
Mod, High
Tolerant, Neutral, Averse
1=Strongly Agree …
5=Strongly Disagree
1=Strongly Agree …
5=Strongly Disagree
1=Strongly Agree …
5=Strongly Disagree
1=Strongly Agree …
5=Strongly Disagree
1=Strongly Agree …
5=Strongly Disagree
1=Strongly Agree …
5=Strongly Disagree
1=Strongly Agree …
5=Strongly Disagree
1=Strongly Agree …
5=Strongly Disagree
1=Strongly Agree …
5=Strongly Disagree
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LapSafe4 /
SPSafe4
LapSafe5 /
SPSafe5
LapSafe6 /
SPSafe6
LapSafe /
SPSafe
LapTech1 /
SPTech1
LapTech2 /
SPTech2
LapTech3 /
SPTech3
LapTech4 /
SPTech4
LapTech5 /
SPTech5
LapTech6 /
SPTech6
LapTech /
SPTech

Rating of how safe the respondent feels while
using each device for email
Rating of how safe the respondent feels while
using each device for online gaming
Rating of how safe the respondent feels while
using each device for e-commerce
Average rating of how safe the respondent
feels while performing all six actions on each
device
Rating of how often the respondent uses
password protection on each device
Rating of how often the respondent uses
remote locate, wipe and lock on each device
Rating of how often the respondent backs-up
data on each device
Rating of how often the respondent applies
system updates on each device
Rating of how often the respondent uses VPN
for Wi-Fi hotspots on each device
Rating of how often the respondent uses antivirus software on each device
Average rating of how often the respondent
uses the six security options on each device

1=Strongly Agree …
5=Strongly Disagree
1=Strongly Agree …
5=Strongly Disagree
1=Strongly Agree …
5=Strongly Disagree
1-5

1=Strongly Agree …
5=Strongly Disagree
1=Strongly Agree …
5=Strongly Disagree
1=Strongly Agree …
5=Strongly Disagree
1=Strongly Agree …
5=Strongly Disagree
1=Strongly Agree …
5=Strongly Disagree
1=Strongly Agree …
5=Strongly Disagree
1-5

46

Appendix C
SAS Code and Output

Differences in Functions
Online Banking:

Social Networking:
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Internet Surfing:

Email:

Online Gaming:
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E-Commerce:

Differences in Safety

Overall Differences Laptop/Desktop vs. Laptop:
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Differences in Gender:

Differences in Victim status:
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Differences in Year:

Differences in Computer Knowledge:

51
Differences in Risk Attitudes:

Online Banking:

52
Social Networking:

Internet Surfing:

Email:
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Online Gaming:

E-Commerce:

54

Differences in Security Options
Password Protection

Remote Locate, Lock and Wipe

55
Back-Up Data

Apply System Updates

56
VPN for Wi-Fi Hotspots

Anti-Virus Software
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