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ABSTRACT
We present a framework for automatic security mediation placement. Security-typed
languages use type systems that tag data with security labels to enable information-flow control
and verify the effectiveness of security policy. However, information security often changes over
time in a program, complicating the system. Manually placed mediation statements require
programmers to investigate a large amount of code and make thoughtful decisions, which can be
difficult. In this paper we solve this problem by first formalizing mediation placement into
constraint solving, then converting the constraint solving into a graph reachability problem. We
analyze both satisfiable and unsatisfiable constraint paths in the graphs and use Bayesian
principles to provide a set of mediation placement suggestions. Our framework has been
implemented as an extension of SHErrLoc, an error diagnosis tool for security-typed languages.
The results are shown to be promising.
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Chapter 1
Introduction
The idea of language-based information security is to use programming language
techniques to provide information security assurance. Security-typed languages [1,2] use type
systems, which tag the data with security labels to enable information-flow control and verify the
satisfactory of security policies. In this work, we investigated the Jif programing language which
extends Java with supports for information flow control and access control, enforced at both
compile time and run time. Jif allows programmers to insert mediation statements to strengthen
or weaken the security policy in the program for the desired functionality. In our framework the
program analysis is expressed as system of constraints. When the constraint system of the
program is not satisfied, missing mediation statements need to be manually added to the code,
which requires programmers to investigate a large amount of code and make thoughtful
decisions. Automatic tools can relieve programmers’ job by suggesting candidates for the
locations where mediation statements can be placed [1, 4, 5]. Previous work has been done using
Bayes’ theorem toward general diagnosis of static errors [6]. In this research project, we will
expand the framework to produce accurate security mediation placement suggestions.
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Chapter 2
Background

2.1 Information flow security
Providing confidentiality and integrity to sensitive data is a long-standing and important
problem. Conventional security mechanisms such as access control and encryption do not
directly address the enforcement of information-flow policies[10]. A promising approach has
been developed, that is, to use programing language techniques for specifying and enforcing
information-flow policies. Security-typed languages allow programmers to specify the security
policies on information by augmenting traditional compiler and type system with security types.
Specifically, a type τ is annotated with a security label l. A label is a generalization of the usual
notion of a security class; it is a set of policies that restrict the movement of any data value to
which the label is attached[11]. There are two illegal information flows that are prohibited by the
language. Explicit information flows occur when high security data is written to a low output,
such as writing a secret key to a socket. Implicit information flows occur when high security data
otherwise affects a low observable result. For example, a password check that compares the hash
of a guess against the hash of a password and reveals that information is an implicit flow of
information[3]. To prevent explicit information flow, the type system will forbids subtyping of
the form τ{ l1 } ≤ τ{ l 2} if l1 ≰ l2. To prevent implicit information flow, program counter is
assigned with a security label and the execution of current expression depends on the label of the
program counter. When assignment happens, the type system will make sure the label on the
variable is more restricted than the label on the program counter. In this work we investigate Jif
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programing languages[7]. Jif extends Java by adding labels to express restrictions on how
information may be used. Consider the following example:
int { patient → ⊤ } x ;
In this example, variable x not only have a type int but also have a security label
associates with the information in x on how the information may be used; in this case, the label
says the variable x is governed by principle patient and patient permits the information to only
be seen by top principle ⊤, thus enforcing confidentiality on the information. With the added
labels, Jif uses static programing analysis, to capture the information flow within the program
and to enforce the information-flow security.

2.2 Jif label checking example

Figure 1. Decentralized label model of Jif

Figure 1 shows the decentralized label model of Jif programming language. In this
example, the label shows that the information in x is controlled by the principal Alice, and that
Alice permits this information to be seen by the principal Bob. Using label annotations like this
one, the Jif compiler analyses how information flows within programs and determines whether
security policies are meet [7]. For example, we declare another integer variable y and the label
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says this variable is governed by Alice and Alice permits this information to be seen by both Bob
and Chuck. The first assignment here is secure because it does not make the information in y
visible to any additional principal. The second assignment is insecure because now Chuck can
see the information that was in x, but the policy on x forbids this. Jif do these kinds checks at
compiled time as part of type checking.

2.3 Mediation statement
Jif permits programmers to specify assumptions, capturing trust relationships that are
expected to hold in the environment in which the program is run [6]. However, often information
security changes over time, complicating the system. For example, we do not know whether a
user accessing patient data in a medical data system is assigned a doctor label or another label
until runtime, requiring a runtime authorization check[3]. Consider, as another example of
mediation on security policy, a ridesharing application. The app requires users’ and drivers’ GPS
locations and personal information such as name and contact. The app’s privacy policy states
that the information of users and drivers are private. However, when driver confirms a ride,
user’s location and contact information should be visible to the driver. Similarly, the rider may
need some information about the driver as well. In those situations, programmer needs to insert
mediation statement, such as declassification or authorization checks to ensure the runtime
behavior of the program is consistent with the security label expressed by the type system.
Declassification happens when the confidentiality enforced on information is weakened, in other
word, the sensitive data is made more public. Jif has capability-like access control that is both
dynamically and statically checked[11]. A method is executed with some authority that has been
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granted to it. The authority determines the capability to act for some set of principles and control
the ability to declassify the data.

2.4 Mediation statement example in Jif
Jif allows the declassification (downgrading of confidentiality) and endorsement
(downgrading of integrity) of expressions and statements[7]. Consider the following example of
Jif declassification:

Figure 2. Jif method without mediation statement

The method in Figure 2 will not compile because its return type’s label is {Owner →
Operator} which is less restricted than the card number’s label {Owner → *}(Note: the symbol *
here represents the top principle ⊤). The declassify keywords is used in Jif to downgrade the
security policy to a less restrictive one, for example: Declaccify(e, L). This expression relabels the
result of an expression e with the label L. Another version of the method getFirstSix( ) with added
mediation statement(declassify) is shown in Figure3. With added mediation statement, the
method will not be rejected by the Jif compiler.
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Figure 3. Jif method with added mediation statement

Note that programmer must specify both the policy they want to downgrade from as well
as the policy label they want to downgrade to. By this requirement, Jif complier make sure that
the programmer is fully aware about the information flow from a more restricted policy to a less
restricted one. Furthermore, declassifying a policy requires the authority of the owner of that
data. Thus, to declassify {Owner → *} to {Owner → Operator}, the method getFirstSix( ) requires
the authority of the Owner principal as specified in the method’s signature.

2.5 Problem statement
Currently, the addition of mediation statement is a manual task that require the
programmers to investigate a large amount of code and make thoughtful decisions. Automatic
tools can relieve programmers’ job by suggesting candidate for the locations where mediation
statements can be placed [1, 4, 5]. However, even after the errors have been identified, reaching
a consensus on where to insert the mediation statements takes a long time. Given a set of
Mediation placement suggestions, they may be too verbose and contains redundant statement,

7

they may be far from the actual mediation points misleading the programmer, and they may not
solve all labeling conflicts.
In this thesis, we present a framework to automatically identify the mediation points in Jif
programs that is based on the constraint system as a whole.
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Chapter 3
Constraint Solving

3.1 Constraint language
We formalize the program analyses in Jif to a core constraint language in which the
mistake result in unsatisfiable constriants. The information flow through the program is captured
using inequalities ≤. The constraint language also has constructor and destructors for the
computation on the information[6].

3.2 Syntax

Figure 4. Syntax of constraints

The syntax of the constraint language is formalized in Figure 4. The top-level goal G is to
be solved using a conjunction of assertions A. A is composed of constraint C1, the assumption,
and constraint C2 the conclusion to be satisfied. A constraint C is either empty or a conjunction
of inequalities I over the element E. An element E can be an variable α to be solved for, an
constructor c, the ith argument to a constructor application, union or intersection of elements, as
well as top(⊤) and bottom element(⊥).

3.3 Interpretation of constraints
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We provide an example for the interpretation of the constraints. Let Alice, Bob, Charlie be
three distinct constants. By transitivity of ≤, Alice ≤ Bob

Bob ≤ Charlie ⊢ Alice ≤ Charlie is

valid. By the definition of join, Assertion ⊢ Alice ≤ Alice

Bob is valid. However, assertion ⊢

Alice ≤ Bob is invalid because of the empty assumption.

3.4 Satisfiability
When the constraints introduce variables, the system is satisfiable if there exist a
substitution of all variables such that the goal after the substitution is valid. Here we present
another example. Let α be a variable, and Alice, Bob, Charlie be ground terms. ⊢ α ≤ Alice is
trivially satisfiable. However, ⊢ α ≤ Alice

Bob ≤ α is unsatisfiable because the assumption

Bob ≤ Alice is not entailed.

3.5 Constraint graph
The constraint language we introduced has a natural graph representation. Thus, the
information flow within the program can be expressed as a graph reachability problem.
Similarly, the satisfiability of the constraints can be examined using context-free-language
reachability in the graph. The construction and analysis of constraint graph in this thesis both
follow the previous paper Toward general diagnosis of static errors[6].
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3.6 Constraint graph construction
An LEQ edge is added for each partial ordering E1 ≤ E2, representing the legal information
flow.
Constructor edges are added to the graph connecting the constructor’s argument to the
element representing its result. Constructor edges include the following annotations: the
constructor name, and the argument position.

3.7 Constraint graph construction example
Consider the following set of constraints.
⊢ conf (patient, ⊤) ≤ α ∧ patient ≤ doctor ⊢ α ≤ conf( doctor, doctor)
The conf (p1 , p2) here represents the confidentiality labels such as {patient→⊤} in the
first constraints. The first constraint represent conf (patient, ⊤) is subtype of α with no
hypotheses. The second constraint represents α is a subtype of conf( doctor, doctor), under the
assumption that patient is a subtype of doctor.
The first constraint generates an LEQ edge from node conf (patient, ⊤) to node α. The
second constraint generates an LEQ edge from node α to node conf( doctor, doctor). Constructor
edges are also added to connect the arguments to the constructor application. For each
constructor edge a dual decomposition is also generated to connect the construct back to its
arguments annotated by an overline above the constructor name. Figure 5 shows the constraint
graph generated from the set of constraints in the example.
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Figure 5. Constraint graph generated from unsatisfiable constraints
The formal construction of the constraint graph is shown in Appendix A.
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3.8 Inferring node ordering
The constraint graph help inferring all information flow that can be proved using the
corresponding constraints. The idea is to construct a context free gramma shown in Figure 6.

Figure 6. Context-free grammar for LEQ inference

In our example in Figure 5, the path from node patient to node doctor has the following
000000 1 ). These edges can be reduced to an LEQ edge from patient to
edges: (conf1) (LEQ) (LEQ) (conf
doctor using the context-free grammar. Similarly, another LEQ edge can be inferred from ⊤ to
doctor.
Computing all inferable LEQ according to the context-free grammar is a classic contextfree language reachability problem which is well studied in the literature[8,9]. We adapt the
traditional dynamic programing algorithm of Barrett et al.[8] for our frame work to find the
shortest LEQ path.

3.9 Checking the satisfiability of (+LEQ) edges
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The constraint along the path is unsatisfiable when the partial ordering on the end nodes
is unsatisfiable. In our example, the satisfiability of the constraint system reduces to the
satisfiability of the following assertions:
patient ≤ doctor ⊢ patient ≤ doctor

patient ≤ doctor ⊢ ⊤≤ doctor

The first assertion is trivially satisfiable, however, the second assertion ⊤≤ doctor is not
provable. Thus, the path from ⊤ to doctor is unsatisfiable.
The end-to-end unsatisfiable paths, for example the path from ⊤ to doctor from our
example, are helpful for our Bayesian model because the constraints along the path explain why
the inconsistency occurs. The satisfiable paths, for example path from patient to doctor in our
example, are also helpful because they indicate that errors are less likely to occur on these paths.
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Chapter 4
Bayesian Reasoning
In the previous chapter, we introduce a way to identify unsatisfiable paths in a constraint
graph, which correspond to sets of unsatisfiable constraints expressed by out constraint
languages. This approach can be used in finding missing mediation points; when the constraint
along a path is unsatisfiable, it naturally tells us where to insert the mediation statement to make
the constraint satisfiable, provided that the other parts of the code are correct. However,
reporting all constraints along the unsatisfiable path may give too much information for the
programmer to digest. Our approach is to us Bayesian reasoning to provide a more precise
mediation placement suggestion. When the constraints are unsatisfiable, rather than looking at
the failed constraint in isolation, we use a more holistic approach, where the structure of the
constraint system as a whole is considered. The constraint system defines paths along which
information propagates; both satisfiable and unsatisfiable paths can help locate the mediation
point. An expression involved in many unsatisfiable paths is more likely to be a strong candidate
for mediation point; an expression that lies on many satisfiable paths is less likely to be an
candidate for mediation point. This approach can be justified on Bayesian grounds, under the
assumption, captured as a prior distribution, that code is mostly correct[6].
We denote the entities in Jif program as an abstract set Ω and assume a mapping Φ from
entities to constraints provided by Jif compiler. We assume a prior distribution on entities PΩ,
defining the probability that an entity is wrong. Similarly, we assume a prior distribution PΨ on
hypotheses Ψ, defining the probability that a hypothesis is missing.

15

Given entities E ⊆ Ω and hypotheses H ⊆ Ψ, we are interested in the probability that E
and H are the cause of missing mediation point. We denote observation o, which is the
unsatisfiability of the informative paths in the program, as o = ( o1, o1, …, on ), where oi
represents satisfiability or satisfiability of the corresponding path. We are interested in finding a
subset E of entities Ω and a subset of H of hypotheses Ψ for which the posterior probability P(E,
H | o) is large. Based on Bayes’ theorem, we can find the posterior probability using the
following equation:
3(5, 7 | 9) = 3Ω×= (5, 7) 3(9|5, 7)/3? (9)
More information about ranking explanations by Bayesian interpretation can be found in
the previous paper Toward general diagnosis of static errors[6].
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Chapter 5
Evaluation

The effectiveness of our framework is evaluated using previously collected Jif programs,
that contain mediation points put by programmers manually. For the evaluation, we remove the
mediation points and check how closely the automatic suggestions match those manually placed
mediation.

Figure 7. Collected Jif program example

Figure 7 shows a code snippet of a Jif file(DeclassMsgBodyClosure.jif) form an email
client application JPmail(http://siis.cse.psu.edu/jpmail/index.html) we collected. In this file only
one mediation statement occurs in line 14. For evaluation we remove the mediation statement,
which is shown in Figure 8.
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Figure 8. Collected Jif program after mediation statement removal

We assume the original code is correct and record the location of mediation statement as
14, 0-0, in which 14 represents the line number of the mediation statement before removal. We
treat this as ground truth and compare it with the output of our framework, which indicates the
likely missing mediation statements. Figure 5 shows the output from our evaluation program.

Figure 9. Evaluation output example

The first line tells the name of the source code being analyzed. The second line contains
the recorded mediation statement locations, which we treated as ground truth. The last line is the
outputs from our framework. In this case there are two diagnosed locations: 1. line 3, from
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column number 11 to 30, 2.line 14 from column number 18 to 30. (Note, we ignore the column
number and only consider the line number for our evaluation.) In this example, we find a match
between the ground truth and the output from our framework and we recorded this file as
matched. We also recorded the rank size of our framework, which indicates how many outputs
the framework presents. In the example above, the rank size of this particular file is 2. For
evaluation, both the precision and the average rank size of the suggestion set are analyzed. The
precision and average rank size are calculated by using the following equation:
3@ABCDC9E = (FGHI@A 9J HKLBℎ@N JCO@D⁄FGHI@A 9J L9LKO @PKOGKL@N JCO@D) ∗ 100%
VP@AKW@ XKEY ZC[@ = \9LKO AKEY DC[@⁄FGHI@A 9J L9LKO @PKOGKL@N JCO@D

Table 1 summarize the result of our framework running on 101 collected Jif programs,
the details of the results can be found in Appendix B.
Table 1. Summary of result
Numbers of Jif files Evaluated

Precision

Average Rank Size

Jifcrypt

9

100.0%

1.111

Jifpoker

19

84.2%

1.421

Jpmail

4

100.0%

1.750

Civitas

46

76.1%

2.000

Auction

2

100%

1.000

Travel

21

71.4%

1.286

Overall

101

81.2%

1.614

As can be seen from Table 1, our framework correctly identifies the mediation points in
80% of the time. The average rank size shows that, on average, 1.614 mediation points are output
for the 101 Jif programs in the benchmark, which is a reasonable and acceptable rank size.
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Figure 5 shows the performance of our framework running on 101 collected Jif programs.

Figure 5. Performance
The run time of our framework is roughly cubic to the number of nodes in the constraint
graph. As can be seen from the graph, our frame work can run under 90 seconds for all the 101
Jif programs and for most of them our framework can run under 1.3 seconds. In future work, we
will improve the path finding algorithm to have a better performance.

Chapter 6
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Conclusion and future work

7.1 Conclusion
In this paper, we expand previous work[6] on static error localization to mediation
placement for Jif programs. Unlike existing complier, which only look at the failed constraints,
we look at the constraint graph which the constraint system as a whole is considered. The results
shows for the 101 evaluated Jif programs the precision of our frame work is 81.2% and the
runtime is under 1.3 seconds for most of the programs.

7.2 Future work
During the research we realized that the current framework computed all inferable
informative path according to the context free grammar using the well-studied algorithm for
CFL-reachability. This traditional dynamic programming style algorithm was highly expensive,
which yielded a cubic time complexity. This could be solved using a new, tailored path finding
algorithm for the framework. We leave this to future work.

Appendix A
Formal construction of the constraint graph
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Appendix B
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Output from the evaluation program
***********************************************************************
Description:
Each field has the following information:
1. Name of the source code
2. Cause locations
3. Diagnosed locations
Cause location is marked as line x,0-0, with x representing the line number of manually
removed mediation placements in the source code.
Diagnose location is the output of our frame work, which indicate the likely missing
mediation placements, marked as x,y-z, with x being the line number y and z being
the column starts and column ends respectively.
(Note: We only consider the line number for precision evaluation.)
***********************************************************************
AESClosure
Cause: 19, 0-0
Diagnose: 19,25-57
DESClosure
Cause: 29, 0-0
Diagnose: 29,24-56
DESStringClosure
Cause: 42, 0-0
Diagnose: 42,25-57
DeclassKeyClosure
Cause: 22, 0-0 27, 0-0
Diagnose: 27,4-11 22,18-64
DeclassKeyClosure1
Cause: 22, 0-0
Diagnose: 22,18-64
DeclassKeyClosure2
Cause: 27, 0-0
Diagnose: 27,4-11

MD5Closure
Cause: 17, 0-0
Diagnose: 17,26-35
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RSAClosure
Cause: 22, 0-0
Diagnose: 22,14-46
TripleDESClosure
Cause: 18, 0-0
Diagnose: 18,17-55 17,11-30
Player
Cause: 131,0-0 168,0-0 419,0-0 424,0-0 425,0-0 426,0-0 427,0-0 483,0-0 567,0-0 638,00 730,0-0 784,0-0 806,0-0 821,0-0 828,0-0 834,0-0 836,0-0
Diagnose: 129,23-35 131,24-27 129,23-35 128,11-36 129,23-35 130,24-62 153,27-34
154,29-67 419,7-19 419,7-13
Player1
Cause: 131,0-0
Diagnose: 129,23-35 128,11-36 129,23-35 131,24-27 129,23-35 130,24-62
Player10
Cause: 426,0-0
Diagnose: 426,28-30
Player11
Cause: 482,0-0
Diagnose: 482,34-53
Player12
Cause: 566,0-0
Diagnose: 551,12-15 566,38-41 538,33-36
Player13
Cause: 637,0-0
Diagnose: 637,36-40 620,12-16
Player14
Cause: 729,0-0
Diagnose: 729,31-33 719,12-14
Player15
Cause: 820,0-0
Diagnose: 820,8-18
Player16

Cause: 827,0-0
Diagnose: 827,15-25
Player17
Cause: 835,0-0
Diagnose: 835,19-23
Player2
Cause: 783,0-0
Diagnose: 780,12-14
Player3
Cause: 833,0-0
Diagnose: 832,33-42 832,26-30 830,11-32
Player4
Cause: 805,0-0
Diagnose: 805,16-24 805,16-19
Player5
Cause: 167,0-0
Diagnose: 152,27-34 153,29-67
Player6
Cause: 418,0-0
Diagnose: 418,8-20 418,8-14
Player7
Cause: 423,0-0
Diagnose: 423,31-34 423,31-34
Player8
Cause: 424,0-0
Diagnose: 424,27-28
Player9
Cause: 425,0-0
Diagnose: 425,27-28
Seal
Cause: 20,0-0
Diagnose: 20,15-19 19,8-30
DeclassMsgBodyClosure
Cause: 14,0-0
Diagnose: 13,11-30 14,18-30
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DeclassStringClosure
Cause: 12,0-0
Diagnose: 11,11-30 12,19-27
EmailDisclaimerClosure
Cause: 19,0-0
Diagnose: 19,29-50
EmailHdrDeclassClosure
Cause: 16,0-0
Diagnose: 16,21-24 15,11-30
CapabilityMix1
Cause: 50,0-0
Diagnose: 50,17-18
ElectoralRollMixInfo
Cause: 48,0-0 90,0-0 101,0-0 113,0-0 121,0-0
Diagnose: 48,16-22 85,16-19 69,16-25 75,16-23 113,26-27
ElectoralRollMixInfo1
Cause: 48,0-0
Diagnose: 48,16-22
ElectoralRollMixInfo2
Cause: 90,0-0
Diagnose: 85,16-19
ElectoralRollMixInfo3
Cause: 101,0-0
Diagnose: 75,16-23
ElectoralRollMixInfo4
Cause: 113,0-0
Diagnose: 113,26-27
ElectoralRollMixInfo5
Cause: 121,0-0
Diagnose: 121,58-61
TTProtocol1
Cause: 194,0-0
Diagnose: 181,12-29 191,15-28 194,28-32 192,12-16
TTTabulation
Cause: 1374,0-0
Diagnose: 1372,47-153
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TTTabulationPET
Cause: 319,0-0 399,0-0 562,0-0
Diagnose: 317,20-30 314,33-39 399,36-42 398,31-37 393,16-21 547,28-49 540,41-65
562,8-14
TTTabulationPET1
Cause: 319,0-0
Diagnose: 314,33-39 317,20-30 319,16-27
TTTabulationPET2
Cause: 399,0-0
Diagnose: 399,36-42 393,16-21 398,31-37
TTTabulationPET3
Cause: 562,0-0
Diagnose: 540,41-65 547,28-49 562,8-14
VoteMix
Cause: 46,0-0 50,0-0 51,0-0
Diagnose: 46,17-18 49,12-51
VoteMix1
Cause: 46,0-0
Diagnose: 46,17-18
VoteMix2
Cause: 50,0-0
Diagnose: 50,28-97
VoteMix3
Cause: 51,0-0
Diagnose: 51,28-105
VoteMixInfo
Cause: 50,0-0 83,0-0 87,0-0 103,0-0 110,0-0 117,0-0
Diagnose: 50,44-50 49,43-153 77,16-23 98,20-21 122,12-97
VoteMixInfo1
Cause: 50,0-0
Diagnose: 50,44-50 49,43-153
VoteMixInfo2
Cause: 83,0-0
Diagnose: 122,48-51 122,12-97 83,18-42
VoteMixInfo3

Cause: 87,0-0
Diagnose: 125,8-20 103,20-23
VoteMixInfo4
Cause: 103,0-0
Diagnose: 98,20-21
VoteMixInfo5
Cause: 110,0-0
Diagnose: 122,66-78 110,16-28 122,12-97
VoteMixInfo6
Cause: 117,0-0
Diagnose: 117,16-31 122,80-95
Voter1
Cause: 138,0-0
Diagnose: 138,40-43 135,15-41 136,12-15
Voter2
Cause: 139,0-0
Diagnose: 129,12-13
Voter5
Cause: 306,0-0
Diagnose: 302,15-28 306,28-32 303,12-16
registrarMain
Cause: 34,0-0 35,0-0 240,0-0 241,0-0 245,0-0
Diagnose: 79,38-41 85,33-36 35,48-60 35,42-45 34,40-53 35,48-60 34,40-53 35,42-45
79,38-41 85,33-36 237,12-13 241,16-17
registrarMain1
Cause: 34,0-0
Diagnose: 79,38-41 85,33-36 34,40-53
registrarMain2
Cause: 35,0-0
Diagnose: 35,48-60 35,42-45
registrarMain3
Cause: 240,0-0
Diagnose: 241,16-17
registrarMain4
Cause: 241,0-0
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Diagnose: 241,16-17
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registrarMain5
Cause: 245,0-0
Diagnose: 237,12-13
supervisorMain
Cause: 33,0-0 34,0-0 819,0-0 820,0-0 824,0-0
Diagnose: timed out 816,12-13 820,16-17
supervisorMain1
Cause: 33,0-0
Diagnose: 33,40-53
supervisorMain2
Cause: 34,0-0
Diagnose: 34,48-60 34,42-45
supervisorMain3
Cause: 819,0-0
Diagnose: 820,16-17
supervisorMain4
Cause: 820,0-0
Diagnose: 820,16-17
supervisorMain5
Cause: 824,0-0
Diagnose: 816,12-13
voterMain
Cause: 34,0-0 35,0-0 301,0-0 416,0-0 417,0-0 421,0-0 478,0-0
Diagnose: 35,42-45 34,40-53 35,48-60 34,40-53 413,12-13 417,16-17 417,16-17 421,817 478,8-18
voterMain1
Cause: 34,0-0
Diagnose: 34,40-53
voterMain2
Cause: 35,0-0
Diagnose: 35,48-60 35,42-45
voterMain4
Cause: 416,0-0
Diagnose: 417,16-17

voterMain5
Cause: 417,0-0
Diagnose: 417,16-17
voterMain6
Cause: 421,0-0
Diagnose: 413,12-13
voterMain7
Cause: 478,0-0
Diagnose: 478,8-18
AirlineExample
Cause: 95,0-0 97,0-0
Diagnose: 97,17-19
AirlineExample2
Cause: 97,0-0
Diagnose: 97,17-19
AirlinePrincipal
Cause: 50,0-0 55,0-0 58,0-0
Diagnose: 58,8-21 50,16-29 50,16-29 51,29-42
AirlinePrincipal1
Cause: 50,0-0
Diagnose: 50,16-29
AirlinePrincipal2
Cause: 55,0-0
Diagnose: 55,14-26
AirlinePrincipal3
Cause: 58,0-0
Diagnose: 58,8-21
BankPrincipal
Cause: 50,0-0 55,0-0 58,0-0
Diagnose: 58,6-19 50,14-27 50,14-27 51,26-39
BankPrincipal1
Cause: 50,0-0
Diagnose: 50,14-27
BankPrincipal2
Cause: 55,0-0
Diagnose: 55,14-26

29

30

BankPrincipal3
Cause: 58,0-0
Diagnose: 58,6-19
LoginAction
Cause: 258,0-0 260,0-0 261,0-0 271,0-0 272,0-0 274,0-0 275,0-0 278,0-0 311,0-0 312,00 318,0-0 322,0-0
Diagnose: 280,55-59 249,16-27 245,16-27 252,16-27 279,36-59 280,36-60 280,36-60
241,16-22 330,3-15 319,30-91 319,81-90 330,3-15 319,30-91 319,81-90
LoginAction1
Cause: 258,0-0
Diagnose: 259,72-75
LoginAction10
Cause: 312,0-0
Diagnose: 312,38-47
LoginAction11
Cause: 318,0-0
Diagnose: 319,81-90 318,32-34
LoginAction12
Cause: 322,0-0
Diagnose: 330,3-15
LoginAction2
Cause: 260,0-0
Diagnose: 260,41-47
LoginAction3
Cause: 261,0-0
Diagnose: 261,41-52
LoginAction4
Cause: 271,0-0
Diagnose: 272,60-130
LoginAction5
Cause: 272,0-0
Diagnose: 272,60-71
LoginAction6
Cause: 274,0-0
Diagnose: 280,55-59 279,36-59 280,36-60

LoginAction7
Cause: 275,0-0
Diagnose: 275,51-60

31

LoginAction8
Cause: 278,0-0
Diagnose: 278,36-41
LoginAction9
Cause: 311,0-0
Diagnose: 330,3-15 319,30-91 319,81-90 330,3-15 319,30-91 319,81-90
************************************************************************
Report:
101 programs evaluated. 19 of them fails.
Precision: 81.2%
Average top rank size is: 1.614
************************************************************************
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