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ABSTRACT

As society and this economy moves into a revolutionary period of technological advancement,
commonly referred to as the “Fourth Industrial Revolution” or “Industry 4.0,” organizations will need to
adapt accordingly. Industry 4.0 involves critical advancements in artificial intelligence and machine
learning that have the ability to change how organizations operate, communicate and strategically execute
their inherent goals. Specifically, artificial intelligence and machine learning offer opportunity to improve
a supply chain’s efficiency and logistics. While artificial intelligence and machine learning are optimal
tools for providing solutions in theory, it is important to understand the feasibility of applications that
leverage these tools. One large organization in particular that could benefit from implementing artificial
intelligence and machine learning to improve its logistics is the United States Army. This thesis aims to
provide an in-depth analysis of artificial intelligence and machine learning, explore application uses in
logistics, then determine the feasibility of using artificial intelligence to improve Army logistics. The
thesis begins with an overview of artificial intelligence and machine learning, suggests current supply
chain applications, and recognizes key players. The thesis will then identify current investments and
applications in artificial intelligence and machine learning by the U.S. Department of Defense. Finally,
the thesis will provide potential applications in Army logistics as well as present requirements for
adoption and recommendations for implementation.
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Chapter 1
Introduction & Methodology
Industrial revolutions: Historic and massive advancements in technology have repeatedly
transformed supply chain strategies within organizations. History reveals that there have been significant
technological advancements or “Industrial Revolutions” that have changed the way businesses and
organizations manufacture goods, exchange data and manage materials end to end through the supply
chain. While industries are constantly evolving, it can be argued that three previous Industrial Revolutions
have dramatically reshaped logistics and how organizations function.
The first industrial revolution occurred in the late 1700s as steam and water power were
harnessed to create mechanization. One hundred years later, the second industrial revolution was a
product of using electricity to enable mass production in the invention of the assembly line. Finally and
most recently in the late 1900s, the third industrial revolution introduced automation empowered by the
computer and internet. Each revolution and technological advancement has challenged organizations to
align their technology, strategic processes and people to tread and compete in the shifting landscape.
Commercial use of artificial intelligence (AI) is dramatically shifting the landscape yet again.
Many are anticipating a fourth Industrial Revolution which is commonly referred to as Industry 4.0.
Empowered by AI and the Internet of Things, Industry 4.0 combines both digital and physical
technologies to drive operations, data management and connect enterprises to make more informed
decisions. Similar to each previous revolution, enterprises are faced with the challenge of transforming
their organization’s technology, strategic processes and people to align with Industry 4.0. This thesis aims
to discover how in particular, the United States Army, can adapt to Industry 4.0’s emerging technologies.
Specifically, this thesis will explore how artificial intelligence and machine learning can be applied to the
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military’s supply, data, transportation and other management processes to enhance readiness and
responsiveness in areas of army logistics.
Due to the complexity of artificial intelligence this report will first give an overview of how AI
and machine learning works, how it is classified and current commercial applications. It will then explore
how different sectors of the military that are currently using AI to enhance its operations. It will then
suggest machine learning and artificial intelligence applications that the U.S. Army can adopt to improve
its logistics. One of the biggest challenges of implementing any new technology in an organization, let
alone artificial intelligence, is preparing and supporting individuals within the organization.
Implementation and change management is a critical aspect of commercializing AI to leverage the
technology for everyday operations. Therefore, this report will conclude with requirements and
recommendations for the Army related to implementation and change management.
The research is synthesized from a variety of sources such as articles, databases, websites,
interviews with university faculty, and interviews with active and retired members of the military. The
thesis will use current information and detailed insight to provide a qualitative analysis on artificial
intelligence uses in the Army.

3

Chapter 2
Background & Scope
Artificial Intelligence (AI) is a broadly defined concept that is often perceived as cutting edge and
only relevant to the twenty-first century. However, the concept of artificial intelligence is anything but
new to society. By definition, AI is when a machine attempts to operate in a way that mirrors human
intelligence. Unique qualities of human intelligence include decision making, discernment, problem
solving, learning and justification.
Identifying machines that operate in this way go as far back as the 1950s with the introduction of
the Turing Test. With the development of computers, the Turing Test was introduced by Alan Turing to
measure how a machine operates like a human. Additionally, it was in the 1950s when the term “Artificial
Intelligence” was introduced to describe these advancements in technology. Chatbots, speech and facial
recognition, and other ways of storing and communicating knowledge have been classified as uses of AI.
Industry 4.0 is partly empowered by recent advancements in AI that have led to automated business
processes and other enhanced elements of society. While AI is a broad term, this thesis will focus on
advancements in machine learning and its current applications in the military.

MACHINE LEARNING CLASSIFICATIONS
Machine learning is a subset of AI. Machine learning is type of coding that enables a machine to
analyze a given set of data, categorize the data and make accurate inferences based on the data. Like AI,
the concept of machine learning is not as contemporary as it seems. It was introduced in computer science
in the 1950s. However, its recent popularity and rapid commercialization is a result of two longanticipated developments: data storage and data processing capabilities. Smartphones now have the
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computing power of a computer and gigabits of data can be collecting in less than seconds. Growing
networks of computing environments have given way to massive amounts of diverse data that is also
specific. With the ability to access a variety of granular data and high levels of computing power,
machine learning can now make human-like decisions that are profitable.
The advancement in the ability to store granular data and process data has led to more advanced
applications of machine learning. There are three common applications of machine learning:
recommendation systems, streaming analytics, and deep learning.

Recommendation Systems
Beginning with recommendation systems, this type of machine learning analyzes past decisions
made by a user or often a customer and makes recommendations based on previous trends or behavior.
Recommender systems aggregate data based on these trends then use algorithms to filter the data and
predict what customers want. Recommender systems are arguably the most popular applications of
machine learning in ecommerce and media streaming applications such as Netflix, YouTube and Spotify.
A program like Netflix is programed to record songs a user listens to, categorizes the songs into a data set,
and then automatically makes recommendations to the user. Amazon uses machine learning and,
specifically, recommendation systems, to gather data on previously viewed or purchased products to
recommend new products to customers. According to Oracle and Datascience.com, “Amazon estimates
that its recommendation system drives a 20-35% lift in sales, and Netflix values its system at $1 billion
per year” (Ngun, 2018). Recommender systems thrive where it is difficult to match millions of entities
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based on discrete attributes and specific characteristics. They are able to predict how a user would
perform based on previous activity.

Streaming Analytics
Streaming analytics is another application of machine learning. Streaming analytics leverages
machine learning to constantly calculate analytics while data is collecting in real-time. In other words,
streaming analytics allows a user to make a decision with live streaming data. Data is often generated
from sensors, mobile devices, barcode transactions and other Internet of Things (IoT). A common
example of streaming analytics is using real-time data to navigate traffic. The popular mobile application
and car GPS, Waze, uses streaming analytics to help users outsmart traffic. The mobile app crowdsources
millions of user’s physical location and processes the data to recommend a fast route for users. In realtime, the application live streams each user’s location and current speed onto a map, identifies traffic
based on the car’s average speed on particular roads, and determines a faster rout based on this data.
Waze is able to identify in real-time variables such as accidents, inclement weather, and abnormal
congestion to improve a driver’s route based on these variables.
Streaming analytics is a powerful method to quickly visualize large amounts of data. It is often
used to compute data that is gathered from sensors on machines. Sensors are attached to devices to gather
real time data and performance. For example, Formula One racers attach sensors to the racecar’s engine
and are able analyze how the engine is performing in real time to discern if a pit stop needs to be made or
not. The transportation industry uses sensors and streaming analytics to make autonomous decisions. For
instance, a truck can be programmed to automatically turn up its refrigeration temperatures when it senses
that it is entering a hot region. Streaming analytics and sensors on a truck’s engine provides real time
diagnosis. By analyzing data that is streamed in real time, transportation managers can gauge fuel
efficiency, acceleration levels, engine temperatures and other measures without taking the truck off of the
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road. This process can provide intelligence in choosing the most reliable vehicle to use within a given
fleet. Overall, streaming analytics provides real time intelligence that leads to maximum efficiency.

Deep Learning
Deep learning is the most complex and state of the art subset of machine learning. It is the
foundation of modern-day machines interacting and behaving like humans. While it uses the
aforementioned, deep learning also uses a more extensive ability to continuously learn and correct itself.
Machine learning models typically need to be manually corrected or continuously updated to improve its
learning capabilities. Deep learning mirrors the human brain by using artificial neural networks to adjust
learning models as it aggregates new information. Just as the human brain feeds information through
neurons and becomes smarter with repetition, deep learning feeds information through a series of
connected nodes that self-correct to make informed decisions. Deep learning is programmed to handle
large and fast-moving data sets. Therefore, deep learning is the driving science behind advancements in
autonomous vehicles. Autonomous vehicles are being programmed to use scanners and sensors to identify
its surroundings. The vehicle quickly analyzes this data is milliseconds and makes informed decisions to
move the vehicle forward safely. The vehicles are continuously learning and will self-correct based on
new variables on the road.
While deep learning is a subset of machine learning, it may be difficult to distinguish these two
concepts. Comparing deep learning and machine learning to an infant’s learning process is a rudimentary
example of understanding. For instance, when an infant is young and is learning to eat, they can be taught
that when being fed, they are to chew their food. If they drop their food or choose to not eat it, they are
corrected by their parents and re-taught how to eat properly. This exercise of the human brain mimics the
idea of machine learning. The program can learn how to “chew” or operate effectively, however, when
they make a mistake, their “parent” or programming must make a correction. Deep learning uses
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developed programming to create a more mature and effective AI. As an infant’s brain develops, it learns
that when it drops its food, it is able to pick up the food and continue chewing. The infant’s brain takes
the information obtained by repeating the exercise and uses a series of neurons to correct itself.
Eventually, the infant is able to autonomously eat without any correction from their parent. This extensive
type of learning is mirrored by deep learning. As the machine becomes smarter with the more information
obtained, it teaches itself how to operate autonomously without correction from its “parent” or
programmer. Figure 1 visualizes the learning process of machine learning and AI by IBM and DHL.

Figure 1. DHL and IBM AI Learning Cycle

INTERNET OF THINGS & CLOUD COMPUTING
In order to understand current applications of machine learning, it is important to address two
concepts: Internet of Things (IoT) and Cloud Computing. Clearly, a key enabler of machine learning is
gathering and storing massive amounts of data. Industry 4.0’s exploited digitalization and connected
networks is garnered by the idea of Internet of Things and Cloud Computing.
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Internet of Things
A commentator on business technology website, ZDnet, refers to IoT as “the billions of physical
devices around the world that are now connected to the internet, collecting and sharing data” (Ranger,
2019). The rise of IoT has caused a variety of physical objects to be connected to the internet using
sensors. The idea of IoT was first introduced in the 1980s and 1990s, however, progress was slow until
the introduction of RFID tags. RFID tags are low powered sensors that can connect to the internet and
communicate wisely. Increased global connectivity and infrastructure improvements have led to
commercial and social uses of IoT. According to consulting firm, Mckinsey & Company, “Consumers
are more connected than ever, owning an average of four IoT devices that communicate with the cloud.
Globally, an estimated 127 new devices connect to the Internet every second” (McKinsey, 2017). The
firm also estimates that by 2020, one hundred percent of the global population will have access to lowpower, wide- area-networks (LPWAN). LPWANs allow connected devices to have long range connection
while using limited power usage at a low cost.
Enterprise use of IoT is being used in industry-specific contexts as well as everyday living
situations. Factories have begun to attach sensors to their production systems to gather more data on how
a machine or device is performing. The healthcare industry is attaching sensors to medical devices to
track their exact locations. Additionally, IoT devices are permeating into the homes of consumers. “Smart
Homes” are becoming empowered with IoT devices. Smart thermostats can be adjusted using a
smartphone. Connected security systems allow homeowners to monitor their home while away. Finally,
artificial assistants such as Amazon’s Alexa, Google Home and Apple’s Siri, play music and order
products from the internet. All of these devices have the seamless power to communicate effectively over
the internet.
As mentioned, a critical component of Industry 4.0 is that emerging technologies are not just
redefining commercial industries, but are reshaping how society lives and interacts. Beyond the home,
IoT is reshaping cities of the future. “Smart Cities” are beginning to take shape with IoT devices being
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implemented to improve transportation, conserve energy and improve security. Beginning with
transportation, traffic signals are going to be connected to the internet to be controlled and adjusted for
holidays, rush hours, and special events. Road sensors, traffic cameras, and vehicles have the ability to
communicate aggregated data across the internet so city officials can monitor traffic and accidents in real
time. Public transportation uses connected devices to track real time arrivals. Cities are becoming more
energy efficient by connected heating and cooling devices that track energy consumption levels. Finally,
public officials are connecting surveillance cameras to sensors and using machine learning to perform
rapid analytics to send suspicious content to officials so they can react quickly.
Beyond being a trendy consumer technology and cultivating “smart” cities and homes, IoT is
projected to have a dramatic impact on the economy and reshape a multitude of industries. In 2015, it was
projected by McKinsey and Company that IoT could drive between $4 trillion and $11 trillion of
economic value by 2025. Most significantly, IoT is projected to impact manufacturing, city development,
the human body, and retail. Figure 2 shows the projected economic impact across different settings.

Figure 2: IoT Economic Impact

All of this begs the question: why is Internet of Things so important to machine learning? While
the economic impact is promising and massive, IoT adoption has been lower than expected. Barriers to
adoption range from security and privacy concerns, lack of talent and infrastructure, and network
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capabilities. One of the main concerns is actually bearing the fruit that IoT produces. With millions of
connected devices, IoT produces and stores massive amounts of big data. Data that is so colossal that
companies are overwhelmed and not using IoT to its potential. Businesses do not necessarily have the
expertise, talent, or analytics capabilities to manage the data that IoT generates. This is where machine
learning becomes relevant. As described in the “Machine Learning Classifications” section, machine
learning has the power to harness and analyze big data faster and more efficient than a human. Machine
learning techniques such as recommendation systems, streaming analytics, and deep learning are being
developed to have the ability to define, classify, cluster, and analyze big data sets such as those generated
by IoT. In a sense, IoT and machine learning are mutually beneficial solutions. IoT generates large
amounts of big data that needs to be analyzed and machine learning improves its intelligence when fed
large amounts of big data.

Cloud Computing

When examining concepts such as Internet of Things, big data, and machine learning, it would be
remiss to not address cloud computing. While IoT is generating massive amounts of data and machine
learning is using that data to make informed decisions, where is this data being stored in-between? Cloud
computing has had the capacity to store and process this data. Microsoft defines the cloud as “not a
physical entity, but instead is a vast network of remote servers around the globe which are hooked
together and meant to operate as a single ecosystem” (What is Cloud Computing?, 2019). The servers
perform a multitude of functions including storing, managing, and processing data. IoT sensors generally
first send the information to a gateway device which manages bilateral data traffic and enforces network
protocols. The data is then sent from the gateway (or edge) to the cloud to be stored. Analytic tools then
download the data from the cloud to process and deliver a status update to a user interface. One way
machine learning can help this process is optimizing the analytics. Figure 3 below visualizes this process.
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Figure 3 IoT Components
Traditionally, machine learning and AI is performed on the cloud. As of late, machine learning is
being integrated to perform on the gateway or edge for faster reaction times. The gateway or edge is
essentially the central network device which first receives data from the sensors and controllers. Here,
basic analytics and data filtering is typically performed before being sent to the cloud for big data
processes and machine learning analytics. Figure 4 below shows the different layers of IoT.

Figure 4: IoT Landscape
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SUPPLY CHAIN APPLICATIONS
Supply chain is the tradeoff between production, inventory and transportation. Firms are
consistently looking for the best ways to manage their inventories and transport products from the
manufacturer to the consumer. Managers are faced with the challenge of coordinating the right products
to be delivered across the globe to the right customer, at the right time, and at the right price. Increased
intelligence, visibility, and information sharing enables supply chains to make data-driven decisions to
increase efficiencies. As supply chains have become more global and complex, making data-driven
decisions becomes more difficult. This section will identify how machine learning and IoT can assist in
supply chain analytics to increase visibility.
Globalization and the age of mergers and acquisitions have rendered international and
interconnected supply chains. Companies are sourcing materials from all corners of the globe and
utilizing cross-sourcing to obtain materials from many different suppliers. Supply chains have evolved
into complex networks full of material, information, and data flow. Due to the complexity, a critical
component of supply chains is visibility. In 2017, consultants at Geodis surveyed 623 companies and only
six percent reported that they had full visibility in their supply chain even though it was a top priority.
Visibility and transparency are empowering yet difficult to obtain. A key enabler of visibility in a supply
chain is big data reporting and analytics. An analysis performed in 2016 by McKinsey and Company
presents this idea of “Big Supply-Chain Analytics.” The analysis recognizes that large, modern supply
chains are generating big data. New data sets are being introduced along with new statistical methods to
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analyze this date and improve supply chain decision making. Figure 5 shows the different opportunities in
analytics along the supply chain.

Figure 5: Supply Chain Analytics

Needless to say, modern supply chains are tracking and storing massive amounts of data. Many
are generating this data from sensors and IoT applications. It poses the question: how does one efficiently
organize, interpret, analyze and leverage big data? More importantly, how does one act quickly on big
data? This is where machine learning is connected. Machine learning and big data together can process
information and lead to faster-generated and more insightful intelligence. Machine learning algorithms
learn from datasets. More extensive datasets create more effective learning and allow a machine to make
more informed decisions. According to Allerin, an international software solutions provider, big data and
machine learning collaborating is redefining data management and analytics: “Such a rise in big data has
presented an opportunity for big data and machine learning to come together and develop machine
learning techniques that have the ability to handle modern data types, by drawing on statistical and
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computational intelligence for navigation of vast amounts of information with minimal or no human
supervision” (Joshina, 2017). Using machine learning and IoT to compute big data is positioning
organizations to make both profitable decisions and to become risk aversive.

KEY PLAYERS IN COMMERCIALIZATION
While AI and machine learning are rather established concepts, there are some significant players
in the industry that are that are investing time, treasure and talents into commercialization of technologies.
Vying to stay ahead of the pack, there is no surprise that the large tech giants are investing millions into
AI research and are rapidly acquiring technology startups. Amongst the ambitious are Google, Amazon,
Microsoft, IBM, Amazon, Apple, Netflix, Uber, Spotify and Salesforce. Each with different intentions, all
are eager to attract top talent and resources to develop the next cutting-edge application of AI and
machine learning. However, Google, Amazon, Microsoft and IBM have developed applications that are
geared towards improving logistics and supply chains. They are acting as consulting firms offering
software as a service to improve supply chains. This section will highlight on Amazon and Google’s
investment activity and product offerings for businesses.
In 2014, Google acquired machine learning think tank and startup DeepMind for $400 million.
DeepMind has led with extensive research in deep learning. DeepMind has helped Google develop a
neural network called a differentiable neural computer (DNC). According to DeepMind, DNC “can learn
to use its memory to answer questions about complex, structured data, including artificially generated
stories, family trees, and even a map of the London Underground” (DNC, 2019). DNC is a machine that
does not require prior programming and organically aggregates facts and information to solve problems.
In addition to the DeepMind acquisition, Google has leveraged its research in AI to improve its search
engine and developed a voice recognition assistant, “Google Home.” Duplex AI is another voice assistant
technology that Google has developed. Duplex AI is integrated in the Google Pixel Smartphone and can
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be commanded to call restaurants and hair salons to book reservations without the user. The voice
assistant can seamlessly communicate with the hair stylist or Maître D’ and coordinate a time that is best
for the user.
In addition, Google offers a technology consulting service, Pluto7, to help improve supply chains
using machine learning and AI. Pluto7 helps companies gather data, create data lakes and create
workflows to better create more visibility across the supply chain. Pluto7 offers both demand forecasting
and supply planning. Pluto7 aggregates data that is centralized in the Google cloud to analyze order data
to make accurate forecasts without human error to reduce overstocks and understocks. Machine learning
technologies are constantly searching for data patterns more?
Amazon
Voice recognition has been pioneered by Amazon. In 2017, Amazon leveraged neural networks
with the development of Alexa, the company’s own artificial assistant product. Before then, Amazon had
been using AI to integrate robots in their distribution centers to autonomously pick and transport products
to their packing location. Dating back to 2012, Amazon purchased the robotics company, Kiva, for $775
million dollars. Since then, the 320-pound robot has been transporting packages twice its weight at five
miles per hour throughout Amazon distribution centers. Amazon has applied AI to the storefront with its
Amazon Go store. Amazon Go is a cashier-less store that has customers scan into the store using a
mobile app upon entering. The store then uses sensors to detect when customers remove items from a
shelf. When exiting, the store’s sensors and AI technology automatically bills the customer’s Amazon
account, enabling shoppers to leave the store without physically checking out.
Amazon Web Services (AWS) is a business to business software that uses Amazon’s AI
technologies to help businesses. AWS is a suite of services that offers companies storage databases,
analytics tools, website management, blockchain, content delivery and other business applications.
Among the applications, AWS offers machine learning and Internet of Things services.
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AWS machine learning provides subscribers with pretrained machine learning services from all
three classifications: streaming analytics, recommendation systems, and deep learning. AWS offers
recommendation systems to help companies to develop their ecommerce sites to improve the customer
experience. They apply streaming analytics to make accurate forecasts based on historical and big data.
Finally, AWS offers deep learning programs that include voice and facial recognition services as well as
image and video analysis.
AWS IoT is a platform that includes industrial, commercial, and home applications. It allows
users to connect devices to its server, gather data and improve services using analytics tools. For example,
Under Armor utilized AWS IoT to merge MapMyFitness, an app that tracks and stores runner’s routes,
onto to the cloud. AWS also helped Syskron, an end to end solution provider for beverage production
lines, to digitalize the beverage supply chain. Syskron uses machine learning models on both the edge and
the cloud to process data from production sensors to improve the beverage industry’s manufacturing
processes. AWS enabled the beverage company to bring intelligence close to the production line by
integrating functionality on both the cloud and the edge. As a result, AWS has been able to help Syskron
achieve faster reaction times from sensors on the production floor by reducing data commissioning times
by fifty percent.

OBJECTIVE AND SCOPE
Applications in AI and machine learning are universal. This thesis will explore different
application uses in the military and make recommendations to improve businesses processes in Army
logistics. The objective of this thesis is to present trends, emerging technologies and key players in
military logistics to an agency that helps improve Army logistics. It will explore best practices to
implement machine learning technologies, talent capabilities, IT requirements, and overall
recommendations for the Army to adopt AI and machine learning technologies.
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Chapter 3
Current Military Application Uses
This section will introduce current applications of AI and machine learning in military logistics.
While many investments and initiatives in the military remain declassified, this section will highlight
public information on the defense industry. It will primarily focus on the Department of Defense’s current
investments in cloud computing and AI. It will additionally explore current application uses by different
branches of the military.

DEPARTMENT OF DEFENSE INVESTMENTS IN CLOUD COMPUTING AND ARTIFICIAL
INTELLIGENCE
The Department of Defense (DoD) is making critical investments to align with Industry 4.0 and
adopt AI. In 2018, the DoD released a department-wide strategy designed to harness AI to advance the
security and prosperity of the nation. The report outlines key application categories that include the
following: situational awareness and decision making, safety in operating equipment, predictive
maintenance and supply, and streamlining business processes. Additionally, the report includes a strategy
to attract, train and retain AI talent to increase internal innovation. Most notably, the report highlights the
DoD’s recent establishment of the Joint Artificial Intelligence Center (JAIC). As outlined in Chapter 2, a
key enabler of AI and machine learning adoption is data storage. Fortunately, the DoD made strides in
2017 in data storage by launching a program that implements a decentralized cloud computing system.
The program is referred to as the Joint Enterprise Defense Infrastructure (JEDI).
Estimated to be a $10 billion dollar contract, the DoD’s JEDI strategy is to implement both
platform-as-a-service (PaaS) and infrastructure-as-a-service (IaaS) solutions across all branches of the
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military. In 2018, the DoD created a request for proposals (RFP) for outside companies to aid in the
implementation of a department-wide and cloud-based IT strategy by offering their commercial services.
Among the bidders were Oracle, Microsoft Azure, IBM and Amazon Web Services. While the DoD has
dozens of cloud systems built for specific purposes in different branches, JEDI aims to create a common
cloud-system across all branches. Therefore, it aims to award the contract to one company to promote
synchronization across the entire department. JEDI and a universal cloud system will help enable AI and
machine learning applications to improve data management and different logistics processes.
Launched in the summer of 2018, the JAIC’s overarching goal is to enable “teams across DoD to
swiftly deliver new AI-enabled capabilities and effectively experiment with new operating concepts in
support of DoD’s military missions and business functions” (Mehta, 2018). A primary role of the JAIC is
establishing data management policies, procedures and governance. JAIC is in charge of determining how
to best gather, protect and utilize data. It plans to primarily(you forgot some words here) in accordance
with new cloud systems. DoD Chief Innovation Officer, Dana Deasy stated that “The enterprise cloud is
going to become the foundation for which all the data and all that compute are going to reside on top of
and those algorithms (we) will use” and that the DoD is “moving toward a ‘decentralized world’ where
the warfighter at the tactical edge can work in a compromised, degraded mode...a cloud that can handle
the edge all the way to clouds that can handle the central” (Williams, 2018).
The DoD is fully aware that cloud computing and edge computing is a key enabler for machine
learning. While not explicit, JEDI and JAIC strategies are interrelated. The DoD plans to leverage new
cloud systems through JEDI to store data that can enable AI and machine learning techniques. In regard to
machine learning, it is important that the DoD builds its cloud system in a way that is decentralized rather
than centralized or distributed. Figure 6 visualizes the differences between a centralized, decentralized
and distributed network landscape.
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Figure 6: Network Landscapes
Processing locally via a decentralized network has many benefits in a machine learning context
that include enhancing security and using less bandwidth. Having multiple devices across the server limits
the risk of cyberattacks compared to a centralized or distributed server. With multiple hidden devices
across a network, it is more difficult to bring down an entire network. A singular and centralized device
on the other hand, presents a greater threat of one hack bringing down the entire network. Additionally, a
decentralized network is much more cost effective in the long run compared to a centralized or distributed
cloud network. With multiple devices connected to the same network in a decentralized landscape, the
effective bandwidth is reduced. When processing is done locally, there is no need to transmit information
all the way to the cloud and the overall use of the communication channel is reduced. Therefore,
bandwidth usage can be saved and the network can be easily scalable.
Having several devices on the edge creates decentralization. Not only is it more secure and uses
less bandwidth, but also it is more efficient. In the context of operations and overall readiness, edge
computing brings processing closer to where the data is extracted. This allows the machine to take action
quicker without having to send data up to cloud to be processed and sent back down. In the context of the
military and warfare, there are many situations where time is valuable and personnel have very limited
time to react to the situation at hand. If machines are responsible for reacting in milliseconds in a critical
situation, data latency is not an option. Fast processing is necessary for a machine to make a logical
decision in time. Therefore, edge computing would be ideal in a military context. It is important to note
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that one limitation of edge computing is the challenge of fitting large and complex neural networks (deep
learning) into edge devices. Fortunately, this is motivating data scientists to reduce the size of neural
networks and making them more efficient to be able to fit on an edge device.

CURRENT AI APPLICATIONS IN THE NAVY
In 2012, the Navy began to implement an IoT-like concept to connect its ships, submarines and
other tactical nodes. The implementation came through a program referred to as CANES (Consolidated
Afloat Networks and Enterprise Services). CANES is series of connected devices that aims to reduce
hardware on ships by using cloud computing. It modernizes the way the Navy communicates and secures
information within the Navy’s network environment. As of late, the Navy has been updating devices on
ships, carriers, destroyers, and submarines to improve cyber and IT connectivity. It is expanding its
network capabilities in order to improve methods of gathering, organizing and analyzing data. The
rationale is to be capable of enabling AI applications. CANES is not intended to weaponize. Rather, it is
being used to improve operations and security.
One AI application the Navy is using is automated intelligence processing to prevent cyberattacks. According to the National Interest, the Navy is using CANES to leverage AI through “computer
automation, fortified by AI-oriented algorithms able to autonomously find, track and in some cases
destroy cyberattacks or malicious intrusions without needing extensive and time-consuming human
interpretation” (Osborn, 2017). In this context, human brains do not have the capacity to quickly process
and detect the massive amounts of information involved in a cyber-attack. Additionally, the Navy is
striving towards using machine learning and AI to “automate tactical information processing, such as
threat and target information, thereby making the Navy’s fleets safer and more formidable” (Caughill,
2017). This could potentially save the Navy billions of dollars as computer automation will allow for a
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reduction in crew size. For instance, a new fleet of carriers with increased on-board automation, has
decreased crew sizes by 1,000 shipmen.
The Navy is taking the right steps by implementing the proper infrastructure needed for AI
applications. While current declassified AI application uses are limited, there will be many additional
opportunities as the Navy expands and equips its networks. Tasks that AI could potentially enhance by
using patterns and predictive models include scheduling, aircraft routing for amphibious ready groups,
and material replenishment. In the meantime, the Navy should continue to focus on building out CANES
to create a more secure, reliable and AI-capable network.

CURRENT AI APPLICATIONS IN THE AIR FORCE
Similar to the Navy, the Air Force is investing in automated cyber protection and intelligence
processing. Additionally, the Air Force has taken considerable steps to implement streaming analytics to
improve the maintenance of its aircraft. By using sensors throughout the aircraft, the Air Force first
gathers data on engine temperatures and stresses on the airframe. It then uses a combination of predictive
analytics and machine learning to determine patterns in data to predict when parts of the aircraft will fail.
The Air Force has been partnering with private companies such as Lockheed Martin and analytics firm,
SAS to help quickly analyze data it is streaming. Lockheed Martin’s senior manager and analytics
specialist stated that “Everything we’ve been doing up to a certain point has been looking in the rear-view
mirror with the data…we’re going to be able to look forward” (Weisgerber, 2018). Predicting when parts
fail dramatically changes how the Air Force manages their fleet. Crews will be replacing parts before they
fail rather than when they fail. While this changes the day to day operations, fleets will be managed more
effectively and aircraft will be more reliable in when in use.
The Air Force is also developing applications for their aircraft to use machine learning to capture
images in real-time and automatically detect moving objects that surround unmanned aircraft. The Air
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Force Research Lab partnered with IBM to develop a supercomputer that can process millions of neural
networks within seconds. The lab predicts that in 2019, the supercomputer will have the ability to detect
airborne targets. The supercomputer uses pattern recognition that could eventually lead to the feasibility
of autonomous aircraft and other tactical decision making.
It is important that the Air Force continue to develop these technologies as predictive
maintenance and autonomous aircraft will be more efficient and effective in the long run. However, it is
equally important to continue to develop its network infrastructure and data gathering techniques as this
element is critical for implementation. The Air Force is taking the right steps by partnering with private
firms that have an expertise in data analytics. In the long run and once a comprehensive AI strategy is in
place, it should aim to recruit and develop in-house talent to maintain data capturing, data storage and
data analytics. These functions are critical enablers of AI and machine learning.
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Chapter 4
AI Opportunities in Army Logistics
This chapter will suggest opportunities where the U.S. Army can utilize AI and machine learning
to improve its operations. While AI and machine learning can be utilized in combat contexts, this chapter
will primarily focus on applications in operations and logistics. It will identify applications by four
different functional areas: supply, maintenance, transportation & distribution, deployment &
redeployment. While the Army does not classify deployment and redeployment as a logistics function in,
there are related applications in AI can improve these strategies. All four functional areas will highlight
ways in which the Army can improve readiness and responsiveness.

MANAGING SUPPLY
AI and machine learning can help improve managing inventory and supply. It begins with using
AI at the forecasting level by demand using time series models. Traditionally in a logistics environment,
time series models are often used to forecast demand based on previous demand data. Machine learning
based forecasting has the ability to incorporate additional data patterns such as weather, seasonality,
prices, location, discounts, SKU information and others to create a more granular forecasting model.
Machine learning forecasting can compute massive amounts of data in a short period of time to create a
more accurate forecast whereas a human brain can only analyze a limited amount of variables. Logistics
company, DHL has developed a global trade barometer that analyzes 240 million variables from seven
countries to gain a better picture of the global trade environment. The AI application uses operational
logistics data and advanced statistics modeling to analyze import and export data of different commodities
from each country. The application is then able to quickly provide a three-month outlook of global trade.
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If the Army can incorporate additional variables into its forecasting models and use machine learning to
incorporate outside data sources, forecasting can be much more accurate and efficient. A key step to
implementing this application is having sufficient amounts of data and data collection tools. Creating an
IoT-like environment that uses sensors and streaming analytics to capture this data will be integral to
applying AI and machine learning to forecasting techniques. Streaming analytics that enable real-time
data capturing will help provide visibility and additional data points to feed the machine to make accurate
decisions.
One way that private industry is capturing data to build predictive models is analyzing point-ofsale data. For instance, a restaurant is tracking orders and uses machine learning to learn how much of
each ingredient is being used for each order. As it analyzed more orders through a seamless flow of realtime data, the machine is now able to make logical predictions of future demand. It has been able to
improve forecast accuracy by twenty percent. Central logistics planning in the Army can begin with
collecting data on shipments and orders and use machine learning algorithms to more accurately predict
demand. This will help ensure that the warfighter can receive proper materials at the right place and right
time.
From a warehouse management standpoint, many private companies are starting to use image
recognition services to track inventory levels. Qopius, an AI startup in France, has developed computer
technologies that autonomously scan retail and warehouse shelves to track products and analyzes shelfperformance. The image recognition technology can use images of the shelves to automatically identify
each SKU based on its package design and match it with its SKU number. This tool can gather real-time
inventory levels at the SKU level to create smarter warehouses. If the Army were to implement image
recognition services to gain real-time inventory levels, inventory managers would be able to know exactly
how much is on hand to better prepare for deployments. This increase in visibility will not only improve
military readiness, but also capture data that can be used for advance forecasting methods.
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A rather ambitious application that the Army can utilize to improve its inventory management is
using automated picking and fulfillment systems similar to Amazon’s Kiva systems. These automated
vehicles are programmed to locate, pick and move a certain product from the picking location to the
packing location in a warehouse. While this could greatly reduce the amount of labor and time required in
a distribution center, it is worth noting that automated fulfillment systems are programmed with deep
learning models. Deep learning requires more robust and complex networks, cloud infrastructure and data
mining tactics for implementation. It is best that the Army begin with implementing more basic AI
applications before an application such as automated fulfillment systems.

MAINTENANCE
Predictive maintenance can help the Army improve its readiness and optimize the lifecycle for its
key assets. PwC has identified four different levels of predictive maintenance strategies based on
complexity. The highest level uses AI-based predictive analytics. Figure 8 shows that the higher the level,
more advanced technologies are required.

Figure 7 PwC Predictive Maintenance Levels
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The Army has already begun to move from a scheduled maintenance strategy to a predictive
maintenance strategy. It is using smart diagnosis and condition-based methods to monitor vehicles and
machines to predict when maintenance is needed. Based on current applications, the Army most likely
falls within level two. The Army should continue to implement sensors and IoT-like technologies to
provide real-time condition monitoring of its vehicles and other fleets.
Eventually, an application to help the Army improve its predictive maintenance to a level four is
automated visual inspection. By attaching cameras to vehicles or other devices, deep learning can be used
to analyze live video feeds and detect abnormal behavior or damage. IBM Watson developed a method of
using cameras to monitor a train’s performance and identify damages. Cameras are placed on train tracks
to take images of trains that are then uploaded to a database. Deep learning methods are then applied to
identify abnormalities of damaged trains and classify the type of damages. The damage is then reported to
a dashboard in real time to inform a maintenance team that the train needs to be repaired. Figure 7
visualizes this process.

Figure 8 IBM Visual Inspection
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Especially in a war setting where damages are more prevalent, the Army could benefit from
implementing this application to improve its visibility. By attaching cameras to its vehicles, maintenance
teams can be made aware of damages in real time to improve readiness. Additionally, visual inspection
could be applied to a combat or surveillance context. By using AI to process surveillance videos of bases,
vehicles in combat, or even civilian populated areas, Army personnel can be made aware of attacks or
abnormal actively more quickly and readily.
By continuing to move from a scheduled maintenance strategy to a predictive maintenance
strategy, the Army will improve reliability and readiness of its vehicles. In the short run, the Army should
continue to connect sensors to its fleets to track engine performance and monitor patterns to predict when
the engine needs to be serviced. In the long run and as it builds out its network and cloud infrastructure to
be capable of running deep learning applications, the Army should begin to adopt AI techniques such as
automated visual inspection. Implementing AI and expanding upon predictive analytics models will help
improve predictive maintenance, overall visibility and reduce lifecycle costs of key assets.

TRANSPORTATION AND DISTRIBUTION
A current goal of the Army is to improve its Transportation Management System (TMS). In late
2017, the U.S. Army’s Transportation Command (TRANSCOM) announced an implementation of a new
TMS. The TMS will utilize a commercial TMS with government platforms in a single system to manage
shipments and oversee the logistics enterprise. This will help synchronize people, process, technology and
data across the Army enterprise. It will use optimal planning methods, real-time visibility and alerts to
help manage end-to-end movement of equipment and materials. The Army is definitely on the right track
by implementing a cross-organizational TMS. Like most enterprise management systems, a TMS pulls
data from many different sources across the transportation network to present information clearly for a
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manager to make data-driven decisions. Today’s TMS typically have three primary features: optimization,
execution and performance management. Figure 9 visualizes these features.

Figure 9 TMS Features
In the near future, the Army should continue to focus on implementing the commercial TMS. It
should ensure that the enterprise’s people, processes, technologies and data are properly aligned with the
functional TMS. However, there are some AI applications that could enhance and collaborate with the
TMS. AI and decision making can be coordinated with the TMS to improve business analytics and route
optimization.
Within a TMS, data and information is being gathering across the network and is centralized in
one system. Cloud-based analytics has the ability to leverage the gathered data to provide business
intelligence that can improve transportation decision making. If the Army can streamline data from IoT
sensors in its smart diagnosis and condition-based maintenance strategy into its TMS, more advanced
analytics can be performed. As mentioned in chapter two, streaming analytics is a machine learning
technique that quickly processes augmented data in real time. If the Army were to expand on the type of
data it uses to manage its fleets, machine learning can be useful complement. With its ability to do rapid
and in-depth data analytics, machine learning can help take TMS data to provide more granular and
informed insights.
One area of transportation that AI can help leverage analytics to make informed decisions is route
optimization. Technologies are being developed to help companies optimize routes by using AI to
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analyze data and predict optimal routes. AI systems are pulling data points to recommend optimal routes
from a range of sources that include both historical and real-time data. Companies are using satellite
imaging, traffic patterns and even social media to generate augmented data to help optimize routes.
Applications are able to take new and real-time data and suggest optimal routes without having the need
for a human to adjust the program. As the TMS becomes more established, the Army can pull additional
data points and develop AI tools that suggest more optimal routes for its fleets that are moving materials
across the network.

DEPLOYMENT AND REDEPLOYMENT
Military consultants from Deloitte did a study that outlined a military deployment strategy that
uses data from past real-world missions and machine learning to predict requirements for future missions.
The study suggests that “this is much more than just looking at the order of battle or lists of units. Rather,
it is about understanding how different parameters of a mission place demands on the forces that will
execute that mission” (Schultz, 2018). There are various parameters and factors that can be taken into
account when determining specific requirements for a deployment. Different missions call for different
types of equipment, materials and personnel based on the size and location of the enemy. For instance, a
deployment in the desert will require more water storage capacity than a deployment in the forest.
Additionally, certain missions may require personnel to have specific skills such speaking a native
language or types of weapons to counteract an enemy. What if there was a way to identify these
parameters and effectively adhere to them with specific skills and capabilities within a deployment force?
As shown in figure 10, Deloitte’s model suggests that machine learning and deep learning tools can be
used to connect mission parameters with the deployment capabilities. In other words, machine learning
and deep learning can take previous mission data to continuously learn which deployment capabilities are
needed to carry out a future and similar mission. Machine learning can help identify the right resources
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for the right mission at the right time. This is empowered by neural networks (deep learning) and their
ability to continuously learn from previous missions and recommend capabilities for future deployments.

Figure 10 Machine Learning Matching Requirements for Deployment

This begs the question: how does the Army arrive at a state that is capable of implementing this
deployment strategy? Like any machine learning implementation, gathering more data through
digitization and IoT-like strategies will increase visibility and in turn enable readiness. Digitalizing
processes and improving data management will help make this deployment strategy come to fruition.
Currently, the Army generally operates at the unit level that combines forces that have capabilities
required to carry out a particular mission. Having a more granular scope of equipment, personnel and
other resources on hand will allow the Army to deploy the right people with the right resources at the
right time.
In order to have a more granular picture of its capabilities, the Army must continue to implement
techniques that make decisions derived from real-time data opposed to historical data. Not only is it
suggested that the data is timely, but also it is recommended that senior leaders are briefed on the granular
picture rather than just a summary of requirements and capabilities. Having more specific data points on
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the capabilities of a soldier and their respective skills will allow senior leaders to make more informed
deployment decisions. Therefore, it is suggested that the Army continues to build out programs like
predictive maintenance to capture specific data points like the location, oil level, and operating
temperatures of a particular vehicle. In regard to personnel, the Army should move towards capturing and
storing more specific characteristics of soldiers such as a detailed medical history, specialized skills,
language proficiency, current location and others. A critical component of implementing this application
is ensuring that the Army has a secure, capable network and analytical capabilities that can capture, store,
manage and analyze this data. With the right data tools in place, the Army can then implement AIempowered deployment strategies that effectively determine which resources are available and which are
optimal for executing the mission.

Chapter 5
Recommendations for Adoption
In any organization, a key challenge of adopting a new technology is aligning its people, policies,
processes and existing technologies to use the technology effectively. Especially since AI can be
complex, has critical requirements and can dramatically affect an organization, it is important that an
enterprise is vigilant when adopting AI technologies. This chapter will suggest recommendations and best
practices for adoption and implementation of AI applications. A suggested action plan summarizing
recommended steps the Army should take to adopt AI applications can be found in table 1.
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Table 1 Recommended Action Plan for Adoption
Priority Action Item

1

PHASE 1: Plan and Strategize
Identify and clearly define
AI objectives

Details
•
•

2A

PHASE 2: Align the Organization
Execute enterprise-wide
•
data strategy
•

2B

Develop analytics talent

•
•
•

2C

3A

3B

4

Coordinate change
management strategy

PHASE 3: Pilot then Scale
Pilot a basic AI strategy
with a particular unit or
function

•

•

Identify specific applications and use cases of AI and
define how it is going to be integrated into specific
processes or functions
Begin by identifying particular functions or units that
that will greatly benefit from an AI application that
can be easily piloted and scaled
Identify what data will be needed to support the AI
applications and establish mechanisms to collect, store
and analyze the data
Continue to connect soldiers and devices to the
network to facilitate data collection
Define analytics job descriptions to support data
strategy and AI objectives
Assess and allocate current talent to fulfill the defined
job descriptions
Recruit externally or partner with other organizations
to fulfill remaining functions
Stand up a central command center or single POC that
serves as an intelligence center, develops
communication strategies, monitors implementation
progress, identifies best practices, and provides
technical support for the enterprise

Adopt a basic AI application such streaming analytics
or recommender system to serve specific unit or
function (i.e. predictive maintenance on helicopters)
• Track and analyze effectiveness and defectiveness
Scale AI applications to
• Apply best practices from pilot to scale AI to other
other units and functions
units and functions
• Continue to track and analyze effectiveness and
defectiveness
PHASE 4: Implement Advanced Applications
Expand enterprise-wide
• Adopt advanced AI applications such as deep learning
data strategy and explore
and neural network-based applications
more advanced AI
applications
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DATA STRATEGY
In order to effectively utilize AI applications, the Army must develop an enterprise-wide data
driven mindset. As mentioned, AI and machine learning applications need big data in order to make
intelligent decisions. Therefore, the Army should cultivate a culture that values data collection, analytics
and data-driven decision making. Rather than data management being a function of the Army, data
management needs to become a strategy. Continuing to attach soldiers and equipment to the network is a
great first step for implementation. However, in order to effectively implement AI applications in
logistics, a comprehensive data strategy needs to align with the overarching AI strategy. Before building
out an enterprise-wide data strategy, the Army should first decide what specific objectives they want to
achieve with AI and machine learning. Defining specific applications of AI and machine learning will
help understand what data will be needed and what are the best ways to collect that data. Once the need is
defined, it is important to take inventory of data that is currently available and if there is a cadence of
capturing that data. A cadence of collecting data is critical for AI applications as this will enable them to
learn at their highest potential. Additionally, establishing ample data storage mechanisms is a requirement
for any AI application.
To help with data capturing the Army should continue to implement IoT technologies. By
attaching sensors and connecting its equipment, devices and vehicles to the network, the Army will
produce enough data to allow a machine to learn and make decisions. Real-time data capturing by using
IoT sensors will make way for machine learning applications such as streaming analytics. By
implementing streaming analytics, the Army will be able to scale its predictive maintenance and
forecasting efforts.
In regard to data storage, AI requires a network where data storage can be scaled. After an AI
algorithm is trained, it will continuously capture, store and analyze data to improve its learning and
decision making. Data sets will expand as the AI application continues to learn. Therefore, in order for a
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machine to be able to continue to learn, there must be a data storage method that can be scaled without
limits. When selecting storage methods, it is important to consider what type of AI is being used and
whether or not real-time decision-making is being used. For instance, deep learning applications will
require more capacity, density, reduced latency, increased throughput, and effective input-output
communication than a basic machine learning application. Selecting the right cloud computing strategy
(private, public or hybrid) will also be critical for data storage and processing.
To help execute an enterprise-wide data strategy, the Army should continue to partner with
private companies and consulting firms to help identify and create a network infrastructure that is AI
capable. Investing in data analytics tools that help organize and classify massive amounts of collected
data will help make machine learning applications more accessible. Above all, it is important that the
Army clearly defines its AI applications and objectives before building out its enterprise data strategy.

ANALYTICS TALENT
If the Army wants to innovate its logistics strategies with AI and machine learning, it must have
capable talent in place to carry out the strategy. Any organization that is implementing AI and machine
learning must have talent that is specialized in data science and analytics. With the massive amounts of
data required and generated from AI and machine learning, the Army needs to have data analytics talent
in place. Managing large amounts of data requires a plethora of analytics roles, from data scientists, data
engineers, data architects to analytics translators. Often, these titles are difficult to define as skills are
misperceived. McKinsey and Company released a report that many organizations struggle to identify
where their analytics talent is located and whether or not roles are clearly defined. Companies
occasionally hire analytics talent thinking they can fulfill a certain task but soon find out that the talent is
actually specialized in a different analytics discipline. It turns out that while they have analytics talent,
they do not have the proper skills required for a particular task. Figure 11 from the McKinsey and
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Company report is a landscape of analytics talent and shows the differing disciplines that are often
broadly defined. The report stated that Analytic Translators have the most critical role as they “ensure
analytics solve critical business problems.” The Army needs to establish well-defined analytics roles so
that they can provide data analytics to execute future AI and machine learning strategies. Being that the
Army as an organization is different than a private organization and its business case much more complex
in nature, it is especially important that they have a sufficient number of Analytic Translators.

Figure 11 Analytics Talent Landscape
Rather than recruiting a wide pool of AI and machine learning talent, the Army should start by
defining their AI objectives and identifying what talent requirements are needed. It should then identify
necessary AI related tasks and create well-defined roles and job descriptions to carry out the tasks. After
creating well-defined roles and job descriptions, the Army should then identify what skills and
capabilities are currently available to fulfill the roles. Once they allocate their current talent to fulfill the
necessary job descriptions, specific gaps can be identified. The Army then can recruit specific talent to
fulfill the remaining job requirements or outsource certain functions. This will help the Army effectively
use its current resources and efficiently recruit additional talent.

AI and machine learning talent is in high demand and is outpacing supply. In 2018, the average
AI and machine learning programmer expects a salary between $100,000 and $150,000. An engineer
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expects a salary between $130,000 and $170,000. Data scientists and analysts are very expensive to hire
and often their skills overlap. Without caution, it is very easy for an organization to not utilize its AI
talent effectively and incur unnecessary costs. The Army and the DoD should continue to look for
partnerships with technology firms in the Silicon Valley where AI and machine learning talent resides. In
the meantime, the Army can take tangible steps to use its data and computer science talent efficiently.

SCALING AI APPLICATIONS
Once the Army has an enterprise-wide data strategy and analytics talent in place, it is best to start
small but scale fast. The Army should start small and begin with addressing an issue or logistics function
that would greatly benefit from AI. It is critical that the Army explicitly defines the need and the right
problem to solve before scaling. Starting small is a great opportunity to test what works effectively and
make improvements without dramatically altering the organization. Deploying AI to specific units or
functions within the organization will be a low-risk but insightful strategy. Starting with a unit or function
that is specific and uses a particular type of equipment can make it easier to monitor the success of
implementing AI applications. For example, targeting a specific unit at a specific base whose primary
function is for example, aviation, can be a useful way to track progress. When rolling out initial pilots, it
is critical that the Army track which features or strategies are effective and which ones are unfit. It is
important that the Army is open to modification as AI applications are most beneficial when designed
specifically for an organization’s unique functions. As the pilots are tested and modified the Army should
quickly scale to other similar but larger functions across the enterprise.
In regard to what type of AI or machine learning to implement first, the Army should begin with
deploying basic applications. Applications that use recommendation systems or streaming analytics are
good applications to begin with. They are much more basic and require less data or processing power than
a more complex application such as deep learning. The Army has already adopted some predictive

37
maintenance applications that can be enhanced by streaming analytics. This could be a logical to place to
start integrating machine learning applications since data is already being collected in real-time. Real-time
data collection is a key element of machine learning-based streaming analytics. Predictive maintenance
applications have been proven to work in the private industry and can lead to more visibility in early
stages of implementation. The Army should focus on a specific fleet to integrate machine learning in its
use of predictive maintenance. After determining what works effectively with machine learning and
predictive maintenance, the Army can then modify the application to deploy streaming analytics to other
fleets and eventually to other functions.
Overall, the key to scaling AI in an organization like the Army is to start with a small scope, test
what works effectively, modify based on effectiveness, then, finally, scale to larger functions across the
enterprise.

CHANGE MANAGEMENT
Before scaling AI in an organization it is important to have a change management strategy in
place. Not aligning an organization’s people and culture to embrace AI can prevent a fluid AI adoption .
“Artificial Intelligence” is a term that raises different opinions and feelings. AI to some is seems like a
practical way to improve operations within an enterprise. To others, it ignites the fear of job loss and
suggests radical change. According to a survey performed by O’Reilly, organization leaders responded
that culture served as the largest barrier for adoption in an organization evaluating AI . Figure 12 shows
the differences in critical barriers between an organization that is evaluating using AI and one that is
maturely using AI.
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Figure 12 Culture and AI Adoption

In evaluating AI applications, the Army must cultivate a culture that understands both the need
for AI and the benefits of its applications. Remaining transparent and communicating specific goals and
objectives to the organization must become a priority when implementing AI applications.
Many people get confused with the term “Artificial Intelligence.” Some immediately think robots
while others think other applications such as automated vehicles. It is important to communicate what AI
is and what AI is not. Currently, AI and machine learning technologies that the Army can implement can
not necessarily replace service men and women. Rather, the applications may change the service men and
women’s job description. If job descriptions will change as a result of AI, it is best to be transparent with
specific changes that are going to occur. For example, being transparent by communicating that “AI will
be used to help maintenance crew members process data, increase visibility and make decisions on which
equipment in a fleet is safe and best to use” is much more appropriate than simply stating “AI is being
used enhance maintenance.” Being transparent on what specific applications are being used and how they
are going to impact day to day applications will make service men and women more comfortable with AI.
Transparency will help gain the organization’s trust and help them understand the benefits of using AI
applications. It is important to emphasize both the true realities of and the benefits of AI.
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The Army can often be classified as bureaucratic and reluctant to change in its operations.
Therefore, AI must be communicated as a need-based initiative. The Army should make it known that AI
is being used by other countries such as Russia and China. Communicating that it is necessary for the
Army to use these technologies to achieve readiness in Industry 4.0’s landscape, will encourage service
men and women to adopt AI. By communicating that AI can improve logistics and readiness which will,
in turn, help execute the Army’s overall objective of defending the nation, service men and women will
be much more receptive of AI.
Change management goes hand in hand with the above recommendation to start with small,
focused and low impact applications. If the Army can begin small and prove value in a focused AI
application, it then has a promising use-case that can encourage other functions and areas of the Army to
adopt AI.
After starting with a focused initiative, the Army can implement socialization techniques to create
awareness and encourage others that AI is an application that can benefit the organization. One way to
effectively socialize AI in the Army is to identify and champion both macro and micro influencers. Macro
influencers are “household” names within the Army; individuals in senior leadership roles with years of
experience. This includes high ranking officials such as the Secretary, Under Secretary, Chief of Staff and
Sergeant Major. If senior leadership recognizes AI as an important initiative, the rest of the organization
will view AI adoption as a priority. Micro influencers are those that are not necessarily as visible in the
entire organization or are high ranking, however they greatly influence those around them. Micro
influencers can differ in rank from privates to sergeants. They are up and coming leaders within the
organization and are respected among peers. The Army should identify micro influencers and have them
advocate for AI adoption at the peer-to-peer level. By identifying both macro and micro influencers,
service men and women will be much more receptive to AI applications. Having both their peers and
leaders advocate for AI adoption will help change the culture’s outlook and put reservations at ease.
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Strategically socializing the truths and benefits of AI will help create a network effect that leads to a more
fluid enterprise-wide AI adoption.
To help develop and execute these change management strategies, the Army should establish a
single point of contact or a central command center for implementation. The command center’s main
functions should be to effectively monitor progress, identify best practices, provide support and develop
communication strategies for the organization. A command center for implementation will help
synchronize the organization’s adoption. It can ensure that business processes are streamlined and
consistent across the enterprise. A command center can serve as a central repository of intelligence that
can help the Army scale its AI applications or mitigate future issues that arise.
Change management is paramount for any successful AI implantation. As the Army develops an
AI strategy, it must include a change management strategy that cultivates a culture that recognizes the
need, truths and benefits of AI. Strategic socialization and creating a single point of contact are two
strategies that will help create a culture that is ready for AI adoption.

Chapter 6
Conclusion
Industry 4.0, empowered by IoT, cloud computing, AI, machine learning and other technologies,
offers many opportunities to improve Army logistics. AI and machine learning are broad terms with many
different classifications and applications.. Machines using data to make decisions are not necessarily new
to society. However, what is driving this fourth industrial revolution is the increased complexity of
machine learning, its ability to automate business processes, and the capabilities to self-correct to
improve its decision making.
There is potential for the Army to adopt AI to improve its operations and overall readiness. It is
important to understand that there are basic applications such as recommendation systems and more
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complex applications such as deep learning and neural networks. Right now, the Army is approaching a
position to begin adopting basic applications of AI. Basic applications in machine learning can be
leveraged to manage supply using improved forecasting methods, enhance predictive maintenance,
improve transportation visibility and refine deployment strategies. AI and machine learning can
dramatically increase readiness and better position the Army to be prepared for combat.
Application uses of AI and machine learning can be easily identified. The opportunities of how
machine learning can improve a function or process in an organization are endless. However, the biggest
challenge of using AI is fulfilling adoption requirements and executing an implementation strategy.
Organizations must have the proper data, people, supporting technologies and network infrastructure in
place in order to successfully use machine learning. The more complex AI that is being adopted, the more
complex the requirements for implementation. It must have comprehensive data strategies, analytical
talent and change management techniques in place in order to successfully implement machine learning.
If the Army wants to implement AI and machine learning, it must continue to cultivate a network
with an infrastructure that is cloud and edge computing capable. It is important that the Army clearly
defines its objectives and desired outcomes of the AI and machine learning. It must then work towards
creating an enterprise-wide data strategy designed to carry out the defined objectives. Data collection,
storage and analytics are absolutely crucial for any successful AI application. In addition, the Army must
have analytical talent in place to execute the data strategy. Finally, it must develop a strategic change
management program that cultivates an innovative culture that is ready for AI adoption. Data, talent and
change management are three critical requirements that the Army must consider when exploring AI and
machine learning applications.
AI and machine learning are powerful tools that are innovating at a rapid rate. The Army should
not waste any time aligning its organization with Industry 4.0. Being prepared for Industry 4.0 is not just
about adopting emerging technologies and their capabilities. It is equally as important to redefine how
technologies are synchronized with an organization’s people and existing processes. By fostering a
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culture of innovation willing to work with new AI technologies and processes that are rooted in datadriven decision making, the Army will be better positioned to adopt AI applications. These powerful
applications can greatly improve Army logistics and contribute to upholding the values, honor and
tradition of defending the nation.
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