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ABSTRACT

Blockchain is the first technology in several decades to attract the current level of excitement
around its capabilities and its potential to completely alter business processes. Since its inception in 2009
as the underlying technology for Bitcoin, interest has recently heightened and companies are now
attempting to utilize blockchain to combat business use cases in a variety of industries and across many
disciplines, including financial services, supply chain and government. However, this technology is still
in early developmental stages, as is apparent with its many challenges and lack of successful use cases.
This thesis will provide a comprehensive overview of blockchain technology. It will then present a
comparison of the current industry’s development to the rise of the Internet. Furthermore, this thesis will
identify and analyze the challenges surrounding blockchain technology and its position as the industry
develops prior to acceptance and full-scale adoption. Finally, it will also offer a prediction related to the
use cases that may experience success in the near future, along with an observation as to why some
projects are failing.
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Chapter 1
Introduction
Every year, the risk of damage and actual losses to businesses and corporations has
grown exponentially due to security breaches within varied points of software and systems.
Hackers have exploited the weaknesses in human components, database servers, and entire
networks, resulting not only in adverse effects to reputations, but also in billions of dollars in
losses to individuals, corporations and to our economy. Too often, companies address these
weaknesses after a breach has occurred and the resulting damage and repercussions are
devastating. In order for individuals and companies to adequately secure data, new technology
and methods need to be introduced and implemented across all types of businesses to prevent
access by intruders. Blockchain technology can provide a very viable option for organizations
that lack trust within their internal and external business networks.
Many people are familiar of the word “blockchain” because of the currency, Bitcoin, but
are not aware of the additional potential applications for this technology. Introduced in 2009 as
the underlying technology for cryptocurrency, blockchain acts as a peer-to-peer distributed
public ledger, which eliminates the need for a third party while also allowing any individual or
organization with Internet access to participate in the network. This distributed ledger utilizes an
encrypted and verifiable platform, which provides reliable data security for all aspects of
business and organizations. However, since blockchain is such an emerging technology,
ultimate adoption will take time due to lack of familiarity, applicable use cases and actual
implementations.
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This thesis is intended to provide a background of blockchain, along with a basic
overview of the technology and predominant platforms. Next, it will provide a parallel of the
blockchain industry to the rise of the Internet, relating historic events that could act as a
springboard for how the blockchain platform landscape may evolve. Then, this thesis will
identify and analyze the challenges that organizations will face in the future with regard to
platform selection and blockchain adoption. It will conclude with a use case scenario that will
succeed and one that will not, as well as potential reasons for failure.
Information attained in this thesis is from a variety of sources such as books, articles,
publications, online classes, databases, actual work in the field and interviews with leaders in the
industry. The interviewees referenced in this thesis will remain anonymous, because of the state
of the industry and in consideration of their profession and their work. Quotes and information
from the interviews provide real-world insight into how current business professionals view this
technology and how the future may eventuate in regard to platforms, industry adoption and other
areas of interest.
After working in the industry and performing extensive research, the innate problems of
adoption, viability, and sustainability of blockchain have fueled more personal skepticism. This
paper will analyze the extent to which blockchain will be capable of disrupting business
processes in the short and long term.
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Chapter 2
Background
Following the Financial Crisis of 2008, which uncovered the inherent shortcomings of
financial institutions and banks, a new payment system was created with the hope of addressing
and fixing the downfalls of regular currencies. That payment system is known as Bitcoin. The
inventor behind Bitcoin, Satoshi Nakamoto, is thought to have received the inspiration of a
completely decentralized payment system based on the lack of trust individuals felt toward banks
and financial institutions. Made public in 2009, Bitcoin was the first major peer-to-peer
electronic payment system with the main focus of disallowing the “double-spending” problem.
Don Tapscott, a leader in the blockchain industry exclaims that Bitcoin “trust is achieved not
necessarily by intermediaries but by cryptography, collaboration, and clever code”
(xxiv)(Tapscott, 2018). While many continue to be skeptical about Bitcoin and other
cryptocurrencies, this thesis will be focusing on the technology behind Bitcoin, which is
blockchain technology.
Blockchain has become a more recognized concept as of 2014, when companies and
individuals began utilizing Bitcoin’s underlying technology to address current business
problems. Companies have been exploring blockchain use cases across many different industries
to identify optimal applications for initial implementations. Some of the early applications that
have saved time, reduced transaction risk, increased transaction security and produced significant
cost savings have been in the supply chain, financial services, healthcare and other varied
industries. This technology has shown that it can save time with instant transactions, reduce risk
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and increase security by being tamperproof, therefore reducing costs by eliminating the need for
middlemen or third parties in transactions. All of these factors contribute to more automated
business processes and an increased trust throughout transaction on a shared ledger. These
capabilities are a few of the reasons companies have been so intrigued about blockchain use
cases.

Technological Overview
Before this thesis advances, it is important to understand the technological aspects behind
blockchains and how they function to therefore discern how they may be applied in business
environments and spread across industry applications. In the most basic form, “a Blockchain is
simply a decentralized ledger that is validated and secured by a network of peer-to-peer nodes”
(The Linux Foundation, 2017). As an overview, one of the main differences a blockchain has
compared to a relational database is the implementation of decentralization.
Since there are various types of blockchains, which will be covered in future sections, the
general idea behind decentralization is that there is no need for a single company or central
control system in a data system. This disintermediation enables all participants in a network to
actively engage in the system. Understanding the components of decentralization is critical to
realizing the importance of blockchain technology because it is, “both philosophically and
technically engineered to be different from the centralized systems we are familiar interacting
with” (Sriram, 2018). Compared to a normal database or ledger, a blockchain, in its
decentralized nature, is less likely to fail because it does not depend on a central authority, rather
relying on many separate components. A blockchain is also more difficult to attack and almost
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fully resistant to attacks because the network is spread across many computers. For example, if
one node, or even one hundred nodes in the network stop working, the blockchain will still
survive assuming there is still one node running the network (Sriram, 2018). To expand on the
decentralized nature of a blockchain, the peer-to-peer (P2P) network needs to be addressed.

Figure 1. Network Architecture

A Peer-to-peer network is an important part of how blockchain technology functions
alongside its decentralized nature. This type of architecture is created when multiple computers
are connected throughout a network, while allowing the necessary computing resources to be
shared, ensuring the network runs stable without the need for a central authority (Lisk, 2019).
Each participating computer in the network is referred to as a node. These nodes not only hold
their own copy, or ledger, of the blockchain, which is updated every time a new block is added to
the chain, but they also serve as the validator for a transaction. With different blockchains there
are distinct consensus algorithms that the network uses to successfully validate a “true block,”
but the Peer-to-peer network allows these nodes to communicate without the need of a third
party as displayed in Figure 1 (The Linux Foundation, 2017). Transferring information through
a peer-to-peer network is an improvement over a centralized system because it makes data
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almost impossible to be hacked, exploited or lost (Lisk, 2019). This distributed network allows
for each participant in the system to request, accept and validate a transaction without the need
for an intermediary. This peer-to-peer network architecture is the aspect that provides a
blockchain its decentralized or distributed nature.
With a completely shared public and or private blockchain network, participants may be
worried about data privacy. However, in order for individuals or corporations to stay anonymous
in a blockchain, as well as the data being transacted, a form of data encryption is used to conceal
the necessary information. As a general overview, both public and private blockchains have
different protocols, which call for different forms of validation and data encryption. Public Key
Cryptography or Asymmetric Encryption will serve as foundations to explain how this data stays
anonymous in a network. If two parties interact in a transaction over the Internet, Public Key
Cryptography relies on a pair of keys, both a private key which is kept secret by the issuer, and a
public key which is broadcasted to the network (Sharma, 2018). The process of encrypting
information involves applying a mathematical algorithm to data, then using the private key to
make the public key and information incomprehensible (Sriram, 2018). Private keys are not
meant to be shared, because participants use them to decrypt their encoded public information.
By utilizing this cryptographic algorithm, the users information remains protected from the
possibility of theft because of the secure, encrypted nature of the data. These private and public
keys provide the signature for transactions on the blockchain with a verified digital signature to
ensure transactions are authenticated.
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Blockchain Functionality
With an understanding of the technological aspects underlying blockchain, it is important
to discern how this technology functions and is able to provide a shared and immutable ledger.
Blockchain technology addresses “high-friction” processes with the capability of creating a
“shared, secure, synchronized and stable records of transactions, called a ledger” (IBM, 2016).
Creating a shared and immutable ledger instills trust within two or more parties who want to
exchange assets as it intends to decrease the manual time-consuming process of an asset
transaction. A blockchain is, “a specific form or subset of distributed ledger technologies, which
constructs a chronological chain of blocks, hence the name ‘block-chain’ (The Linux
Foundation, 2017). Each block represents a set of transactions that are bundled together and
added to the chain simultaneously. Once a block is comprised of all the separate transactions,
before it is added to the blockchain, all the nodes in the network must work to validate the block
to confirm all of the transactions are true and original, ultimately becoming immutable.
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Figure 2. Components of a Block & Merkel Tree Root

To further demonstrate the components of a block in a blockchain, it is important to
describe the four main pieces that make this chain immutable. Each block consists of a reference
to the previous block’s hash, proof of work also known as a nonce, a timestamp, and the Merkle
tree root for the transaction, as depicted in Figure 2 (The Linux Foundation, 2017). The
reference of the previous block’s hash function is a mathematical and computed hexadecimal
number, which can be altered by the slightest change in a piece of data. With respect to the
Proof of Work component, this is the consensus algorithm for the Bitcoin blockchain, and is a
result of the energy and mathematical function used to verify the authenticity of a block in the
blockchain. Other blockchains have different protocols, and therefore, different consensus
algorithms will be used. The third key component of a block is that each block is timestamped.
Timestamping blocks allows each block to reference the previous block. Along with
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cryptographic hashes, the timestamp component provides a chain of blocks an immutable record
of all the transactions in the network, starting from the genesis block, which is the first
transaction in the network (The Linux Foundation, 2017). Lastly, the Merkle tree component is,
“used to summarize all the transactions in a block, producing an overall digital footprint of the
entire set of transactions, providing a very efficient process to verify whether a transaction is
included in a block” (The Linux Foundation, 2017). These four main components make it
extremely easy to detect any attempt of tampering with data on a blockchain, because each
transaction is linked to the previous block. As stated in the “technological overview” section,
participants stay anonymous in the network by utilizing public and private keys to encrypt and
decrypt information, for example a username and password.

Platform Differentiation
As previously mentioned, the first successful application of blockchain and distributed
ledger technology was the decentralized payment system, Bitcoin. Bitcoin is a completely open
sourced, permissionless network, meaning there are no restrictions on who is able to join the
network. Anyone with internet access can participate and transact value. To regulate inflation,
the Bitcoin network has a permanent number of coins in the overall network, which is a total of
21 million coins. These coins will all be in the market by 2140. Fractions of coins are added to
the market every ten minutes due to the process of mining. The total number of Bitcoins is fixed
as opposed to the value of one Bitcoin, which is very volatile. In December 2017, one bitcoin
was worth $19,783, in contrast to the current value of a coin in early April 2019 of $4,900.
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Since Bitcoin’s only application is that of transacting value, the crypto currencies act as the fuel
for the network, similar to Ethereum.

Figure 3. Smart Contract Diagram

Vitalik Buterin created Ethereum to fix some of the restrictions of the Bitcoin network.
Ethereum is an, open source, programmable blockchain platform that allows for the development
of decentralized applications. Similar to Bitcoin, anyone can join the Ethereum network because
of it being permissionless in nature. The ability to program on Ethereum allows for the use of
“smart contracts”, which are automated business processes, a component the Bitcoin blockchain
is not capable of executing, as seen in Figure 3 (The Linux Foundation, 2017). Running a smart
contract is essentially pieces of code that execute predetermined business contracts immediately
without the need of a third party or intermediary. For example, Nick Szabo describes a smart
contract as the procedure of a vending machine. Once you decide the item to buy, you insert the
money into the machine and either click the button or insert the code for said item and the
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machine automatically releases it (Szabo, 1996). Smart contracts are very similar. Figure 3,
outlines the flow diagram of two predetermined smart contracts that automatically execute once
certain conditions are met, resulting in the arrangement of a block on a blockchain. Since
Ethereum is public and has the capability to build on top of it, private networks can be made on
this public platform. For example, JPMorgan has developed a permissioned, enterprise ready
blockchain platform, called Quorum, on Ethereum (Sriram, 2018).
To tailor to more of the needs of business use cases with blockchain technology, a
permissioned or private blockchain would be chosen over a completely open network. When
companies do not want to share particular information and or have information completely open
to the public, IBM’s Hyperledger, from the Linux Foundation, is a prominent permissioned
blockchain. To compare Hyperledger to public blockchains, “in permissioned blockchains, a
consortia of organizations are responsible for authenticating and controlling the participants in a
blockchain. In public blockchains, no central authority or administration is required to exchange
data. Blockchains can drive innovation through controlled data-sharing networks for industry
consortiums” (The Linux Foundation, 2017). Hyperledger is a consortia of hundreds of
companies trying to create an open source effort helping to advance cross-industry blockchain
technologies. Hyperledger provides all capabilities of blockchain architecture, data privacy,
information sharing and immutability, as noted in Figure 4 (The Linux Foundation, 2017).
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Figure 4. Components of Three Major Platforms

It is inconceivable to attempt to quantify the number of companies and organizations
around the world that are developing blockchain applications internally or by outsourcing
methods. It is also impossible to determine the number of organizations trying to develop a
‘general’ blockchain that could be marketed and sold to businesses in certain vertical markets or
industries. It is a race! And like the early stages of the Internet, some companies will hit it big,
while others invest significant amounts of time and money to no avail.
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Chapter 3
Blockchain vs. The Internet
This thesis originally planned to compare blockchain’s evolution to an Apple and
Microsoft use case with how they became leaders in the industry, but quickly realized the current
state of blockchain is not at the point to make such a comparison. Taking a general step back
allowed for the conclusion to compare the early stages of blockchain to the rise of the Internet.
As the Internet faced many hurdles and challenges during the early years of adoption, blockchain
technology is currently undergoing some of the same problems, because of its transformative
technology nature, ultimately striving for mainstream adoption. A blockchain enthusiast stated,
“blockchain use cases are not succeeding because of how they are written… there are very few
people that understand the code and that lack of knowledge is restricting the ability of this
industry to flourish” (Anonymous, 2019). The early Internet experienced similar circumstances
as it took years to face true ratification, because of the lack of understanding as well as
skepticism of the underlying technology.
This chapter will explore blockchain as it compares to the Internet, while providing a
brief synopsis of its current state and where the value of blockchain resides. Blockchain is not
going anywhere, as it is very unlikely that it will be destroyed, so understanding the current state
of the industry, including early active adopters of this technology, will further enhance an overall
view of blockchain and its capabilities.
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Initial Perception
In many ways, blockchain technology has been mis-labeled or mis-understood, whether it
is the notion that blockchain equals Bitcoin, or there is only one overarching blockchain, or even
all blockchains are open to the public. These inaccurate perceptions promote a misunderstanding
of the capabilities of the technology, as well as lead to flawed comparisons. Blockchain
propagators have been labeling blockchain as the “future Internet”, which may confuse many
readers, because there is a huge difference between the Internet and blockchain. Blockchain
technology will never replace the Internet, but it will act as the next stack or layer that will
coincide with the current technology. Don Tapscott, a leader in the industry, states that there are
two main differences between blockchain and the Internet. First, “creators and early adopters
can participate directly and financially in the growth of the second era of the Internet. As a
result, there is no ‘one blockchain’ but an explosion of competing, overlapping, complementary
platforms, all driven by incentives” (xxx)(Tapscott, 2018). Secondly, “blockchain is tackling
value industries such as financial services and supply chains, far larger than information
industries like media and publishing, so not only will the impact be greater but the aggregate
value will be, too” (xxx)(Tapscott, 2018). In summary, blockchain is laying the foundation for
the new age Internet and these advancements will be covered throughout this chapter.

Four Stages of Transformative Technologies
Blockchain technology may serve as a curious comparison to the Internet, because of its
general description of being an open, distributed ledger that records transactions between two
parties in a tamperproof and verifiable way. In-order to draw a parallel with the Internet,
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blockchain must be compared to its protocol, which is TCP/IP (transmission control
protocol/internet protocol). Just like the Internet, Blockchain is a transformative technology,
only it is currently in the beginning of the four main stages required for a full-scale adoption. To
draw this comparison, this thesis will refer to the Internet’s progression through these phases as a
basis for where blockchain technology currently resides and the necessary measures needed to
successfully progress through each step.
The nature of blockchain and TCP/IP is very similar because TCP/IP’s initial use was to
digitize and transmit information in small packets that are then received by the intended recipient
in an open, shared, public network that has no central authority. This form of communication
was first used by the Department of Defense in 1972 as a basis for email in the ARPAnet before
the Internet was introduced (Pool Of Stake, 2018). Similar to the Internet, there has been many
new and significant technologies that have either experienced success or fallen short, while
potentially possessing the capability of changing the world and everyday life of individuals and
businesses. These transformative technologies undergo the four phases prior to full adoption,
which are single use, localized use, substitution, and transformation. To initially compare
blockchain to the Internet, an analysis of TCP/IP, will be described through these phases.
Single Use
The first phase transformative technologies must go through before creating drastic
changes that affect the economy is the “single use” phase. This step is meant to be the most
simple as it is seen as the first successful implementation of testing and deploying said
technology to ultimately be a simpler, less costly solution to another process. As a precursor to
the Internet, in the early 1970s, the ARPAnet utilized TCP/IP to help support email and send
messages within the Department of Defense. There was no intention of scaling this further than
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internal usage, but it did drastically reduce the current cost of the telecommunications networks
(Pool Of Stake, 2018). As it is apparent with timing, the Internet did not gain traction until the
later stages of the 1990s, especially because it is hard to determine if the technology will be
disruptive or foundational innovations since their objectives are very similar ( Wladawsky-Berger,
2017).

As in blockchain’s case, the first successful deployment and implementation of this
technology was Bitcoin. Introduced over nine years ago, Bitcoin’s solution created an
alternative peer-to-peer payment method that allowed participants to immediately transact
monetary value directly without the need of a financial or government intermediary. While
many are wary of Bitcoin and government entities are still evaluating how to regulate and
monitor the transactions if possible, the underlying blockchain technology has allowed it to
operate successfully. As email aided in TCP/IP’s general use and understanding, Bitcoin put
blockchain in the public consciousness while in the single use phase of transformative
technologies.
Localized Use
A decade after the Department of Defense established the ARPAnet network, the
protocol was expanded in the 1980s to include other research companies, universities and
supercomputing centers. The difference between the “single use” case and “localized use” is that
several entities other than the U.S. Department of Defense deployed this network, so they too
could take advantage of the TCP/IP protocol to send messages. With the adoption and utilization
of the common TCP/IP protocol, institutions now had the ability to interoperate across each user.
During this “localized use” stage, TCP/IP originated many additional use cases that expanded
further than e-mail, for example; “the transfer of files, access to computers, voice and video
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connections and other applications” (Wladawsky-Berger, 2017). This gave rise to the network of
networks, or the beginning of what is known today as the Internet. ARPAnet’s 1983 adoption of
TCP/IP ultimately initiated the creation of this expanded ability of networks.

Figure 5. Blockchain Transformation Phases

Blockchain is currently past the initial stage, which places this technology in beginning of
the “localized use” phase, because it has had its initial single use in Bitcoin, as referred to in
Figure 5 (Dobrovnik, 2018). What has propelled blockchain into the second stage of adoption is
that many companies are intrigued with how blockchain can possibly address and ultimately fix
current business problems by organizing a local distributed ledger consisting of multiple
companies. Other than completely use public blockchains like the Bitcoin and Ethereum
network, companies have launched these local distributed ledgers as private blockchains, which
are tailored to the specific needs of a company. Since different industries have disparate
requirements, forming consortia of companies in particular industries will help propel the
interoperability of blockchains, as well as the creation of standards within and between
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businesses and industries. Just as the Internet created the network of networks once companies
and universities launched their own version with the same TCP/IP protocol, blockchain must
standardize and assemble all of the separate blockchains to create the blockchain of blockchains,
which will allow for smooth interoperability.
Substitution
As localized use of the Internet progressed, the event that initiated the third phase of
technology transformation, known as “substitution”, was the emergence of the World Wide Web
in the early- to mid- 1990s. The World Wide Web allowed for a much larger commercial world
to adopt and scale this technology to an increasing number of users, with available content as
well as new applications (Wladawsky-Berger, 2017). This more recognizable online world formed
throughout the 1990s. Traditional businesses were challenged and disrupted with the new
capabilities internet-based companies were addressing. The substitution phase’s goal is to
replace entire ways of doing business by building on existing single use and localized
applications by broadening the public use and availability. The killer applications at the
beginning of the substitution phase were fairly simple, but with adoption started to change the
way consumers conducted their everyday lives. Self-service apps allowed consumers to
undertake their normal activities and digitize them. Examples of an internet-based company that
disrupted regular businesses would be Amazon and Expedia because of their lower price
business model as well as the easy nature of accessing information (Pool Of Stake, 2018).
Rather than going to a physical store to shop for food, clothing and any household or other item,
anyone with internet access can most likely find more options online and easily place an order
any time of the day. To add to the convenience, it is often possible to receive orders very
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quickly, and in some circumstances, on the same day. Any information needed is now at the
user’s fingertips, thanks to the Internet.
While the development of the World Wide Web launched the Internet into the
substitution phase, this phase will be a very complex next step for blockchain technology. There
are many hurdles to overcome in order for a blockchain application to surpass the single and
localized use phase. One of the most complicated impediments is scalability, especially for
public blockchains. However, private blockchains may not experience this same disadvantage,
since they have the ability to add the necessary computational power to each node in the
network, similar to adding servers to increase database scalability to handle more transactions.
In addition to maximizing the validated transactions in decentralized blockchains, standards need
to be developed as regulators and governments address the repercussions of this emerging
technology. Based on the history and the evolution of the Internet with a focus on the
development of protocols and standards, this step could take years of concentrated effort for
promising blockchain applications to become mainstream (Gupta, 2017).
Transformation
After the completion of the “substitution phase”, the Internet’s “transformation phase”
occurred when existing business models completely changed and were overtaken by this
transformative technology. Since the adoption of TCP/IP and the Internet, business, economic,
social, and political systems have been altered forever. With the advancements of “smartphones,
cloud computing, social media, analytics and related technologies, the Internet has been
systematically transforming one industry after another” (Wladawsky-Berger, 2017). The network
effect continues to spread as internet use progresses and more products and services use this
foundation as a base for business information, leading to more expansion of users, an increase in
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customized offerings, and ultimately a more valuable platform. Noting the heavy reliance on the
Internet from all aspects of our economy, some of the most valuable companies in American
history have emerged as a result of the Internet and TCP/IP’s global adoption. There are very
few technologies that ultimately reach this level of transformative adoption, but when it occurs,
like the Internet, it has the ability to influence individual habits, businesses and industries
forever. This last step of the transformation phase, which, “if successful could change the nature
of economic, social, and political systems” (Gupta, 2017).
Blockchain, like the Internet, possesses the ability to initiate this evolution. However, it
will be many years until blockchain reaches this phase. Currently, the most transformative
blockchain applications are “smart contracts”. As stated earlier, smart contracts automate predetermined business contracts and have the ability to transfer digital currency or another asset
once the negotiated conditions have been met (Gupta, 2017). Smart contract deployment is
extremely exciting, because companies are built on contractual agreements and if everything
would be automated, it would increase efficiency, reduce costs and potentially place many
middleman jobs in jeopardy, in addition to disrupting the state of current business processes.
However, once again, there is a tremendous amount of institutional collaboration and agreement
necessary to establish standards and processes before smart contracts are able to achieve
institutional buy-in. Considering this, there are further technological challenges with smart
contracts, and blockchain in general, that raise concern, all adding to the sentiment that we are
decades away from full-scale adoption.
Reviewing the four phases of emerging technology brings to light how the Internet’s
functionality over the past four decades has been the transfer of information. Don Tapscott,
author of Blockchain Revolution, calls this time period of the Internet, the “Internet of
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information” (xxiv)(Tapscott 2018). Advancements and the maturity of the Internet have led to
the improvement of the flow of data throughout firms and between people, but has not led to the
transformation of how we do business (xxiv)(Tapscott 2018). Since blockchain works along the
Internet, it will create the platform that launches the “Internet of value”. Rather than moving
information from person to person, blockchain will aid in the transfer of value from person to
person over the Internet. Before this “Internet of value” stage is reached though, blockchain
must complete these four stages of adoption. While the “smart contract” feature may be in the
forefront to advance blockchain technology, uncertainty remains as to which application or
dominating project will actually be instrumental in propelling blockchain thorough the “localized
phase,” because like the Internet, so much can affect its transformation over time. For example,
when considering internet development, ARPAnet was the first successful use of TCP/IP and
now, with technological advancements, it happens to no longer be operable.
Additionally, as blockchain coincides with the Internet and parallels its evolution,
personal usage influenced progress with platforms like Facebook over Myspace and Google
rather than Altavista as a search engine (Pool Of Stake, 2018). As more companies experiment
with blockchain and create viable use cases, we will see the first wave of applications like in the
early stages of the Internet. The first sweep of practical applications will most likely not be the
dominating projects in the future. However, unlike the Internet, they will not stop working
completely because of the nature of blockchain. As compared to TCP/IP, blockchain could
become the main platform for any type of asset transaction, as TCP/IP was the basis of email and
bilateral messages. This adoption of blockchain will take time, because
“Ultimately, it took more than 30 years for TCP/IP to move through all the phases single use, localized use, substitution, and transformation - and reshape the economy…
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The parallels between blockchain and TCP/IP are clear. Just as e-mail enabled bilateral
messaging, bitcoin enables bilateral financial transactions. The development and
maintenance of blockchain is open, distributed, and shared - just like TCP/IP’s. A team
of volunteers around the world maintains the core software. And just like e-mail, bitcoin
first caught on with an enthusiastic but relatively small community.” (Gupta, 2017).
While it is clear that blockchain will be the platform that creates the next generation of the
Internet, however, it is more challenging to predict the timetable of full scale adoption, because
of the issues that must be addressed before this technology becomes mainstream. In order to
transform the economy, there must be global agreements on standards and processes on top of
legal, social and political changes. With the amount of excitement around use cases and
emerging technology IPOs, it would be reasonable to compare the current status of blockchain to
the Internet of the mid 1990s, just prior to the introduction of the World Wide Web.

Added Value of Blockchain vs. The Internet
Throughout the Internet’s inception, the value has resided at the application layer rather
than the protocol level. The Internet’s value is at the application layer, because it is the only
layer that interacts directly with the end users. As a result, the giant internet-based companies
are able to utilize, capture and silo user data. This data is multi-dimensional and is therefore a
valuable resource, so companies have been selling this data, with it ultimately functioning as a
main source of revenue for these large corporations. Many are anxious to buy this data, or some
resort to hacking and stealing it as well. Since customer data is such a big business, “some
companies have even built an entire business model around consumer data, whether they create
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targeted ads or sell to a third party” (Uzialko, 2018). These business models serve the sole
purpose of collecting and analyzing consumer data by obtaining this information from general
activities on website and social media pages, as well as other interesting techniques for
compiling data.
The Internet of information allows for consumer data to be gathered and therefore used as
a revenue stream without the knowledge or consent of the end-users and, “rather than data being
more widely and democratically distributed, it is being hoarded and exploited by fewer entities
that often use it to control and acquire more power” (13)(Tapscott, 2018). For example, data is
becoming a new asset class and, “powerful ‘digital conglomerates’ such as Amazon, Google,
Apple, and Facebook – all Internet and technology startups at one time – are capturing the
treasure troves of data that citizens and institutions generate often in private data silos rather than
on the Web” (13)(Tapscott). In addition, the more recent controversies relating to the collection
and sale of user data, user privacy has been violated with many of these companies, therefore,
creating a host of new issues. As more user data is collected and sold, the number of data
breaches has increased exponentially.
Since there is no current way to prevent companies from gathering data while on the
Internet, users’ private information is constantly at risk, because of the extent some individuals
and organizations are willing to go to garner this information. Data breaches occur daily, and
since the Internet is very susceptible to hacks, malicious individuals and hackers can exploit
some very private, sensitive information. Figure 6 lists eighteen of the worst data breaches of the
21st century, and as depicted, some hacks affected hundreds of millions of people, and in rare
cases, even billions like in Yahoo’s case (Armerding, 2018). While user information and data
collection issues have complicated the current Internet, the first generation of the Internet faced
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more single dimensional challenges relating more to issues like the transaction of “original”
pieces of work, as well as lacking trust in the network because of the inability to combat the
double-spending problem of an asset.

Figure 6. Data Breaches of the 21st Century

As stated previously, when blockchain was created as the basis of the Bitcoin network, its
features had specific intentions. However, when companies and institutions began
experimenting with this technology to solve business problems, it became apparent that its
attributes have the ability to overcome the loopholes of the current Internet. A main value
incentive for blockchain over the Internet is that, “in much the same way, the true potential for
blockchain is its role as a secure distributed data structure that has the power to spawn new
business models” (Satell, 2019). These new business models result from the value of blockchain
technology residing in the protocol layer, because the network runs based on its governing rules,
with the core intention of preventing the act of double-spending any asset (Business Insider,
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2016). This distributed peer-to-peer data structure is expected to resolve some of the core
problems of the current Internet, the Internet of information, and create the Internet of value by
disallowing the creation of hierarchies by providing participants in the network with their own
digital identities, creating a trusted network, while instilling privacy and transparency
throughout.
A core component of a blockchain’s specified protocol is that each participant will have
control of his or her own identity and personal data. Rather than having websites and digital
conglomerates profit off of personal data, “[blockchain] technology would contribute to
prosperity for everyone, not just the wealth for the few” (12)(Tapscott, 2018). This would allow
for network contributors to profit off of their own engagement while on the Internet, rather than
the large corporations. The low cost and massive peer-to-peer communication of the Internet
would help undermine traditional hierarchies while supporting the inclusion of developing world
citizenship in a global economy while protecting the monetization of one’s own information
(12)(Tapscott, 2018). Currently, 1.5 billion people are excluded from the economy and lack any
legal form of identity (Mitselmakher, 2018). With blockchain technology, anyone with internet
access would be able to control their own identity and participate in a so called “global
economy”. To support the idea of global citizenship and maintaining one’s own digital identity,
Microsoft, Accenture and Avanade are supporting the ID2020 Alliance. ID2020’s goal is to
create a self-sovereign, blockchain-based identity system, which would provide citizens with
control over their information without the need of a third party (Johnson, 2018). Self-sovereign
identity is one major step into the creation of the Internet of value, because it supports the
creation of global economic participation over the Internet.
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With blockchain, trust is increased among network participants, because each and every
transaction is built on the previous transaction. Therefore, if someone intends to act maliciously
and hack the network, all participants are made aware of the attempt. This instills a self-policing
role and incentivizes network participants to act in an ethical manner. Also, all transactions go
through a validation process that eliminates the ability to execute a double-spend transaction. As
a result, the act of illegally downloading or duplicating a song or photo, for example, would be
prohibited in the network. This ultimately awards the necessary intellectual property while
compensating the original creator of said piece of work accordingly (21)(Tapscott, 2018). Since
a blockchain’s ledger is not owned or controlled by a single entity or organization, all
participants obtain real time updates of all executed transactions, instilling consistency of all
parties.
As stated in chapter two, all members of the blockchain network are anonymous and
encrypted by the use of cryptography and other forms of encryption. Contradictory to the
Internet, blockchain maintains security and privacy by enabling networks to require permissions
and cryptography to prevent unauthorized access and, “[to] ensure that participants are who they
claim to be” (Gupta, 2017). Also, there is no central authority that has a master ledger of all
transactions because everything is encrypted and open to the public, or the selected network.
The component of privacy serves as a smooth transition to transparency because of the open
encrypted data in a blockchain. Having every node in a network receive the same updated realtime ledger creates no controversy over transactions with multiple parties. Since a blockchain
possesses full transparency, everyone can observe how each transaction is permanently
timestamped and verified in real-time, which helps with identifying ownership, as well as
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keeping an accurate record. Privacy and transparency in a blockchain network are two
components that have propelled the next generation of the Internet into fruition.
Blockchain technology possesses features that are very exciting, since multiple aspects
address the flaws of the Internet. Once full-scale adoption is met, business models will change
forever. However, the next chapter will cover the current, as well as future, challenges
blockchain has to overcome in-order to reach this prosperity.
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Chapter 4
Challenges of Blockchain
Prior to the changeover from the necessary phases of transformative technologies to fullscale adoption, challenges must be addressed, because no technology is without skepticism,
limitations and development issues. Blockchain technology is no exception. There is a lot of
buzz about blockchain and its capabilities right now, but there are not as many successful use
cases that demonstrate the technology. Therefore, even considering the excitement surrounding
this craze, there are just as many problems that organizations and the blockchain industry as a
whole must overcome relating to the impediments for adoption, as well as critics’ comments
indicating that it is not worth the hype. To address both sides of the argument, “Everyone asks:
is the world ready for Blockchain? But more importantly, is Blockchain ready for us?”
(Messika, 2018). This chapter will examine a few of the major challenges and limitations
blockchain technology and the industry face before full-scale adoption can be attained.

Scalability
At the beginning of the 21st century, the Internet faced many challenges, particularly
because of how time-consuming and expensive it was for users to access. Users were of course,
aware of these problems, while they were equally as informed about the usefulness of the
information available on this platform. Emphasis shifted to focusing on improving the Internet’s
infrastructure and design to make it faster and more scalable (Sim, 2018). Blockchain
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technology transactions are currently facing the same initial scalability hurdles, as platforms are
very slow and expensive to participate in, resulting in more prolonged time periods to instigate
mainstream adoption, because of the inability to enable a vast number of users. From the
beginning, blockchain has faced this problem of scalability, which is, “a blockchain’s ability to
accommodate as many users as possible in the chain, while still retaining low transaction fees
and fast consensus” (Messika, 2018). For example, Bitcoin and Ethereum both utilize the Proof
of Work consensus mechanism, which awards individuals in the network with native tokens for
their efforts in verifying a block. The Proof of Work mechanism is therefore very timeconsuming and relies heavily on energy consumption. On average, the world’s miners for
platforms that use the Proof of Work consensus mechanism use $1.2 million per day on
electricity, which equates to around $450 million per year. As noted in Figure 7, the Proof of
Stake mechanism would not only save electricity and money but it is also more scalable
(Blockgeeks). The throughput, which is the “rate at which transactions are processed”, of
Bitcoin and Ethereum averages around 10 transactions per second (Sim, 2018). In contrast,
payment companies like VISA currently, “processes around 1,700 transactions per second”, with
the capability of handling an even greater volume (Sedgwick, 2018). Low throughput of
blockchain platforms result in high transaction fees, so in-order to scale blockchain similar to the
current Internet, the slow speed and high cost for transactions must be addressed before
mainstream transformation occurs.
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Figure 7. PoW vs. PoS Consensus Algorithms

In the case of private blockchains, like Hyperledger, incentives are not rewarded for the
verification of a transaction through a consensus model, so therefore, a heavier focus is on the
throughput or the transaction processing rate of the platform. As displayed by Figure 8,
Hyperledger not only has a higher throughput than Ethereum, but its change of average
throughout the five data sets is significantly larger than that of Ethereum (S. Pongnumkul, 2017).
Part of the reason is because permission networks are more centralized distributed ledgers, they
do not rely on computational power and or consensus mechanisms. This leads to transactions
being processed at a much faster rate compared to Bitcoin and Ethereum.
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Figure 8. Throughput Performance of Hyperledger Fabric and Ethereum

Companies are attempting to combat the problems of scalability by a number of potential
solutions that intend to improve a platform’s transaction rate without compromising other
characteristics of a blockchain (Kansal, 2018). One solution is to increase the block size for
validation, which would increase the number of transactions processed per second. Another is
the introduction of off-chain solutions, which would be a private agreement off of the “chain”
that bundles smaller daily transactions into a bigger transaction at a later date to avoid the costly
daily transaction fee (Sim, 2018). Lastly, a process known as sharding could address the
problem of scalability by increasing a platform’s transaction capacity. This is done by splitting
the network into independent groups of nodes that ultimately work on verifying different
transactions rather than having the whole network work on the same transaction (Emotiq, 2018).
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The problem of scalability is further magnified because of the challenges with a
decentralized system. Even if platform advancements are implemented, the new technology will
still have to be deployed by every participant in the network, because no one is able to force
anyone to do anything in a decentralized system before consensus is met by all of the necessary
stakeholders in a blockchain. This alone could take years.

Interoperability
As blockchain technology progresses through the four phases of transformative
technology adoption, one of the most important factors that will help propel blockchain into real
world applications is the concept of interoperability. The blockchain industry is already filled
with multiple different protocols and this will continue an upward swing as businesses and other
institutions begin to embrace this technology, because companies have specific and possibly
unique business needs and therefore, will most likely not select the same protocols and systems.
This leads to the importance of interoperability, which is defined as, “a protocol’s capacity to
interact and cooperate with different blockchains, and to facilitate smart contracts between one
protocol and another” (Messika, 2018).
Currently, blockchains have a difficult time coinciding with each other because of the
different protocols, tokens, and specified requirements in network infrastructure. Standards need
to be established to achieve interoperability within the platforms. This can be accomplished with
organizations and companies working together, especially in the form of consortium. For
example, The Linux Foundation started the Hyperledger Project as an open source collaborative
blockchain project that is supported by big industry players to, “’develop an enterprise grade
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open source distributed ledger framework’ so that developers can ‘focus on building robust
industry-specific applications, platforms, and hardware systems [that] support business
transactions’” (xli)(Tapscott, 2018). Figure 9, lists some of the major contributors of the Linux
Foundation’s Hyperledger Project (Supporting Members). The coordinated efforts of these large
organizations will help to provide a basis for standards for this platform.

Figure 9. Major Members of the Linux Foundation

Even though it may be an ambitious objective, obtaining full interoperability between
blockchains will eliminate the need for centralized intermediaries, while allowing connection to
private and public platforms, and contributing to improved performance and ease of scalability.
With the lack of standards in the blockchain ecosystem, any shortcomings further the inability to
successfully deploy an end-to-end use case. Creating standards that stress interoperability,
“could play an important role in enduring interoperability between multiple [distributed ledger
technologies]/Blockchain implementations and, in doing so, could help reduce the risk of a
fragmented ecosystem” (Deshpande, 2017). As apparent in the growing number of protocols in
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both public and private blockchains, the possibility of having one blockchain to rule them all, is
very unlikely, which then encourages a greater emphasis on interoperability because the industry
wouldn’t be able to reach full adoption if each platform wasn’t able to cooperate.

Usability
Usability is the notion that the foundation of blockchain technology is both easy to use by
end users as well as developers. The end users are the individuals who are interacting with the
technology and the developers are responsible for writing the decentralized applications and
smart contracts. For blockchain technology to reach peak potential, the end users should not
know they are using a blockchain, similar to sending and receiving emails, as the user does not
necessarily know this process is aided by TCP/IP. Ease of use may be one of the most important
concepts, because if a platform is not user friendly, it makes sense to say that usage could be
significantly limited. For example, “why does iPhone rule the world? Not because it has a better
processor, more powerful camera, or wireless charging — other phones annihilate iPhones in all
those areas. iPhones are king because they’re easy to use; they’re sleek, well designed, intuitive,
compatible with all your devices. So blockchains need to build the iPhone equivalent” (Messika,
2018). Blockchain code is very challenging, and therefore, its code needs to be precise. A single
coding error could lead to significant repercussions, including potentially opening the network up
to the possibility being hacked. Please reference Chapter 5 “Decentralized Autonomous
Organization” section for an example of the repercussions of a network coding error. In addition,
an error in a coding sequence could also spread across the whole blockchain network leading to
considerable limitations in performance. For these reasons, ease of use for a developers’ sake is
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crucial, because once code is deployed, it is extremely challenging to reverse based off of the
immutability nature of a blockchain meaning that the data entered is unable to change, therefore
being permanent.

Advancement of Other Technologies
A primary reason that the full value of blockchain will not be recognized for many years
is due to the fact that it will be relying on the advancement and maturity of other technologies in
order to reach full potential. Zia Yusuf of Boston Consulting Group’s Internet of Things (IoT)
practice stated, “the combination of blockchain, IoT and AI for optimizing supply chains is
profoundly exciting” (Satell, 2019). As technologies like IoT, artificial intelligence, and big data
analytics mature in conjunction with blockchain, there will be many more viable use cases for
businesses to successfully scale, such as the optimization of supply chains.
As these technologies continue to move forward, an area that will become less of a
concern is the human interaction aspect of blockchain. A distributed ledger or system is only as
reliable as the data input and since blockchain is very nascent, especially regarding the user
interface side, the chance of manually entering incorrect data is high, possibly hindering the
overall network (Blockchain for Enterprise, 2018). Rather than having an individual manually
input data, sensors will be able to automatically upload information to the blockchain with no
human touchpoint, therefore reducing the risk of inaccuracies. According to Figure 10, Deloitte’s
2018 global blockchain survey concluded that out of 1,053 senior executives surveyed, 51%
stated that their respective companies are experimenting with use cases involving the Internet of
Things (IoT) (Pawczuk, 2018). This indicates that companies have identified the necessary
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components that would aid in the evolution of blockchain, as well as reduce the probability for
erroneous data entry by focusing on the maturity of IoT devices.

Figure 10. Blockchain Use Case Survey

As a result of manual data entry, a major theme across both established companies and
startups experimenting with blockchain, is the concept of, “trash in-trash out” (Blockchain for
Enterprise, 2018). To combat the trash in-trash out idea, Don Tapscott predicts that,
“Soon most transactions will occur between things, not people. We can instill
intelligence into our infrastructure by adding smart devices—sensors, cameras,
microphones, global positioning chips, gyroscopes—that reconfigure themselves
according to availability of bandwidth, storage, or other capacity, and therefore resist
interruption. Blockchain is critical. The Internet of Things depends on a Ledger of
Things to track every node, ensure its security and reliability, record its production and
consumption, and schedule and pay for its maintenance or replacement. There are
potential applications across every sector” (xxvi)(Tapscott, 2018).
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In addition to pinpointing the importance of the Internet of Things in the evolution of this
technology, organizations are working to identify specific areas in which blockchain technology
could be the most beneficial, with supply chain applications leading the use cases as indicated in
Figure 10.
As the ultimate widespread adoption of blockchain relies on the advancement of other
technologies, emphasis on the development and implementation of these technologies will be
necessary, so that the information will be available and accurate for the blockchain it serves.

Education
Gaining the public’s general acceptance for a technology is a challenge all new and
transformative technologies must achieve. Considering this, a “majority of the public is still not
aware of the existence and potential use of this technology. If we want blockchain to be
successful, it has to earn acceptance. Even though the technology is making history, still it’s not
enough to attract more customers” (Anwar, 2018). Not only do business leaders need to
recognize the potential of blockchain, but the general public should understand the difference
between bitcoin, crypto-currencies and blockchain. Many consider cryptocurrencies too risky
and therefore, have not paid much attention to this underlying technology and how it can address
many business issues. However, over the past year, business executives have gained a clearer
understanding of the blockchain’s potential and were able to express relevant efforts in Deloitte’s
2018 global blockchain survey. Figure 11 demonstrates companies current state of blockchain
activity within ten different industries (Pawczuk, 2018). As depicted in the graph, the majority
of companies are “getting educated” as well as “experimenting” by creating blockchain proof of
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concepts in the related industry. A minority of the companies are in the “production” stage of
the journey and actually deploying the technology in their business.

Figure 11. Companies Current State with Blockchain

Part of this confusion and or lack of understanding, stems from the limited educational
resources available. Universities are not usually at the forefront of educating on emerging
technologies, since with the organizational structures, course design timeframes and approval
processes, it often takes longer to integrate new technologies into the curriculum. Until recently,
blockchain coursework and information was primarily driven by student run organizations in
universities, such as Duke University’s Blockchain Lab, UC Berkley’s, Blockchain at Berkley
and the Blockchain Education Network, a forum for students from all different colleges to share
interests and ideas about the technology (Khatwani, 2018). However, within the past year, more
American universities have incorporated accredited blockchain classes, while prior to this, most
coursework has been online or through specialty organizations, awarding only certificates of
completion. In addition, many of these courses have still focused on cryptocurrencies, rather
than blockchain technology in general. While there are some executive and high-level
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blockchain for business classes, it is still difficult to find adequate educational materials that
address the development side of the technology. Consequently, there are many programming,
developmental, integration and implementation issues that need to be addressed, with a shortage
of resources to dedicate to the complexities necessary to advance the development and use of
blockchain technology. According to LinkedIn, “blockchain developers are in high demand as
the profession ranked number 1 on the emerging job list for 2018” (Wall, 2018). Since last year,
there has been a 33x growth rate for candidates who have experience as a blockchain developer
(Wall, 2018). This rapid growth has pressured the industry to offer the necessary resources to fill
these job openings. Understanding the blockchain network is very challenging considering the
complexity of code as well as the nature of the network, all contributing to this heightened
demand for resources.

Legality and Regulations
Since more companies are testing blockchain as a solution to current business problems,
further questions have arisen regarding the legality and liability of the different aspects of the
technology. Currently, the federal government has not passed any legislation regarding
regulations or advised on the creation of standards for the blockchain and cryptocurrency space.
Many infer this is due to the volume of information surrounding the significant amount of
uncertainty and lack of understanding by the federal government. Congressman Darren Soto
exclaims that, “the biggest issue we face is that a lot of members of Congress are not familiar
with technology” (ConsenSys, 2019). This lack response and action by the federal government
has led to individual states trying to be in the forefront of creating and introducing blockchain
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bills and standards. Wyoming is leading the way in state legislatures regarding pro-blockchain
bills, however, “ 39 state bodies have introduced laws that in some way relate to cryptocurrency
or blockchain. Many address money transmitter laws, and a 2018 report from the Brookings
Institute identified over 32 states that have introduced or enacted pro-blockchain laws”
(ConsenSys, 2019). However, these unilateral state actions do not necessarily promote the
uniformity in regulations necessary for blockchain implementations.
Additionally, varied groups and industries are forming alliances to promote and create
blockchain standards with the hope of sharing code, which would result in the easier transition of
use cases within a business segment or an industry. The Blockchain Industry Group is a
consortium of companies with the mission to be, “dedicated to the advancement and adoption of
blockchain technologies through the development and promotion of blockchain standards,
education, certification and collaboration” (Blockchain Industry Group). Another example is
The Blockchain Advocacy Coalition, which is, “committed to educating legislators and
regulators about blockchain technology and advancing regulations that support innovation”
(Blockchain Advocacy Coalition). These groups are needed to not only assist with the
development and alignment of standards, but also for the sake of education. The establishment
of compatible regulatory framework is crucial for blockchain to experience mainstream adoption.
Until the regulatory environments are serviceable and blockchain matures, a significant amount
of uncertainty has drawn some away from the industry. For example, “companies don’t want to
commit too much money to blockchain projects until they know how they’ll be treated (and
taxed) by regulatory bodies” (Erickson, 2018).
A highly desired and profoundly applicable advancement and promise of blockchain
technology that has been raising many questions regarding the liability and the regulatory aspect
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is the use of smart contracts. This form of contract automation is very interesting, however,
there are still legal and regulatory underpinnings that are shaky because of the unknown process
of resolving disputes between parties. For example, every aspect of a smart contract is
permanently encoded and, “assumes ideal actors, economic incentives, and perfect legal settings”
(Sharma, 2018). This creates a problem, because the physical aspect of a contract is eliminated
and if either party to the contract might act in an unlawful manner, the smart contract will still
execute because it assumes all components of a deal are correct. It is not clear how or who
would be liable considering so many variables. Also, with regards to code, the liability for
individual developers or companies for coding errors is also not clear. Who would be legally
responsible? In the textbook, “’Code Complete’ by Steve McConnell, the author states that there
are typically 15-50 errors per 1000 lines of code. Meanwhile, the National University of
Singapore found that almost half of Ethereum smart contracts have bugs” (Morris). A single
error in a blockchain could lead to the possibility of a hack, let alone 15-50 errors, which would
create even more hinderances.
Since blockchain and cryptocurrencies have no geographical limitations, it is also
uncertain as to which domain is responsible for liability as well as which court has jurisdiction,
again supporting the need for consistency in legislation. Blockchain’s operations are
decentralized so there is no requirement for a centralized party or middleman. Because of this
decentralization, the issue of existing laws and regulations are disputable, since there is no single
party who could be held accountable for a system failure or hack of some sort. In addition, an
issue that needs to be addressed for public ledgers, which are decentralized and publicly
encrypted, is how to prevent and stop something illegal from occurring. Since every
participant’s information, in the form of a public key, is open to the public in a permissionless
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blockchain, anonymity is still possible. If damages are experienced and the identity of the
offender is not discernible, how will the victim be compensated? These and many more
questions will arise regarding the legality of and liability for actions or inactions in a blockchain,
all of which need to be answered before blockchain reaches mainstream adoption. The next few
years are important to establishing the framework for regulations and laws, so that there is more
incentive for individuals and companies to pursue this technology with a clear understanding of
how it will adapt and benefit business problems.

Conclusion
While considering many of these challenges, companies are actively working to create
and deploy the next generation of blockchains, otherwise known as 3 rd generation platforms.
These 3rd generation platforms are being created to address the current problems of prominent
precursor platforms, like Ethereum. Projects such as, EOS or Cardano are developing solutions
to the Ethereum network to become a better, faster, and stronger baseline for real-world use
(Khatwani, 2018). For example, the main purpose of EOS and Cardano is to create a platform
that is more adaptable for a company to deploy because it would be more scalable, interoperable,
and overall easier to use (Messika, 2018).
These next generation blockchain platforms are a step in the right direction, especially
with open source software, because they are accurately targeting many of the challenges
businesses face while adopting and deploying blockchain technology. However, each day
uncovers new challenges similar to when the Internet was trying to achieve mainstream adoption.
In addition, the world of our current emerging technologies is even more complex with diverse
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economies, resulting in even more disparate requirements. These requirements may only be met
by multiple platforms, which could signal that there is no way this network could be serviced by
one platform. So as time goes on, the question will be answered, “is the world ready for
blockchain? But more importantly, is blockchain ready for us?” (Messika, 2018).
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Chapter 5
Predictive Use Cases and Conclusion
Once again, in contrast to the early days of the Internet, which was developed for the sole
purpose of supporting a communication system for the Department of Defense, blockchain is
coming together in a very different economic environment. Rather than having a single client
and purpose like the Internet during its evolution, blockchain technology is facing the obstacle of
a very competitive commercial environment, which innately involves security and privacy.
Therefore it is difficult to present and find many early examples of success and/or failures of
blockchain applications because each participant who is experimenting with this technology is
trying to get that first big blockchain application and to start a company that could change the
way businesses operate, which leads to concealment. Along with this secrecy, other companies
are playing the waiting game, as Gartner predicts, “that most traditional businesses will keep an
eye on blockchain technology, but won’t plan any actions, waiting for more examples of the best
applications of blockchain technology” (Gogan, 2018). This chapter will cover two blockchain
use cases, one of which has a high likelihood of success and adoption while the latter has a trivial
chance of reaching that level of success. Along with the successful and non-successful use
cases, an analysis of why blockchain projects and have failed in the past will be presented.
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Supply Chain Use Case
While blockchain technology has been scrutinized for its suitability for a vast array of
applications and industries since its inception, one area that shows immense potential is in any
supply chain. The inherent nature of blockchain coinciding with a supply chain network works
perfectly because blockchain has the capability to solve the challenges of lack of integrity in
portions of a supply chain, suffering from inefficiencies, errors, as well as fraud. Blockchain
accomplishes this by increasing efficiency and creating trust by a shared transparent ledger,
while also driving cost savings.
Supply chains are often lengthy and complex with many horizontal and vertical
participating parties in several jurisdictions. When the number of groups involved in a network
increases, so does the risk of not obtaining the same reconciliation of a product through the
shipment process. To address this problem, companies like IBM and Maersk have partnered to
create a global trading network with the help of blockchain. This will not only create trust
throughout the whole supply chain, but also it will also bring integrity to products being shipped.
For example, end users will be able to track the origin of products through the use of
barcodes and IoT devices. Tracking the provenance of a good will instill visibility and
reassurance, while it can also attack incorrectly labeled and illegal or counterfeit goods.
Considering this, “’the general use case in regards to provenance, whether pharmaceuticals or
food, is getting a lot of traction because of the usually problematic long supply chain from raw
materials to the end consumer,’ says Torsten Zube, the head of blockchain at software giant SAP.
It also helps reduce costs and paperwork across logistics and financing, adds Thomas Olsen, a
partner at consultancy Bain & Company. ‘Food is a great use case for blockchain,’ he says”
(Lucas, 2018).
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Additionally, integrating blockchain into food supply chains will be smoother from a
regulatory perspective, since there are not as many legal and liability hurdles as exists in other
areas such as financial markets. Food provenance is finally gaining attention from the federal
government. With our vast distribution networks, food born illnesses often spread quickly across
the country, requiring many weeks to identify the source, therefore allowing potentially severe
illnesses to continue to spread. This also increases costs to many in the supply chain. For
example, with the fall of 2018 outbreak of E. coli, all lettuce was removed from produce shelves
for several weeks, even though romaine lettuce was believed to be the source (Halkias, 2018).
After a six month investigation of the contaminated lettuce, the Food and Drug Administration
(FDA) is recommending,
“traceability best practices and state-of-the-art technology to assure quick, accurate and
easy access to key data elements from farm to fork when leafy greens are involved in a
potential recall or outbreak. FDA believes that widespread industry adoption of existing
and emerging technologies, that can be used to trace product from the field to the
consumer’s kitchen in real time, is critical to protecting the public during a foodborne
illness outbreak linked to leafy greens” (U.S. Food and Drug Administration).
Blockchain is the most viable emerging technology to address these issues because it establishes
visibility while creating an immutable ledger that is capable of quickly identifying the origins of
tainted food.
Incorporating blockchain technology into food supply chains will increase all aspects of
food safety by increasing the accountability and transparency between multiple suppliers,
middlemen and retailers. The increased transparency provides participants in the network the
ability to pinpoint exactly where something went wrong or where a problem occurred. In the
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lettuce recall example, a blockchain’s distributed ledger possesses the ability to track an exact
point where the lettuce was contaminated and therefore, the precise batch or batches will be
identified which will save an enormous amount of money because the company would only have
to recall specific batches. In addition to the transparency and cost savings in food providence,
blockchain can also assist with identifying illegal child labor and trafficking by increasing
accountability and transparency among the network of suppliers. Companies like Walmart have
teamed with IBM in a blockchain food safety alliance to “create a standards-based way of
collecting data about the origin, safety and authenticity of food, using blockchain technology to
track it in real time through the supply chain” (Lucas, 2018). This effort, like other blockchain
initiatives will require consistency and standards because all parties in the chain must use the
same protocol and data formats throughout the entire supply chain for results to be realized.

Decentralized Autonomous Organization
When considering potential business proof of concepts or launching projects, blockchain
enthusiasts have a tendency to completely deviate from the normal organizational structures
businesses follow today. Organizational structure refers to an internal hierarchy that exists,
either clearly defined or presumed within each unique entity, delineating each employee’s
position and how it correlates to an overall mission and goal. Structure also considers the flow
of certain activities, with roles, responsibilities and rules. These clearly defined arrangements
contribute to maintaining control within an organization and support the ownership of
ecosystems and even market verticals on top of these ecosystems for larger entities. By utilizing
the platforms, such as a partially permissioned blockchain, the technology has the ability to
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revolutionize business models, while still incorporating the necessary hierarchical organizational
structures needed to run successful businesses.
However, since decentralization is a core component of the technology, many blockchain
enthusiasts are anxious to decentralize everything. It is difficult to manage a business and
maintain corporate control with a total decentralized organization. This is demonstrated by the
initial attempt to completely decentralize an “entire organization” by the deployment of a
Decentralized Autonomous Organization “DAO”.
The overall structure of a DAO is to act as an “entire organization” that is also, “’open,
self-organized collectives’ that are governed by the use of a specialized code” (Bitcoin
Exchange, 2018). A DAO would ultimately be a network of people who contribute to the overall
goal of the organization by adding value to the network, which would lead to compensation in
the form of a type of cryptocurrency. With no sense of organizational structure and or
leadership, a DAO utilizes smart contracts to instill rules of the network that are executed
through computer code on a blockchain. This creates a governing model through consensus that
all participants must follow because of the lack of leadership. Since a DAO’s network is based
on computer code, there is no flexibility once blockchain code is deployed, due to the
permanency of its nature, therefore allowing little room for error.
During April 2016, the Ethereum blockchain was home to the first attempt of a fully
decentralized autonomous organization. Within a few weeks, the project raised over $150
million from investors. However, less than two months after the project was launched, disaster
struck as the DAO was subject to an attack because of a coding error and bug in a smart contract,
leading to the theft of $50 million by an unidentified hacker. The results of this misfortune
quickly spread, creating heightened uncertainty throughout the blockchain ecosystem. Most of
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the concerns resulted from how a completely decentralized, virtual organization, “did not have
general partners, limited partners or officers so the investors did not have anyone which they
could appeal to correct the error” (Morris). The 11,000 investors had to rely on the truthfulness
of the code to safely protect their money. This is a significantly different situation than would
occur with an organization operating under current business and financial laws and regulations.
In an organization similar to the structure of our government, this case mimics the reason
for checks and balances, as the intent is to make sure not one branch of government has too
much power, and therefore establishing the separation of powers. The DAO hack led to a clearer
understanding for the industry that there are many digital risks, especially when everything is
automated without any flexibility or ability to retrofit. A DAO is created in the sense that all of
the power is in the coded smart contracts, and as exhibited in this experiment, and that is not
effective. Even after the hack, there are however, modifications of the original decentralized
system, but the industry customarily maintains such privacy that this information is not available
to the public. The goal is to keep trying to improve on these early experiences to eventually
perfect a possible adoption scenario. It is very unlikely there will be completely Decentralized
Autonomous Organizations, but decentralization can be implemented within a company in
conjunction with a traditional organizational approach.

Failure Factors
Companies and individuals want to be at the forefront of the next big breakthrough, and
since blockchain has been such a buzzword with a lot of hype, many crazy investments have
been based solely on an idea of a blockchain application for a company. In our current economy,
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most industries are driven by standards and regulations, so new entrants have to comply with the
present regulatory environment. When industries are particularly highly regulated and have a
multitude of intermediaries, differentiation from existing competition is even more difficult, even
though these regulations and laws are in place to guide, monitor and promote ethical business
practices. This regulatory environment has supported successful industries for many years,
supporting consumer trust and a sense of security and protection, all leading to a prosperous
economy.
The blockchain industry is the exact opposite. With no industry-wide regulations, it is
easy for start-up companies to emerge and market their latest and greatest solutions. However, a
survey by CoinDesk’s 2018 Year in Review, indicated that the process of building and
successfully launching a blockchain application today is completely faulted, “rather than
working within a low-risk environment that supports iterations and learning, blockchain
companies follow a playbook that stacks the odds against their success. By pre-selling a product
before it is built, projects set themselves up to failure with unrealistically high user expectations”
(Wu, 2019). The sheer act of including the word “blockchain” in a company’s name and or area
of focus has led to prodigious funding and high expectations. For example, in 2017, the
beverage company, Long Island Ice Tea Corpo. announced a name change to Long Blockchain
Corpo. as a strategic attempt to rebrand and explore investment opportunities that leverage
blockchain technology. By including blockchain in the name, Bloomberg reported that, “the
shares of the company soared over 289% after investors learned of the business shift”
(Weissman, 2018). Ultimately, after a few months, the Nasdaq delisted Long Blockchain Corpo.
stock from its exchange, because its market capitalization was too low and it had already
abandoned plans regarding blockchain and cryptocurrency. This is one example of how
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companies have quickly rushed to a conclusion to utilize blockchain to solve business problems
without actually analyzing if it is practical to invest in this technology. Also, it is known that
companies also used this tactic to keep interest with investors, which increases skepticism around
the industry.
Members of the Forbes Technology Council believe these ludicrous investments are,
“much like the Dot Com bubble of the late '90s and early 2000s, many experts believe that these
failed initiatives are simply part of the natural "boom and bust" cycle, and blockchain is just
beginning to find its footing in the larger economy” (Forbes, 2018). This opinion is supported
with a zero percent success rate of forty-three blockchain applications in the international
development sector prior to November 2018 (Orlowski, 2018).
There are and will still be successful and unsuccessful projects in the future of blockchain
adoption, but lessons learned through 2018 include the fact that these blockchain products and
use cases take time, possibly significant time. Rather than rushing to launch a proposed
blockchain solution to market, companies must focus on starting with small projects that are easy
to scale, as opposed to an end goal use case. This will allow for the ability to test the product
internally or with a small network, which will help gather operational feedback leading to an
improved solution. Identifying initial goals and business problems with the use of blockchain
technology may be the most important step, because without a clear end goal, the road will be
bumpy. Since the industry is still very immature, successfully scaling a solution with end-to-end
implementation is extremely challenging, so while experimenting with proof-of-concepts,
beginning with a smaller group of users will make the eventual solution easier to scale.
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Conclusion
Since the inception of Bitcoin’s open-source software about ten years ago, the blockchain
industry has forged ahead, eliciting attention from the public, as well as varied business entities.
Having been released in an ambitious and competitive market, challenges are inhibiting
blockchain’s path to mainstream adoption and, therefore, the ultimate realization of its bona fide
economic value. Many companies and investors have shown considerable interest in the
capabilities of this technology, even though it has just entered the second phase of transformative
technology adoption. As indicated in this thesis, the potential for conclusive effects on business
models and productivity are apparent, but there are more problems than initially expected as
evident in the lack of successful end-to-end solutions.
Maturity of blockchain will come with time as more particular business problems are
addressed. This will be aided by the creation of standards and an expansion of knowledgeable
about the specific capabilities of the technology. Each and every day, there are new startups and
companies that want to be in the forefront of this technology transformation. However, the
industry by its nature is very opaque, even with the extraordinary amount of hype. Leaders in
this industry, like IBM, have dedicated resources to its success with over 550 blockchain use
cases, while still trying to find a viable project (Redman, 2019).
Initially, with an understanding of blockchain and its current state of adoption, predicting
a timetable of the necessary transformative stages was believed to be feasible. However, with
further research, any such prediction as to when and how these phases will potentially happen
would be problematic. Two of the main challenges the industry needs to overcome are the
regulatory and scalability issues, but the timing and eventual transformation of this technology
will depend on the availability of skilled developers to implement best practices to guarantee
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security. Similar to the Internet, interaction and use of blockchain technology without
awareness, signals that it has reached full potential.
As the evolution of the technology transpires, foundational questions will provide an
indication of its progress. Some of the primary questions include… Will there be an overarching
platform that could drive this transformation by creating standards? Which industry will be
impacted first/the most? How is the industry going to obtain the necessary talent without
adequate training resources? What company will successfully create the first promising end-toend blockchain solution? When will blockchain technology reach the “substitution phase” and
“transformation phase” for adoption of this technology?
Like other emerging technologies of the past, this is the beginning of a true technology
evolution, one with unbounded potential that will ultimately affect all of us.
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Appendix
Sample Enterprise Blockchain Evaluation Questions
Questions organizations should address when considering blockchain technology
- What area of the company would benefit the most from increasing network visibility and
security, while streamlining processes?
- What is the end goal?
- Is a viable use case available for this type of implementation?
o Is there a shared and consistent data source?
o Does more than on entity contribute to data?
o Is it acceptable if data cannot be updated or deleted?
o Is there a need to store sensitive information?
- What platform/technology should be used?
o What are the business requirements for the network?
o Is there a lack of trust within the current network?
o Would a tamperproof log of all transactions benefit operations in this part of the
company?
o What consensus algorithm will be used?
- Would digitizing contracts benefit the organization (smart contracts)?
- Are the resources available for a blockchain development team?
- How would these resources be trained?
- Is the intention to be a leader or follower in technology deployment?
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