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ABSTRACT
A reasonable argument can be made that the Internet has been a critical component
leading to the creation of our digital society. The convenience of Internet, in conjunction with the
development of lots of applications is the reason the Internet is now extremely prosperous.
However, traditional network architectures are ill-suited to meet the requirements of today’s
enterprises, carriers, and end users[1]. Software-defined networking (SDN) is an emerging
paradigm that promises to change this state of affairs by breaking the horizontal integration of
traditional networks (separating the network's control logic from the underlying routers and
switches), promoting (logical) centralization of network control and introducing the ability to
program the network[2]. With its potentiality, SDN has been seen as the future of the nextgeneration network. But its network programmability and control logic centralization also
increase security risks[3]. In this thesis, I start by introducing the structure of traditional
networks and SDN, and discuss their strengths and weaknesses. Because of the widespread
adoption of traditional networks, the beginning build-out of SDN will be a combination of
traditional networks and SDN architectures. The main contribution of this thesis is the
identification of rule-based decision set vulnerabilities in the SDN architecture. In order to
provide sufficient depth of understanding of the main thrust of this thesis, a discussion of flow
table overflows in an SDN and the MAC address table overflow in traditional networks is used to
highlight security issues in an SDN. An in-depth analysis of outcomes from these two
vulnerabilities in SDN and traditional network is presented followed by proposed future work
which would improve SDN security.
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Chapter 1 Introduction

1.1 Introduction of chapter 1
This chapter gives an overview of traditional networks and Software Defined Network
(SDN) and talks about the differences between the traditional network and SDN, followed by a
discussion of the strengths and weaknesses of the same. The final section of this chapter presents
the structure of the remainder of the thesis.

1.2 Traditional networks
The basic idea of a network is to share resources among various devices. In other words,
a client can read the information stored on a server. In a small network with one client and one
server, the connection and communication will be straightforward. However, computer networks
have become very large and contain a plethora of various devices.
Computer networks typically operate on a protocol stack with 7 layers - each layer
provides services and capabilities to other layers and enable operation across. They are the
physical layer, data link layer, network layer, transport layer, session layer, presentation layer,
and application layer. In these layers, the data link layer and the network layer are the cores of
the computer network and also they are also closely related to SDN. The data link layer is
responsible for the node to node delivery of the messages [4]. The data link layer needs to make
sure the transfer is error free, therefore, the data link layer has two sublayers: the logical link
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control (LLC) and the media access control (MAC). The LLC serves the purpose of providing
end to end flow, error control, and multiplexing different protocols over the MAC layer[5]. The
media access control layer provides addressing and channel access control mechanisms that
enable several terminals or network nodes to communicate in a network[6]. The Data link layer
receives packets from the network layer and data link layer and adds sender and receiver MAC
addresses to the data packet to form a frame. A frame can be transported via some local medium.
The network layer manages options pertaining to host and network addressing, managing subnetworks, and internetworking[7]. When the clients send data, the network layer will assign the
source and destination IP address to the data.
In an SDN, there are 3 layers: application layer, control layer, infrastructure layer. The
control layer includes the control plane and the SDN controller. The southbound interface is
between the control layer and infrastructure layer (it is where the OpenFlow protocol is used).
The OpenFlow protocol separates the control plane from the data plane and enables the SDN
controller to communicate with network equipment. The control layer in the SDN plays the
equivalent role of data link layer and network layer in a traditional network. The vulnerability of
the control layer is as significant as that of data link layer and network layer.
People are used to the convenient life enable by the Internet and most devices are now
connected to the Internet. In the future, the number of personal devices connected with Internet
will keep increasing and even something as mundane as a mirror may work as a client device.
Therefore, the traditional networks will need to continue to scale requiring more and more
hardware for increasing its capacity.
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1.3 Overview of SDN
Since networks have been increasing a lot in size and in requirements, moving around
hardware switches has become a significant burden. Even manually setting up individual
software switches has become a complicated and error-prone task for companies running
strongly virtualized environments along with large networks[8]. The birth of virtual switches
offers new possibilities, making the centralization and remote programming of switches
possible[8]. In 2011, the Open Networking Foundation was founded to promote SDN and
OpenFlow. “Software Defined” refers to the switches that can be programmed. The main feature
of SDN is that the switch control plane is decoupled from the data plane. The control plane is
where the administration of the network takes place: it corresponds to the setting up of the packet
processing rules, and from there to the establishment of the whole network switching policy[8].
The data plane encompasses the application of the rules defined on the control planes: this is the
actual packet processing. When some packets require some particular, more complex processing,
they can be handled by the control plane, where the decision regarding this packet will occur[8].
In the SDN structure, there are three layers: application layer, control layer, infrastructure
layer. The control layer is the control plane (which is in the center of these layers), the
application layer is the northbound part of control layer, and the infrastructure layer is the
southbound part of control layer and it also is the data plane. OpenFlow is considered one of the
first SDN standards. It originally defined the communication protocol in SDN environments that
enables the OpenFlow(SDN) Controller to directly interact with the forwarding plane in an
OpenFlow switch. An OpenFlow switch’s behavior is configured through OpenFlow rules. An
OpenFlow rule is composed of: match set, action set, and priority[9]. Match set is used to
identify a flow. Action set is used to define the action executed on each packet of the flow.
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Priority is used to get the order of each flow entry. Flow tables in an OpenFlow switch are
populated by the OpenFlow rules.

1.3.1 Strength of SDN

First, as I mentioned, the explosive demand for increased network capacity is due to the
increasing use of people’s mobile devices. A traditional network is hierarchical which is not
suitable to today’s environments anymore because the traffic patterns of the network have been
changed. Nowadays, there are more communications between different clients, databases, and
servers, not just simple communication between one client and one server[10]. Even more, one
user can have multiple mobile devices such as a computer, smartphone, iPad. IT departments are
under pressure to accommodate these personal devices in a fine-grained manner while protecting
corporate data and intellectual property and meeting compliance mandates[11]. Second, because
of the development of cloud service in the Internet, the network needs to increase security and
compatibility.
Software Defined Networking is an emerging network architecture where network
control is decoupled from forwarding and is directly programmable[12]. Basically, after the
decoupling of the data plane and control plane, the SDN enables the network programmability
and then it is more flexible to control.
OpenFlow is the first standard communication protocol for the SDN and also it is the
most deployed SDN protocol. In the OpenFlow-based SDN, the user can modify the control
plane by adding or subtracting rules. Because of these benefits, OpenFlow-based application
becomes more and more popular and employed in many areas.
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However, even there are many advantages of SDN, the disadvantages of SDN is also
obvious. SDN is facing substantial challenges in security because it inherits security flaws from
classical network architecture. Additionally, it reinforces these flaws and introduces new
vulnerabilities.

1.3.2 Weakness of SDNs

On one hand, SDN provides highly programmable switch infrastructures and computes
optimal flow routing rule from remote users to virtually spawned computing resources[13]. On
the other hand, it also brings significant vulnerabilities for developers to solve.
Fabio De Gaspari, PhD student, Sapienza University of Roma, said, “The main risks
associated with SDN are compromise of the control plane and potential scalability concerns of
the control plane.” How the control plane is implemented determines its vulnerability, but if an
attacker is able to access the controller, the result, “Can range from catastrophic with the attacker
obtaining full control over the whole network, to a high security risk in a multi-controller SDN, where
non compromised controllers can potentially detect and mitigate the compromised one," De Gaspari
said[13].
Indeed, the main risks could happen on the control plane, because the control plane
manipulate a wide range of the SDN network. Any small problem in the control plane can result
in a huge error in the whole SDN network.
Additionally, the data plane could also create problem. Control plane is closely connected
with data plane that any data from data plane can activate the corresponding mechanism in
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control plane. The abnormal data or related statistics in data plane would conduct some special
functions in control plane which will make SDN status being easily detected.

1.4 Structure of Thesis
Chapter 2 states the needed background of my SDN experiment including basics of
OpenFlow, basics of media access control protocol, Mininet virtual network environment and
POX controller, Open vSwitch tools. Also, chapter 2 mentions related work which inspires me to
concentrate on the security risks of SDN structure and the traditional network structure. Chapter
3 discusses the specific problems in the SDN network and traditional network: flow table
overflow, and MAC address table overflow, additionally, my motivation to do these experiments.
Chapter 4 presents the detailed process to do each experiment and the result of each experiment.
Chapter 5 indicates the conclusion of this thesis.
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Chapter 2
Background and Related work

2.1 Introduction of chapter 2
This chapter first talks about the control plane and data plane, then introduces the
background of basics of OpenFlow, basics of media access control protocol, details of control
plane and data plane, Mininet virtual network environment and POX controller, Open vSwitch
tools.

2.2 Control Plane and Data Plane
In traditional network, control plane and data plane are integrated in routers. SDN
decouples the data plane and control plane. Moving the control plane from hardware to software
allows dynamic access and administration which makes it programmable and more flexible.
The control plane is the part of network that carries the signaling traffic and is
responsible for routing[14]. Control plane configures each packet from router and then manage
the traffic of packets. Control plane contains the routing table, when the packet are processed by
a router the corresponding routing table information will be updated. The route controller also
exchanges the topology information with other routers and constructs a routing table based on
the routing protocol[15].
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The data plane is also known as forwarding plane, which will forwards traffic to next hop
along the path to the selected destination network according to control plane logic[15]. Data
plane forwards data according to the forwarding table.

2.3 OpenFlow
OpenFlow is considered one of the first SDN standard and also it is the most deployed
SDN protocol. It originally defined the communication protocol in SDN environments that
enables the SDN Controller to directly interact with the forwarding plane of network devices
such as switches and routers, both physical and virtual (hypervisor-based), so it can better adapt
to changing business requirements[16].
OpenFlow switch is formed by remote controller, OpenFlow channel, OpenFlow
protocol, flow table, group table, pipeline. OpenFlow-based SDN network split the traditional
network to two parts: control plane and data plane, the remote controller is the control plane.
Remote controller control the OpenFlow switch remotely according to the arranged protocol, the
controller can add, update, and delete flow entries in flow tables. OpenFlow channel is known as
the open ports connect with the remote controller and catch protocol from controller to
manipulate OpenFlow switch. OpenFlow protocol is a communication protocol for the
information exchange between the remote controller and the OpenFlow switch. Flow table has
many flow entries. Flow entries match packets in priority order, with the first matching entry in
each table being used[17]. Comparing with flow table, group table represents sets of actions for
flooding, as well as more complex forwarding semantics(e.g. multipath, fast reroute, and link
aggregation)[17]. Pipeline is formed by many flow tables linked together. An OpenFlow switch
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contain at least one flow table, and exact one group table. Each flow table has these flow entries:
match fields, priority, counters, instruction set.
When a packet enters the OpenFlow switch, it will start match from the first flow table
and if it is not match, it will continue to additional flow tables. If a matching entry is found in a
flow table, the instructions associated with the specific flow entry are executed[17]. These
actions can be forwarding the packet to a specific port, dropping the packet, or going to an
indicated flow table continues matching. If no match is found in a flow table, the outcome
depends on configuration of the table-miss flow entry[17]. It will either send the packet back to
remote controller through OpenFlow channel, directly drop the packet, or continue the matching
to additional flow tables in the pipeline. There are 4 actions in the instruction set of flow entry:
1) Forwarding, forward the packet to a port, 2) Packet Modification, edit the header information
in the packet, 3) Group tables, forward the packet to group table, 4) Continue Matching, continue
the packet to match in later flow tables.
When the action of flow entry is to forward the packet to a port, this is usually a physical
port, yet it may also be a logical port defined or a reserved port. Reserved ports may specify
generic forwarding actions such as sending to the controller, flooding, or forwarding using nonOpenFlow methods, such as “normal” switch processing[17]. Logical port are mainly used for
link aggregation, tunnels, loopback interface.
The group table contains group entries. Every group entry contains action buckets based
on group type.
OpenFlow ports are the network interfaces for passing packets between OpenFlow
processing and the rest of the network[17]. OpenFlow switches are connected with each other by
OpenFlow ports. One OpenFlow switch prepared many OpenFlow ports for OpenFlow
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processing. Packet is received into OpenFlow switch through ingress port, and after processed by
pipeline it will be forwarded to output port. During the whole process when packet is processed
by pipeline, the ingress output will be seen as a property of that packet. This property shows
which OpenFlow port inputs the packet into the OpenFlow switch and it would be used in the
flow entry matching. Then, OpenFlow pipeline can use output action to decide send the packet to
which output port.
An OpenFlow switch must support 3 types of OpenFlow ports: physical port, logical port,
reserved port. The OpenFlow physical ports are switch defined ports corresponding to a
hardware interface of the switch. Logical ports are higher level abstractions that may be defined
in the switch using non-OpenFlow method[17]. The OpenFlow reserved ports are defined by
OpenFlow switch specification. Reserved port specifies some generic transportation action such
as sending to remote controller, flooding, or forwarding using non-OpenFlow methods.
When a packet is processed by a flow table, the packet will be matched with every flow
entries in the flow table by its priority. When the it matches a flow entry then the corresponding
instructions set will be executed. If a packet cannot match a flow entry in the flow table, then this
is a table miss. Depending on the configuration of the flow table, there are 3 execution 1) drop
the packet, 2) transfer the packet to the later flow tables, 3) send it to remote controller as packetin. Flow entry can be removed from flow table in 3 ways 1) sending removal flow entry from
remote controller, 2) expiration mechanism of OpenFlow switch, 3) eviction mechanism of
OpenFlow switch. The expiration mechanism is only based on the idle_timeout and
hard_timeout corresponding to the flow entry. If the hard_timeout is not 0, then OpenFlow
switch needs to save the time when the flow entry is produced. When the enduring time of the
flow entry equal to hard_timeout, expire this flow entry. If the idle_timeout is not 0, then
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OpenFlow switch needs to save the last time when the flow entry is matched. When the time of
the flow entry pass the idle_timeout and there isn’t any packet matched with this flow entry,
evict this flow entry. When a flow entry is removed, OpenFlow switch needs to check the
statistic of that flow entry, and send a flow removal message to remote controller. Every flow
removal contains a description of the flow entry and one of the 3 ways to remove the flow entry.
If a packet enters the flow table, as previously mentioned, it will be matching with flow
entry in the first flow table and may continue to after flow tables. The match field comes from
the header field of packet, it will be matched with flow table corresponding to the type of packet.
Except of header field, ingress port or the metadata field can be used as match field. Metadata is
used to pass information between flow tables. A packet matches a flow entry if all the match
fields of the flow entry are matching the corresponding header fields and pipeline fields from the
packet[17]. If the match field of a flow entry is ANY, it matches all possible values in the header
field of the packet. When there are multiple matching of flow entries, only the one with highest
priority will be taken.

2.4 MAC address table
MAC address is a physical address which works in data link layer. MAC address is 48
bits length written in hexadecimal form and the MAC address is embedded into network
interface card. Each device has its own unique MAC address similar to our identification
number. The ultimate goal of switches is to carry frames from the source to the appropriate
destination based on the destination Ethernet address in the frame header[18]. Switch contains a
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MAC address table for it can more efficiently recognize frame and send it to the matching
device. When a frame enters switch, it will be searched with in the MAC address table. If it finds
a matched MAC address, it will be forwarded to the MAC address port designated in the MAC
address table. If it cannot find a matched MAC address, the switch will broadcast the frame to
every port on the switch while the switch can learn the MAC address for next time using.

2.5 Introduction of Mininet and POX
Mininet is a realistic virtual network, running real kernel, switch, and application code on
a single machination. It is an excellent experiment environment for OpenFlow and SoftwareDefined Networking systems. In this environment, we can create our own topological
environment with Mininet CLI and API in a few commands which enormously short our time to
test our code, application, and idea. Meanwhile, I can easily share my topology with others. With
the great development of SDN in these years, Mininet is also being seen as a valuable tool which
is contributed by many network developers.
In Mininet network simulator there exists a POX controller which is a framework for
communicating with SDN switches. Developers can use the existing stock components of POX
and also they can use the POX API to develop their own components using Python.
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Figure 1. Mininet Topology with running Miniedit.py

2.6 Introduction to Open vSwitch
Open vSwitch, also known as OVS, is a multilayer virtual switch. OVS is designed to
enable massive network automation through programmatic extension, while still supporting
standard management interfaces and protocol[19]. The Open vSwitch source code is written in C
language, so it is platform independent and it is able to be modified. Open vSwitch can be used
on Linux platform and it support OpenFlow protocol. Open vSwitch perfectly behaves the
function of OpenFlow switch, it contains all of the rule sets in the OpenFlow switch while it can
achieve the communication between remote controller and the OpenFlow pipeline. More
importantly, it allows me to adjust the parameters of the OpenFlow switch to finish my
experiment.
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Because the Open vSwitch support Linux platform and OpenFlow protocol, it is appropriate to
use in Mininet to simulate the network.

2.7 Avant-Guard[20]
As I mentioned above, SDN provides a new architecture with flexible network resource
management to support a huge amount of data transmission. With the development of this new
network architecture, the security is also an important aspect that all developers need to pay
attention to. In the research paper AVANT-GUARD, the writer indicated two potential
challenges that SDN will face. The first challenge is the inherent communication bottleneck that
arises between the data plane and the control plane. The second challenges is that of enabling the
control plane to expedite both detection of, and responses to, the changing flow dynamics within
the data plane[20]. For solving these two potential challenges, the writer proposed two system
design.
The first one is Connection Migration. The function of connection migration is to add
stages in the data plane to differentiate those sources that will complete TCP connections from
sources that will not, and there are four states: classification, report, migration, and relay.
Basically, the four stages of the connection migration optimized the process of dealing packets
information including modifying flow rules. Meanwhile, it also increases the resilience and
scalability to SDN under network flooding attacks.
The second one is Actuating Triggers. The actuating trigger defined four main
operations: define traffic statistic condition under which notification is warranted, control plane
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registers this condition to the data plane, data plane checks the condition against its current
locally collected packet and flow statistics to determine if the condition is satisfied, after the data
plane determines the condition it will 1) trigger a call-back event, or 2) insert a flow rule[20].
This extension of OpenFlow enable the data plane to report the status of network and payload
information to the control plane asynchronously, therefore, it can help control plane manage
flows much faster.

2.8 ARP traffic in a SDN[21]
As any other groundbreaking researches, SDN is conceived to subvert the existing
technology traditional network. Because the hardware of SDN is designed to process those flow
entries and OpenFlow rules, SDN data path do not need to learn ARP protocol. But with the
most hardware, device in the society is still using ARP protocol, SDN based infrastructure has to
implement the ARP protocol. Without any relative information in the OpenFlow switch
specification, “Address resolution in Software Defined Network” claims a method for
implementing an OpenFlow controller that is able to handle ARP requests and cache IP-MAC
associations[21]. The research mentions an approach to handle the ARP in SDN. The simplest
solution consists in proactively installing on the data paths a flow entry that instructs them to
process ARP packets using the standard networking stack[21]. Combination of SDN network
and legacy network will generate some issues: 1) this approach requires the data path of SDN to
support the traditional output port and need to add it into the flow entry action, 2) it also requires
to broadcast ARP into a large SDN network, 3) and most important it will depend on the legacy
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network technologies. There are two scenarios for this approach. In the network, multiple
independent SDNs exist and each of them handles ARP traffic only for a single IP subnet. The
other one is a single SDN supports traffic exchange among multiple IP subnets[21]. To make
network keep the functions from both OpenFlow protocol and ARP protocol, it builds a
backward learning mechanism to maintain an association between the MAC addresses from
routers and the port connect with it after the packet forwards to the controller.
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Chapter 3
Problem statement

3.1 Introduction of chapter 3
This chapter first states the motivation of why am I investigating these two problems and
then gives specific discussion of problems in the SDN structure and traditional network structure.

3.2 Motivation
As I mentioned previously in this thesis, SDN is an overwhelmed technology which is
subverting the traditional network that we are using now. With the decoupling of control plane
and data plane and a centralized controller, SDN is also facing some security risks.
In the research paper Avant-Guard[20], it mentions some challenges in OpenFlow and
offers some possible solutions. This inspired me with the idea of the vulnerabilities in the
communication between the remote controller and the pipeline of OpenFlow switches.
Therefore, I decide to investigate the potential security problems in OpenFlow switches.
Research of ARP traffic of SDN reminded me that we cannot abruptly implement the
infrastructure of SDN due to the widespread adoption of traditional networks. The highly
possible solution is that we need to make the OpenFlow switch compatible with the traditional
network. Thus, the vulnerability of traditional network may cause some problems to which I also
need to pay attention.
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3.3 Flow Table overflow:
There exist two types of OpenFlow-compliant switches: OpenFlow-only and OpenFlowhybrid. In this paper, we only consider the situation of OpenFlow-only switches. OpenFlow-only
switches support only OpenFlow operation, in those switches all packets are processed by the
OpenFlow pipeline, and cannot be processed otherwise[22]. OpenFlow pipeline is formed by
multiple flow tables and flow tables contain multiple flow entries. An OpenFlow switch must
have at least one flow table. When the pipeline has multiple flow tables, these flow tables are
ordered by number. So, the first flow table starts at 0. Any packet which goes through the
OpenFlow switch will match its flow entry with the 0 flow table, and if there isn’t any match
from 0 flow table the packet will keep matching from next flow table.

Figure 2 Flow Tables in the OpenFlow Pipeline [22]

When a packet is entered into a flow table, the packet will be matched with all the flow
entries in the flow table according to the priority. After finding the matched flow entry the switch
will forward the packet based on the actions. If there doesn’t exist the flow entry matched with
the incoming packet, the switch will process the packet with more steps; such as it may send
packets to the controller, drop packets or direct packets to a subsequent table. In the worst
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condition, which is that the packet cannot find the matched flow entry and at the time the flow
table is full. The flow table will use eviction to make space for the new flow entry, which means
the flow table needs to decide which old flow entry will be removed to insert the new flow entry.
According to the OpenFlow switch specification: “Flow entries are removed from flow
tables in two ways, either at the request of the controller or via the switch flow expiry
mechanism”[17]. The flow expiry mechanism is run by the switch independently based on the
configuration of the flow entries. Each flow entry contains idle_timeout and hard_timeout. A
non-zero idle_timeout indicates the flow entry will be removed if the flow entry cannot match a
packet in the given time. A non-zero hard_timeout indicates the flow entry will be removed in
this period of time regardless of whether the flow entry has matched with packets or not. On the
other hand, the controller can actively remove the flow entry. The controller will send ‘delete
flow table modification message’ to flow table.
The problem is because of the decoupled control plane and data plane, the switch needs
to communicate with control plane multiple times to operate the data plane, especially when in
the worst condition the flow table being full it will take much more time to communicate with
control plane. At this moment, the attacker will easily know the status of SDN network and even
jeopardize the SDN network.

3.4 MAC address table overflow:
Because the SDN infrastructure is built behind the legacy infrastructure, we are still using
traditional protocols such as TCP/IP protocol, MAC protocol, etc. The SDN data path does not
need to use ARP(Address Resolution Protocol) because the SDN hardware is designed to accept,
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process, and forward packets based only on the headers appearing in match conditions of
OpenFlow rules[22]. However, even though many operators choose to migrate to SDN-based
infrastructures and many vendors update their product offerings with OpenFlow compliant
devices, the vast majority of devices are still using ARP.

Figure 3. MAC address table in switch[20]

A MAC address table exists in the switch to determine where to forward traffic on a
LAN. When a switch receives a packet, it will look up in the MAC address table for the
destination MAC address. If the switch has already contained the MAC address of the device it
will forward the packet to the device immediately. On the other hand, if the MAC address
doesn’t exist then the switch will broadcast the frame to get the MAC address to use the next
time.
However, because of the limitation of the real world, the MAC address table has limited
size. MAC flooding makes use of this limitation to send the switch a whole bunch of fake source
MAC addresses until the switch MAC address table is fully loaded and cannot save any more
MAC addresses – Port mapping entries[23]. The switch then enters into a fail-open mode that
means that it starts acting as a hub. In this situation the switch will broadcast all received packets
to all the machines on the network[24]. As a result, the attacker can see all the frames sent from a
victim host to another host without a MAC address table entry[24].
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As I mentioned, the OpenFlow protocol enables the network to manipulate flows from
the control plane, yet the packet may still need the MAC protocol to be sent to different mobile
devices. Thus, the MAC address table overflow can be a potential problem.
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Chapter 4
Simulation

4.1 Introduction of chapter 4
This chapter presents a detailed discussion of the process to do the experiment of flow
table overflow and MAC address table overflow to investigate whether it is possible to cause
security problems in an SDN.

4.2 Flow Table overflow simulation
For the simulation of flow table overflow, I used Mininet version 2.2.2 with POX
controller. I chose to use Mininet because it can perfectly simulate the network environment
which contains controllers, switches, and hosts and it is easy to apply. I built the topology with
Miniedit, including 1 controller, 1 switch, and 60 hosts. I also install OVS version 2.11.0 since I
can set the configuration of the Open vSwitch.

Figure 4. Flow table overflow simulation environment
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The first step of my simulation is to figure out the capacity of those flow tables. After I
built the network, I used xterm s1 to get to the terminal of switch s1. Typing ovs-ofctl dumptables s1 command line, we can see the circumstances of these flow tables in switch s1. It shows
as figure 4.

Figure 5. statistics of each of the flow tables

As we can see, there are few parameters such as “active”, “lookup”, “matched”, and
“max_entries”. Based on the documentation of OpenFlow switch[9], the “active” is the number
of active entries, “lookup” is the number of packets looked up in table, “matched” is number of
packets that hit tables, and “max_entries” is the number of flow entries that can be inserted into
the flow table. The “max_entries” indicates there are 1,000,000 of flow entries can be inserted
into the flow table. To fulfill the flow table overflow, it is hard to fill in this large size of the flow
table without an attacker, so I decide to decrease the size of flow table. This is an important thing
I need to mention since it directly effects the flow table.
To prove my experiment is valid I will compare the RTT of the packet sending when the
flow table is not full of the original flow tables with that of the size changed flow tables to make
sure the smaller size of flow table doesn’t lose its original functionality. However, after I try to
reset the size of “max_entries”, I find out even when the “active” is larger than the
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“max_entries” it still doesn’t achieve flow table overflow. Therefore, I decide to go through the
source code of the Open vSwitch to figure it out. I realized that the “max_entries” is not the real
capacity of the flow table, the real capacity is “max_flows” in the ofproto.c file. Meanwhile, the
“n_flows” under the “max_flows” indicates how many flow entries have been inserted into the
flow tables. Therefore, if we set the “n_flows” to UINT_MAX – n where the variable n means
how many flows we can add to the flow table. I set the n = 5. In this case, the original thought to
change the size of flow tables has changed to fill in the size of flow tables where only 5 flow
entries can be inserted. Yet it is still necessary to test the RTT under the various condition for
comparing.
Before I set the flow table capacity, I need to test its RTT when hosts ping each other. As
in the figure 5.

Figure 6. RTT when the flow table is not full

After I changed the “n_flows” to fill in the flow table, I also test the RTT. As in the
figure 6.

Figure 7. RTT when flow table is filled but not full
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Then I use “ovs-ofctl add-flow s1 “table=0 in_port=1,action:output=2” five times with
only the in_port and output change to make the flow table overflow. When I try this six times the
xterm s1 shows as in figure 7, indicating the flow table is overflow.

Figure 8. Flow table overflow

At this time, we use a random unused host to ping the another random host to see if the
RTT is getting much larger. The result is in figure 8.

Figure 9. RTT when the flow table is overflowed

The result shows the RTT, when the flow table is overflowed, is much larger than that of
the flow table is not overflowed. Additionally, this large RTT illustrates the eviction mechanism
of OpenFlow switch is in use.
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Table 1. Round Trip Time of three times test in flow table

Statistic of Rount Trip Time
15
11.4

10

11.4
6.86

5
0

0

6.43

0.038

0.05

0.064

4.68
0.066

1 0.158

2 0.059

3 0.063

4 0.086

6.41
0.062
0.063
0.064

5 0.065

6

7

RTT of origial flow table(ms)
RTT of capacity configured flow table(ms)

RTT of flow table overflow(ms)

According to my experiment result, the flow table overflow can be the vulnerability of
SDN. Because even in my simulation experiment the RTT of flow table overflow is hundred
times bigger than that of normal RTT. In the real network this longer RTT can result in serious
problems such as network disconnected.

4.3 MAC address table overflow simulation
In this MAC address table overflow simulation I also use the OVS switch to build the
topology network with 1 controller, 2 switches, and 3 hosts.
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Figure 10. MAC address table overflow simulation environment

The first step is to ping 10.0.0.2 from 10.0.0.1 and under this circumstance that the MAC
address table is not overflow I try to use sudo tcpdump -n host 10.0.0.1 to eavesdrop the packet
send from 10.0.0.1 to 10.0.0.2. The output is in figure 9. It is not surprising I cannot get any
packet information.

Figure 11. Eavesdrop result when MAC address table is not overflowed

The second step is I keep sending tons of MAC address to the MAC address table, then
ping 10.0.0.2 from 10.0.0.1. After that I use sudo tcpdump -n host 10.0.0.1 again to eavesdrop
the hosts as in figure 10. At this time, I get a packet information from host 10.0.0.1.

Figure 12. Eavesdrop result when MAC address table is overflowed
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This experiment shows the potential vulnerability of MAC address table overflow under
flooding attack. Due to the SDN is built upon the tradition network which is still using MAC
protocol, this problem could happen on SDN as well.
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Chapter 5
Conclusion

5.1 Summary
The result of my experiment proved that the eviction mechanism in the OpenFlow switch
can be a vulnerability. It will first find a flow entry to evict and then insert the new flow entry
into the flow table. This process will take much longer time than that of an “ordinary” flow entry
insertion. This long time for flow entry insertion warns us about the potential risks in the SDN.
Even in my simulated Mininet environment the time may be hundreds of times longer than that
of usual condition, if it happens in the real network environment it could rise a huge delay in the
network communication which may result in lose connection, drop data segments. Developers
need to figure out a new approach to avoid the long time to evict the flow entry, and more
importantly, avoid the flow table overflow. Meanwhile, the MAC address table overflow
indicated the possibility of eavesdropping in the OpenFlow-based SDN, because the MAC
address is still the only way to indicate each mobile device in the computer network to ensure the
switch doesn’t send the packet to an incorrect device.
In the outcome of the MAC address table overflow experiment, it shows the risk of being
eavesdropping when the MAC address table is overflowed. Because the majority of the devices
in a computer network are still using legacy network structure, the SDN architectures will be
added the structure of traditional networks to make it compatible.
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The development of networks is more important than ever before thanks to the large
demands of information of modern society. SDN is a great breakthrough of network architecture
that it is more flexible. A developer is able to add more functionalities based on the properties of
an SDN. In the near future, we will have a more convenient Internet. However, more
functionality brings more risks. With its strong capability and complicated structure, an SDN can
have many vulnerabilities that need to be optimized and flow table overflow is one of them.
While we are paying attention to the risks from the new features of SDN, we also should
remember that an SDN may work with legacy infrastructure. Hence, we need to patch the defects
of traditional networks before we put our enthusiasm behind the OpenFlow-based SDN.

5.2 Future Work
In these experiments, the problem of flow table overflow increases the RTT has been
proved and also mentioned the possibility of MAC address table overflow in the combined SDN
network. The future work can concentrate on how to solve the flow table overflow increases the
RTT from modifying the pipeline structure to increase the capacity of flow tables, or it can think
about a method to prevent the flow tables overflow by optimizing the mechanism of expire old
flow entry. It is also valuable to find another possible vulnerability after the SDN network
implement ARP that Internet protocol could be influenced the SDN network.
As mentioned, by the definition of OpenFlow switch specification, there are 255 flow
tables in the pipeline and each flow table can contain 2 32 flow entries. But each flow table are for
different using, the flow tables will be filled by flow entries easily. If it is able to add more layers
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in the each flow table or optimize the data structure, then the capacity of flow table will be
increased.
In the flow entry removal section in the OpenFlow switch specification, it mentioned the
hard_timeout and idle_timeout to expire the old flow entry. The future work can find an idea to
use the hard_timeout and idle_timeout better or set another parameter to clean the old flow
entries. Then the flow table overflow will be avoided.
In the SDN network which implements the ARP protocol, the Internet protocol could
bring problems. When IP addresses are allocated in the switch, it also needs a IP address table to
store the IP addresses. Even the IP address table has a large capacity, but it has a risk to be filled.
It can be viewed as a risk for the future network.
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